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1. About This Guide

This guide is intended for dealers, service providers, and support staff of the RedPort Optimizer CrewComm
(CC) wXa-153 series router. The Optimizer CrewComm is made possible by the partnership of RedPort Global
(redportglobal.com) and SMSGilobal (smsglobal.net) to provide the greatest capability and most complete
functionality to the customer.

RedPort Global, the leader in OEM and branded satellite services, and SMSGlobal a leader in crew communication
solutions, partnered to develop satellite communications solutions for the Maritime and Enterprise markets. The
collaboration brings together a wide range of business, operations and crew communication services from each
company to provide a new satellite optimization platform for any vessel or remote work-group.

This guide provides the complete set of documentation to address the customer’s needs for both an understanding
as well as the functional application to utilize the RedPort Optimizer CrewComm solution.

For first time use and setup, it is recommended that a customer begins by reading Chapter 2 (Introduction to
CrewCommCenter Service) through Chapter 5 (User (subscriber, crewmember) Access and Use). These chapters
will provide information about:

+  The CrewCommCenter Service architecture.

+  Setup and management of services.

+ Baseline set of access permissions and restrictions.

+ Baseline set of networking permissions and restrictions.

For more in-depth knowledge of the RedPort CrewComm Router functionality and custom usage, it is
recommended that a customer visits Chapter 6 (Introduction to Optimizer CrewComm) through Chapter 16
(Appendix B). These chapters will provide:

+  The RedPort Optimizer CrewComm Router.

« Advanced set of access permissions and restrictions.

+ Advanced set of networking permissions and restrictions.

NOTE: Within the CrewCommCenter Service architecture, management of services, accesses, restrictions etc.
should be configured through the CrewCommCenter. Chapters 6 - 16 are presented within this document for
special case situations, advanced configuration, and informational basis.

*wXa refers to the webXaccelerator by RedPort, a trademark of Global Marine Networks, LLC.

2. Introduction to CrewCommCenter Service

CrewCommCenter Service is a communications management architecture consisting of three separate parts:
CrewComm Vessel Management; CrewComm Management Portal; and User. CrewCommCenter System Software
resides on and interacts with RedPort Optimizer CrewComm Routers. CrewCommCenter Service provides a
complete communications management solution.

2.1. CrewCommCenter Service

© 2018 RedPort Global
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CrewCommCenter Service Overview (Settings and Data Flow):

CrewComm r— =— =" CrewComm Vessel
Management I Synchronization of M jement
Portal Settings ! (Dashboard)
|
RedPort Optimizer Connection Source
CrewComm User RedPort Optimizer (WiFl, LTE, SatCom
Interface CrewComm Router Terminal, etc)

CrewComm Center
Service User

Management of Settings

Data Flow

2.1.1. CrewComm Vessel Management (Dashboard)

Vessel Management (See Chapter 3), also referred to as the Dashboard, is the vessel-based portion of the
CrewCommCenter Service. Installers, network administrators, and some users log into the Dashboard to establish
settings and restrictions that lay on top of the base line set in place by the CrewComm Management Portal for the
Vessels within their control.

NOTE: Vessel Management is discussed first within this guide to ensure a proper flow of connectivity for optimal
CrewCommCenter Service procedures. Actions within the Vessel Management section need to be accomplished
first, before actions within CrewComm Management Portal section of this guide.

Chapter 3 discusses the actions necessary to register and activate the Vessel within the CrewCommCenter
Service and the available settings, configuration, and network management tools available at the Vessel level.
Vessel Management settings and configurations need to be synchronized with the CrewComm Management Portal
for proper CrewCommCenter Service usage.

Vessel Management adds to the base level of configurations and settings to enable and restrict usage from Users
on Vessels. Some Vessel Management settings are Ship specific to allow proper network and communications
setups within the Vessel and to the off-Vessel network (satellite, cellular, wi-fi, etc.).

2.1.2. CrewComm Management Portal

CrewComm Management Portal (See Chapter 4), is the web-based portal portion of the CrewCommCenter
Service. Dealers, managers, and some users log into the portal and establish settings and restrictions to lay the
base line for Fleets and/or Vessels within their control.

NOTE: CrewComm Management Portal is discussed secondly in this guide, after Vessel Management to provide
for a proper flow of setup of the CrewCommCenter Service setup. After initial actions are accomplished within
the CrewComm Vessel Management section, then accomplish actions within the CrewComm Management Portal
section of this guide.

Chapter 4 discusses the actions necessary to register and activate Vessels and Fleets within the
CrewCommCenter Service and the available settings, configuration, and network management tools available at
the Portal level. CrewComm Vessel Management Portal settings and configurations need to be synchronized with
the CrewComm Vessel Management settings for proper CrewCommCenter Service usage.

CrewComm Management Portal lays down the basic configurations and settings to enable and restrict usage from
Users on Vessels and within Fleets.

© 2018 RedPort Global
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2.1.3. User Access (subscriber/crewmember)

2.2.

2.3.

User Access (See Chapter 5) is the Vessel user/subscriber/crew member portion of the CrewCommCenter
Service. The material is provided so that these members can gain access and use of the communications provided
from CrewComm Vessel Management and CrewComm Management Portal within the CrewCommCenter Service.
NOTE: User Access is discussed last within this guide as it is the last step in configuring Vessels so that they are

properly configured for Users to access communications permitted by CrewComm Management Portal and Vessel
Management.

Key Features and Services
NOTE: Some feature and service availability are dependent on Hardware and/or Plan choice.

CrewCommCenter Service

+  Cyber Security: Multi-WAN configuration for failover, OBM, and least-cost routing.

+ Firewall & Filtering: Control every aspect of your network for maximum performance.

+ Vessel Tracking: Track the vessel position at all times.

+  Email: Powerful business email with on-board server and high-efficiency.

+  Crew Mail: Private low-data consuming email accounts for crew with webmail access.

+  VolP: Multi-VolP, Prepaid & Postpaid, low-bandwidth, high-quality, and high-efficiency.

+  Web Browsing: Controlled web browsing with domain filtering and blocking of unwanted background data,
pre-paid and free allowances.

+  Chat: Access control of Facebook Messenger, WhatsApp, WeChat, Viber, Line, Kakao, Hi Chat and more.

+  SMS: 2-way global SMS with International and Local gateways in the Philippines.

+  Announcements: Vessel or Fleet wide notifications sent directly to crew devices.

+ News & Sports: International and local headlines and daily sports updates.

+ Media: E-learning server, Se@MeNow social networking, and Low-data games.

CrewComm Management Portal

+  Provides centralized administrative control of Vessels and Fleets.

+  Minimizes on-board IT management requirements of Vessels and Fleets.

+  One stop shop for access, service, network, and data usage management.

+ Allows system of access for Vessels for operational communications to include but not limited to: Internet;
business style email; simplified crew style email; full chat; low data chat; news; VolP; and Vessel tracking.

CrewComm Vessel Management

+  Provides flexibility needed on Vessel for network administrators to configure and manage internal networks.

+  Minimizes on-board IT management requirements of Vessel.

+  Provided Vessel network personnel and/or Vessel Captain/Officers ability to further restrict access for purposes
of mission requirements and/or management of crew members.

User Management

+  Provides crew members with Bring Your Own Device capability.

+ Facilitates excellent user experience with simple tools and easy use communications with family and friends.
+ Permits crew members to have their access (and contact lists) moved from Vessel to Vessel.

+  Allows crew members the ability to purchase or top-up access on Vessels that limit access.

Recommended Vessel Setup Process *Start Here*

To gain access into the CrewCommCenter Service use the following high-level checklist:
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NOTE: Service Provider/Dealer will be instrumental with Fleet/Vessel equipment and service recommendations to
meet operational requirements.

1. Purchase Communication Equipment, RedPort Optimizer CrewComm router, and services from Service
Provider.

+  Receive required equipment.

+ Receive required logins, passwords, etc.

2. Determine system configuration and needs for Vessel prior to completion of Pre-activation of Vessel

(See Chapter 3.1) for required information to include:

+  Fleet Name for Vessel(s) to be managed under (or desired New Fleet Name).

+  Vessel desired Name.

«  Captain e-mail address.

+ Additional e-mail addresses (managers, officers, owners, Information Technology members).

«  Starting parameters (can be changed later) to include: firewall; crew system bypass; domain filtering; SatCom
terminal; WAN interface modes; and port forwarding details.

w

. Complete Pre-activation form (See Chapter 3.1).
Retain confirmation information to be used in Vessel Setup.

N

. Determine who will manage Vessel within your organization.
As needed, receive CrewComm Management Portal access (user accounts and passwords).
As needed, receive CrewComm Management Portal usage training.

5. Make changes to configuration, networking parameters, access controls, etc. as needed in CrewComm
Management Portal (Chapter 4).

6. Set up CrewComm Vessel Management and synchronize settings with CrewComm Management Portal
(Chapter 3).

+ As needed, make addition changes to configuration, networking parameters, access controls, etc. in
CrewComm Vessel Management (Dashboard).

Synchronize settings with CrewComm Management Portal.

~

. Assign Subscriber(s) to Fleet / Vessel(s) through CrewComm Management Portal (Chapter 4).
Provide Subscribers user name and password and required training.
Provide Users training to utilize system and provide User guidance (Chapter 5).

8. As needed, (for advanced configurations), make changes in RedPort Optimizer CrewComm Router User
Interface (Ul) (See Chapters 6-14).

3. *CrewComm Vessel Management (Dashboard) Use

In most instances, after Pre-activation (Chapter 3.1), configurations will be made via CrewComm Management
Portal. When the Vessel is setup and synchronized (Chapter 3.1-3.4), all settings, configurations, and access will
be complete. Utilize (Chapters 3.5-3.95) to make changes/additions to perform operational requirements upon
initial setup or in the future as needed.

NOTE: CrewComm Vessel Management access does not provide access to the complete RedPort Router’s vast

and powerful capabilities. Access to the RedPort Router’s complete toolkit of functionality is available through the
RedPort User Interface (Ul). For complete details of the RedPort Ul, go to Chapter 6 - Chapter 14.

3.1. Pre-activation Form

1. For each new router installation please first access the Vessel Pre-activation form to pre-register the vessel. Log
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in using the credentials provided to you from order@smsglobal.net.

Use the URL below to access the Pre-activation portal:

support.smscrewmail.net/preactivation/index.php/home

| B .i"li'i 'L\L “w A L

E4 SMSGlobal Order Form x 4
&« C @ NotSecure | support. a % 6
RedPort smsGlosal)
Login to access Vessel Activation form
Username
Password
After log in, the Vessel Pre-activation form will appear.
SnlSGLOBALw
===

NOTE: On the left-hand side of the screen is a quick navigation menu for Pre-activation form. Clicking quick links
from this menu will take you to the section. The first option “Resend Pre-Registration Details” is especially useful
for a Captain or customer that has lost their details for final completion of router Registration.

Pre Activation Form

Resend Pre-Registration Details
Reset Form

Navigate Form

License Details
Subscription Details
Other RedPort Services
XGate Email Settings
System Communication Settings
Firawall

Crew System Bypass
Domain Filtering
SatCom Terminal

WAN Interface Mode
Port Forwarding

RedPor

License Detail

2. License Details:

NOTE: Fields with asterisk (*) are required.

Fleet Name - Click <Fleet> down arrow from the search icon and click <”Fleet of Choice”>. This selection will
automatically fill out all the system features, activations, settings, and configurations previously configured for the

fleet.

+  Optionally you can click <+Create New Fleet> and create a new fleet name.

Vessel Name - Input a unique vessel name.
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Customer ID - From the drop-down menu, click <”Customer ID of Choice”>.

Captain’s E-mail Address - Enter an E-mail address. This address will receive activation details.
+  Optionally you can click <+Add more E-mails> to enter additional E-mails for order notification.

Scroll down on the Pre-activation form to the Subscription Details:

NOTE: A green check mark indicates the option is included in the package, an empty box indicates the service is
available and selectable, and an X indicates an unavailable option.

3. Subscription Details:

Click which services you would like to select from:

+ RedPort + CrewCommCenter - This option presents options from both RedPort and CrewComm Center
Service for package selection.

+ RedPort - This option presents RedPort only options for package selection.

+  CrewCommCenter - This option presents CrewComm Center Service only options for package selection.

Click a package (cost differences associated with packages) & (package choice dictates future options within the
Pre-activation form):

+ Solo - See Subscription Details.

+ Basic - See Subscription Details.

« Standard - See Subscription Details.

+  Enterprise - See Subscription Details.

Generate Crew Login Accounts

30 Number of User ID to generate.

Generate Crew Login Accounts.

+  Number of User IDs to generate - Dependent upon package selection. For Unlimited Users the default
number of User IDs to generate will be 30, but a higher number can be specified as needed. Additional User
IDs can be allocated after Pre-activation.

Select News Editions

v International Philippines England

China Groatia India

Pakistan
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4. Select News Editions (available with select packages).
+  Click tick box beside the desired News Editions.

5. Optional and Additional RedPort Services (options are specific to plan choices):

Optional and Additional RedPort Services

Additional XGate Primary services* Upgraded PredictWind Free
Ingluded in bundie: 1
Mail Fetching

Total 1
File Transfer

Additional XGate E-mail Only services XGate +User Services

Included in bundle: P

Total:

Additional XGate Primary services

* Included in bundle - Displays the amount of X-Gate services included with the package selected (Solo, Basic,
Standard, or Enterprise).

+ Add box - Click within the center box to add additional X-Gate services (additional fees).

+ Total - Displays the total of included and additional X-Gate services.

Additional XGate E-mail Only services

* Included in bundle - Displays the amount of X-Gate E-mail only services included with the package selected
(Solo, Basic, Standard, or Enterprise).

+ Add box - Click within the center box to add additional X-Gate E-mail only services (additional fees).

+ Total - Displays the total of number of X-Gate accounts included and additional X-Gate E-mail only services.

Upgraded PredictWind - dependent on selected package, or select from the following if available:
* None - This option has no PredictWind.

+  Free - This option provides the Basic PredictWind capability.

+ Standard - This option provides Increased capability and planning over the Standard option.
+  Professional - This option provides Advanced capability and planning.

Mail Fetching - Permits mail fetching.
File Transfer - Permits file transfer.
XGate +User Services -

Scroll down on the Pre-activation form to the XGate E-mail Settings section (options are specific to plan and
optional choices):

XGate E-mail Settings

No XGate App Usage XGate App using Captive XGate App bypassing Captive
Portal (Grew Paid Access) Portal (Vessel Paid Access)

6. XGate E-Mail Settings:

No XGate App Usage - No XGate Email usage is permitted.

XGate App using Captive Portal (Crew Paid Access) - XGate E-mail permitted only through captive portal.
XGate App bypassing Captive Portal (Vessel Paid Access) - XGate E-mail permitted only through bypass.

Scroll down on the Pre-activation form to the System Communication Settings section (options are specific to plan
and optional choices):

NOTE: Parameters might be pre-filled per association of a Vessel to an existing Fleet within the License Details
section. This is optional and can still be modified as needed or desired. Changes made to System
Communications Settings will affect data usage and airtime costs.
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. System Communications Settings:
Enable Crew Internet Access - The status of whether a user is permitted to use Internet, if selected permits
crew Internet usage.

* Internet Time Limit (Minutes) Per Crew Account (Default = Daily, Unlimited) - The time limit a user may use
the Internet (if enabled).

* Internet Data Limit (MB) Per Crew Account (Default = Daily, Unlimited) - The data limit a user may use the
Internet (if enabled).

+ Enable Data Voucher Top-Ups - The status of where a user may use data voucher top-ups to extend user
usage and limits. If selected allows top-up voucher by users.

+ Enable Low Data Chat for Facebook - The status of whether a user is permitted to use the build-in low data
Facebook chat interface. If selected, the built-in low-data Facebook chat interface is enabled.

+ Enable E-Mail Attachments - The status of whether a user can send and receive messages that contain
attachments, if selected permits attachments to email.

+  Maximum Size (in KB) Per Outgoing Message (Default = 5 KB) - The maximum size of outgoing messages
permitted by user, change as desired.

+  Daily Limit for Number of Outgoing Messages (Default = Unlimited) - The daily limit of messages permitted
by user, change limit as desired.

+  Total Daily Limit for Incoming Messages Per Crew Account (Default = 100 KB) - The daily limit of incoming
messages per user, change size as desired.

+  Maximum Size (in KB) Per Incoming Message (Default = 10 KB) - The maximum size per incoming message

permitted per user, change size as desired.

Scroll down on the Pre-activation form to the Firewall Settings section (options are specific to plan and optional
choices):

Firewall

®)  Allowall but block: Block all but allow:
Firewall Blacklist

System Communication Settings
IP Address Port

+ e
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Firewall

Allow all but block

Firewall Whitelist

RedPort XGate

SnapChat

®)  Biockall but allow:

Web Browsing FB MESSENGER Instagram
Twitter VIBER WECHAT
1P Address
+ Add more IP

LINE

 Add More Port

8. Firewall Settings:

L W mv& w,‘ E.‘E.‘il" Af_"ﬂkm

«  Allow all but block - This allows all except for the IP Addresses and Ports that you manually configure.
+ Block all but allow - This blocks all except for the items that are available to select and IP Addresses and
Ports that you manually configure.

Scroll down on the Pre-activation form to the Crew System Bypass for Business Applications section:

Crew System Bypass for Business Applications

Allowed Domain 1P

Allowed Domain / IP

9. Crew System Bypass for Business Applications information:
+ Permits Bypass of settings for user defined Domains or IPs - This bypass circumvents the firewall and
domain filtering parameters. Caution should be used when permitting bypass.

Scroll down on the Pre-activation form to the Domain Filtering section:

Domain Filtering

o Allow All Block All
&#| Block of OS updates and applications background data traffic
bon | [ oan a
Domain Filtering
Allow All L] Block All
bon | [ oan a

10. Click a Domain Filtering Option:

+ Allow all - This allows all except for the Domains that you manually configure (as well as an OS update option).
+ Block all - This blocks all except for the Domains that you manually configure.

Scroll down on the Pre-activation form to the SatCom Terminal section:

SatCom Terminal

SatCom Terminal

— SELECT SATCOM TERMINAL —

CC Dealer v1.0

© 2018 RedPort Global

Powered by Global Marine Networks, LLC.

Page 15 of 184



SatCom Terminal

11. SatCom Terminal section:

+  Click SatCom TERMINAL option from the drop-down list. This will configure WAN Interface Mode settings
specific to the SatCom Terminal you select.

+  Optionally, you can determine your own WAN Interface Mode settings as desired.

SatCom Terminal

DHCP ®) sutc

Static 1P Network Mask Gateway Address. Broadeast Address.

192.168.0.10 256.255.256.0 192.168.0.1 192.168.0.255

Scroll down on the Pre-activation form to the WAN Interface Mode section:

WAN Interface Mode

DHCP ®) static
Static IP Network Mask Gateway Address Broadeast Address
Static 1P Network Mask Gateway Address Broadoast Address

12. WAN Interface Mode:

+  DHCP - (Dynamic Host Configuration Protocol) automatically provides IP host(s) with IP address.

«  Static - This permits specific Static IP address, Network Mask, Gateway Address, and Broadcast Address
options to meet customer needs.

Scroll down on the Pre-activation form to the Port Forwarding section:

Port Forwarding

13. Port Forwarding: Permits specific Name, Protocol, Source Port, Destination Port, and Destination IP options to
meet customer needs.

Scroll down on the Pre-activation form to the Submit Activation button:

Submit Activation
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Confirm form submit.

Cancel Activation

14. Click <Submit Activation> and then click <Submit Activation> on the confirmation window when complete with
form details.

A confirmation page will then appear:

RedPort smsciopa)

Vessel was successfully Pre-Registersd:

Redport CrewCommWiFi DocTest wa:

stully Pre-registersd.

A confirmation was sent 1o your email: ad glcbalmarinenet.com

Vesse! ID:

190233962

ol Floot: Redport

Vouchers: Download Vouchers.txt UserID's:  Download Crew Login Accounts

Username Passworg

Primary Account Vouchers:
- 88-9993951-2224

Secondary Account Vouchers:

- 88-3983852-3456

- 88-9887904-8448

- 88-9711856-3312

- 88-9615808-7984

9768-2656

03952043
- 88-8943472-8416
- 88-8847422-2352

- 88-6638320-4224
- 88-6542272-6752

24 Print / Save Close Confirmation

Take note of the Vessel ID number. You will use this ID number when activating the router firmware and to
synchronize the system settings. The page can be printed and/or saved.

An E-mail with Pre-activation details will be sent to the Captain’s E-mail Address specified under License Details.

After a successful Pre-activation, you can now proceed with setting up the router.

3.2. Connecting RedPort Optimizer CrewComm Router to the Internet

1. To connect the RedPort Optimizer CrewComm Router to the Internet, connect a SatCom terminal (via a
standard CAT5 or CAT6 cable) into the Router’s SAT (Satellite) port. See RedPort Optimizer CrewComm back
image below:
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2. Turn on the router and use your desktop/laptop to connect to the Router.

Turn Wi-Fi Off
v CrewCommWiFi-c150 =
ATT2X[Y2UH ﬂ =
CrewCommWifi :;“‘

':g' Information sent over this network
rmight be visible to others.

[ Connect automatically

3. Click <Connect> or Click on the CrewCommWifi-XXXX link in the Wi-Fi.

If Prompted to enter a password or pin, click <No> or exit pop-up.
4. Open a web browser and type: dashboard.com.

The following log in screen should be displayed:

/’_\
CrewCommCenter

CrewComm WiFi router MAC Address: 00:0A:52:04:C1:50

Password:
Login Forgot Password

Check Internet

5. Check if the router is connected to the Internet by Clicking <Check Internet>.

The following pop up will appear:

Checking internet status. Please wait.
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If the router is connected to the Internet, the following screen will appear:

Connected to internet!

6. Click <Ok>.

The following screen will be displayed:

CrewComm WiFi router MAC Address: 00:0A:52:04:C1:50

Password:

Login Forgot Password

Check Internet

The color changes from gray to green and this indicates that the router is connected to the Internet if the router
cannot connect to the Internet, the following screen will be displayed:

An error has occurred. Please try again.

E

7. Click <Ok>.

The following screen will be displayed:

CrewComm WiFi router MAC Address: 00:0A:52:04:C1:50

Password:

Login Forgot Password

Check Internet

The color changes from gray to red to indicate that the router has no Internet connection. Ensure that the router is
connected to the SatCom terminal correctly and that the Ethernet cables are all properly connected.

For further troubleshooting, please log in to the dashboard and configure the router WAN settings to connect to the
SatCom terminal trough static or DHCP mode.

Connection of the RedPort Optimizer CrewComm router to the Internet is now complete.

3.3. Log in to the Dashboard
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CrewComm WiFi router MAC Address: 00:0A:52:04:C1:50

Password:

Login Forgot Password

( Check Internet

1. To log in to the Dashboard, enter the default password of “crewcommwifi”, then Click <Login>. The Password is
case-sensitive.

For successful log in, the following menu will be displayed:

Vessel Settings
RedPort System Management
Crew System Management
Announcements
Diagnostics

Log Out

Log in to the Dashboard actions is now complete.

3.4. Vessel Settings & System Activation
Vessel Settings is the administrator page for registering the vessel.

1. Click “Vessel Settings - Vessel Information & Activation”.

Vessel Settings
Vessel Information & Activation
WAN & Port Forwarding
DNS Settings
Firmware Upgrade
Password

RedPort System Management

Crew System Management

Announcements
Diagnostics

Log Out

The following screen will be displayed:
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Vessel Information & Activation

Vessel Settings

Vessel Information & Activation B 346832

WAN & Port Forwarding Vessel Email Address: v000145@vBamsterdam.crewmailonline.com

DNS Settings

. Captain's Email Address: adickson@globalmarinenet.com
Firmware Upgrade

Password Vessel Name: MaryvilleTn

RedPort System Management
Company/Fleet:

Crew System Management

Ao mants CrewComm WiFi router MAC Address:  00:0A:52:04:C1:50

Diagnostics SAT Terminal [P Address(es): 127.0.0.1

Comma separated

Log Out

2. Enter the following information to register the vessel: (from the Pre-activation form Chapter 3.1):

+  Vessel ID

+  Captain’s E-mail Address (optional)

NOTE: Use the Vessel ID provided when completing the Vessel Pre-activation form.

NOTE: Do not click <Submit> more than once. This will cause multiple registrations of the same Vessel.

3. Click <Verify> to check if the information entered is correct.

4. Click the <Submit> button to send the vessel registration to the CrewComm Management Portal.
The following screen will be displayed:

Vessel Configuration successfully updated!

o]

A confirmation email will be sent to the Captain’s E-mail address informing you of successful vessel registration.

The vessel registration will be processed automatically on the CrewComm Management Portal. The registration
process will be completed within 5 minutes.

5. When the registration has been processed, go to Crew System Management >Firewall and Click <Synchronize
Settings>

The router will fetch the system settings as configured on the vessel Pre-activation form and reboot.

Vessel Settings and System Activation is now complete.

WAN & Port Forwarding

WAN Interface — displays the type of WAN mode and incoming port forwarding connections that the router is set
up with for network connectivity.

On the WAN Interface tab, the following screen will be displayed:
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WAN & Port Forwarding
Vessel Settings

Synchronize Settings

Vessel Information & Activation WAN Mode
© DHCP

_ Static
DNS Settings Apply WAN Mode Changes

WAN & Port Forwarding

Firmware Upgrade Port Forwarding
Name Protocol Source Port  Destination Port Destination IP
Password
RedPort System Management
Crew System Management

Announcements

Diagnostics

Log Out

The current parameters may have Synchronized from the CrewComm Management Portal and not require
changes. As needed, make corrections or changes to the WAN & Port Forwarding by:

1. On WAN Mode, select between DHCP and Static.
2. Click <Apply WAN Mode Changes> to synchronize the settings to the router.

See page “Edit WAN Interface settings” for the steps to configure the WAN mode and Port-Forwarding on
CrewComm Management Portal.

3. To retrieve settings done on the CrewComm Management Portal, click <Synchronize Settings> to apply
changes on the CrewComm System Software on the Dashboard, the following pop-up windows will appear:

Synchronizing settings. Please wait.

Your router settings has been updated.

—_—

The router will then reboot to update the changes.

Synchronization Rules:
+  WAN Setting changes from the Dashboard will automatically be synchronized with the CrewComm

Management Portal as long as there is an Internet connection.

+  Changes from CrewComm Management Portal need to be synchronized from the Dashboard to apply the
changes in the router.

+ Inthe event there’s a change in the WAN settings from the Dashboard and the CrewComm Management Portal
simultaneously, the settings from the Dashboard will take effect if the settings from CrewComm Management
Portal are not yet received and synchronized.

WAN & Port forwarding actions are now complete.

3.6. DNS Settings
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DNS Rules:

+ DNS IP Settings can only be accomplished in the Dashboard. Please make sure to click <Apply Settings and
Reboot Router> to synchronize the new settings in the router.

To set the DNS IP:

1. Log in to CrewComm Vessel Management (Dashboard) then go to Vessel Settings > DNS Settings.

Vessel Settings

Vessel Information & Activation

WAN & Port Forwarding

DNS Settings

Firmware Upgrade

Password

RedPort System Management
Crew System Management
Announcements

Diagnostics

Log Out

The following screen will be displayed:

DNS 11P: 8.8.8.8
DNS 2IP: 8.8.4.4

Set DNS

Apply Settings and Reboot Router

Set DNS |P automatically

1. Click <Automatic (DNS 1)> to fetch the IP from the SatCom terminal/Internet gateway.

The following pop-up will appear:

Set DNS 1 automatically?

i
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2. Click <OK> to confirm.

The following pop-up will appear:

Updating DNS IP. Please wait.

The following screen will appear:

DNS 1 set automatically

Please click the button 'Apply Settings and Reboot Router’

oK

The current IP is now set to the new IP address.

The following pop-up will appear:

The router is rebooting, please wait a couple of minutes

The router will automatically reboot.

Set DNS IP manually:

1. Click <Manual>, the following screen will be displayed:

Set DNS
Automatic (DNS 1)
® Manual

DNS 1.
DNS 2:

DNX
Select from SatCom Terminals (DNS 1)

‘ Apply | | Cancel |

2. Enter the new DNS 1 and DNS 2 IPs then click <OK>
DNS 2 IP serves as a secondary DNS IP in case the other DNS IP goes down.
The router will automatically connect to the backup DNS IP which is the DNS 2 IP.

The following pop-up will appear:

Updating DNS IP. Please wait.

The DNS setting is now saved to the new IP address.
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Select DNX:

1. Click <Select DNX> to use the SMSGlobal onshore DNS servers.

Set DNS
Automatic (DNS 1)
Manual
® DNX
Select from SatCom Terminals (DNS 1)

IApply ICemcel

2. Click <Apply>

The following screen will appear:

Set DNS 1 to DNX?

oK Cancel 1]

3. Click <Ok>to save the new DNS IP address.
The following screen will appear:

DNS 1 set to DNX

Please click the button 'Apply Settings and Reboot Router

OK |
The router is rebooting, please wait a couple of minutes.
‘ oK

The router will automatically reboot.

Select from SatCom Terminals (DNS 1):

1. Click <Select from SatCom Terminals (DNS 1)> to get the list of available SatCom terminals.
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Set DNS

Automatic (DNS 1)

Manual

DNX

® Select from SatCom Terminals (DNS 1)
Cobham sailor 192.168.0.1
JRC 192.168.128.100
Addvalue Skipper 150/Satlink 250 192.168.1.35
Furuno Felcom 500 192.168.1.1
® Patrick 1.2.34
Apply‘ ‘Cancel |

2. Select from the list on what SatCom Terminals to set for the DNS 1 then click <Apply>.

The following pop-up will appear:

Set DNS 1 to Patrick?

oK Cancel

3. Click <Ok> to confirm changes.
The following screen will appear:

DNS 1 set to Patrick

Please click the button "Apply Settings and Reboot Router

oK

The following screen will appear:

The router is rebooting, please wait a couple of minutes.

| OK

The router will automatically reboot.

Apply Settings and Reboot Router:

1. To apply the new IP DNS setting, click <Apply Settings and Reboot Router>.

DNS 1 1P: 93 157.3. 164

DNS 2 1P: B84

Set DNS

Apply Settings and Reboot Router |

The following screen will appear:
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The router will reboot.

Z))

SN .@WG LUBAL

The router is rebooting, please wait a couple of minutes.

e

DNS Setting actions are now complete.

3.7. Change Password

1. To change the Dashboard login password, navigate to Vessel Settings, then click <Password>.

Vessel Settings

Vessel Information & Activation
wamM & Port Forwarding

DMS Settings

Firmware Upgrade

Password

RedPort System Management
Crew System Management
Announcements

Diagnostics

Log Out

The following screen will be displayed:

Vessel Settings

Vessel Information & Activation

WAN & Port Forwarding
DNS Settings

Firmware Upgrade
Password

RedPort System Management

Crew System Management

Announcements

Diagnostics
Log Out

CrewComm WiFi router MAC Address:  00:0A:52:04:C1:50

AL beast B characters long and contain at least one upper case leter and one
AUMbEr,

Change Password | Forgol Password

Please make sure that the new password follows these restrictions:

CC Dealer v1.0

Powered by Global Marine Networks, LLC.

© 2018 RedPort Global
Page 27 of 184

)

| »"‘
I
7



The password must be at least 8 characters long.
The password must contain at least one uppercase letter.
The password must contain at least one number.

2. Click <Change Password>.

The following pop-up will be displayed:

Please make sure the mew administrator password contains
at least one upper case letter then click 'Change FPassword’

I OK
3. Click <OK>.
The following screen will be displayed:
Administrator password successfully changed.
| OK

Forgot Password:

1. On the CrewComm Vessel Management Dashboard, click the Forgot Password.

The following screen should be displayed:

Your request will be sent to our shore servers. Please make
sure you have an active internet connection.

Please enter the captain's email address then click 'Ok” to
continue.

oK Cancel
2. Enter the Captain’s Email address, the click <Ok>.
The following screen will be displayed:
An email has been sent to the captain’s E-mail address
which contains your new administrator password. Please
check.
| OK

3. Check the Captain’s email for the new Administrator password.

Dashboard password actions are now complete.

3.8. RedPort System Management
NOTE: Please see service provider/dealer for purchase and activation of RedPort System Management
Capabilities (*except Remote Log in). Information obtained from your service provider/dealer will be used to
activate and configure RedPort System Management options.

*Remote Login capability is free.
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Vessel Settings

RedPort System Management
Vessel Tracking

XGate E-mail

VOIP

Remote Login

XWeb

Crew System Management
Announcements

Diagnostics

Log Out

3.8.1. Vessel Tracking

NOTE: Please see service provider/dealer for purchase and activation of Vessel Tracking. Information obtained
from your service provider/dealer will be used to activate and configure Vessel Tracking.

NOTE: For more in-depth guidance on the functionality and use of Vessel Tracking, please see
redportglobal.com/support/documentation-manuals.

RedPort Optimizer CrewComm Routers provide tracking data using the GPS chip built into satellite terminals
including:

«  Satellite Terminals Iridium GO!

* lIridium Extreme

* Inmarsat FleetBroadband

+ Inmarsat Fleet One

+ Inmarsat BGAN

+ IsatPhone Pro and IsatPhone 2

+  lridium Pilot/OpenPort

Using a GPS-enabled satellite device, the Optimizer CrewComm Router can be configured to submit position
reports to a central database for viewing on the tracking website. With RedPort Tracking, asset locations and
movements — including position, speed, altitude and heading - are tracked in real-time worldwide via GPS updates.
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Benefits of Vessel Tracking include but are not limited to:
+ Personnel, Vessel, and Fleet Safety - 24/7 knowledge of asset location, determining last known location in an

emergency incident.

+ Manage Vessel Operations to include - Porting strategy; Berth scheduling; Port of Call operations/support;
turnaround time; en route support; etc.

+  Monitoring of Vessel Speed - Verifying adherence to company policy established due to: high risk zones;
Vessel efficiency; or other speed requirement restrictions.

+ Historical data - Used for investigation purposes, legal compliance, or regulations.

+ Metrics - Provide data for analysis to best maximize profit and sustainability while minimizing asset risk and
future best route planning based on Vessel specifics.

1. To Enter Vessel Tracking - from the Dashboard Main menu screen, click “Vessel Tracking”, the following will be

displayed:

Dashboard

Vessel Settings

RedPort System Management
Vessel Tracking

XGate E-mail

VoIp

Remote Login

XWeb
Crew System Management
Announcements

Diagnostics

Log Out

Vessel Tracking

Synchronize RedPert System Management Settings

Tracking Parameters
General Tracking Parameters
Enable Tracking

Tracking Interval 60 Specify the tracking interval in minutes.

Tracking powered by RedPort

INMARSAT FleetBroadband
VSAT or broadband satellite [ A valid NMEA/GPS feed is required.

IMEIL: 101376043346
GPS/NMEA Repeater Settings
Repeater Parameters

Enable
GPS/NMEA feed from USB

| Enable GPS monitoring and repeating.

— Use USB connected GPS or NMEA feed as source.
Note: Not compatible with RS-232 based satellite phones.

UDP Listener Port 10101 Listen on UDP port number and broadcast.

UDP Port 11101 Broadcast to UDP port number.

TCP Port 11102 Broadcast to TCP port number.

Apply Vessel Tracking Changes

2. To enable Vessel Tracking click <Enable Tracking> tick box.
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3. Enter the Tracking Interval in minutes; the default is set to hourly reporting (60 minutes). This means that every
60 minutes a position report will be transmitted over the satellite link. Keep in mind that standard airtime charges
will apply to each position report. Adjust the Tracking Interval to meet your needs.

4. Go to Tracking powered by RedPort and click the satellite terminal you are using.

NOTE: A valid NMEA/GPS feed is required when using some satellite devices.

The RedPort Optimizer CrewComm Router supports USB and RS-232 NMEA devices allowing multiple
applications to share the GPS/NMEA data. If you have a NMEA RS-422 device, adding a RS-422 to RS-232
converter to your setup may allow the sharing of data.

The RedPort Optimizer CrewComm Router does not transmit data but can be configured to receive and repeat
GPS/NMEA data from:

+ A USB connected GPS or NMEA device.

« A serial port connected GPS or NMEA device with appropriate USB to Serial Adapter.

5. Enable GPS/NMEA Repeater Settings by clicking <Enable> tick box.

6. Enable USB Connected GPS or NMEA feed by clicking <GPS/NMEA feed from USB> tick box.

7. Complete port requirements as needed for listening and broadcast to meet user needs.

8. Click <Apply Vessel Tracking Changes> to enable and apply settings.

Vessel Tracking actions are now complete.
3.8.2. XGate Email

NOTE: Please see service provider/dealer for purchase and activation of XGate Email. Information obtained from
your service provider/dealer will be used to activate and configure XGate Email.

NOTE: For more in-depth guidance on the functionality and use of XGate Email, please see
redportglobal.com/support/documentation-manuals, or more specifically,
redportglobal.com/wp-content/uploads/2015/12/Optimizer CrewComm-RedPort-Email-Guide-v1-0.pdf.

This is a full-featured Business/Crew solution that runs on the router. RedPort email is designed specifically for use
over satellite connections. It uses block compression, mid-file restart, bigmail quarantine and more to maximize
data transfers.

Once enabled, the onsite administrator can manage email for the entire crew. The users can log in to a webmail
program to view their email, so they do not need special software on their computer or device. The RedPort
Optimizer CrewComm Router is a POP and SMTP server as well, so users can access email using their preferred
email client instead of webmail access, if desired.

XGate Email is robust, allows larger file transmittal, and permits Router email storage and management. In most
instances, XGate Email will be used as the Business E-mail Solution and the CrewComm Center Service simplified
e-mail/SMS solution referenced in Chapter 5 will be used as the Crew solution. This will permit Business email
needs to be met for Captain/Officers in the daily management of the Vessel, while at the same time allowing for
Crew morale needs to be met in a simple and data minimized use solution.
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RedPort Webmail

Username: || @redportglobal.com

Password: I—

Language: | English

|

Login >>
Powered by RedPort XGate

Ay &

8| L & ! Iy t] R )

Inbox Write E-Mail Refresh Folders Search Address book Empty trash Preferences Log out
.. Folder ;. : Messages ;. .; Size @ .; Empty & . Delete :.
Inbox 171 1Kb oK
Sent Items 1/0 Kb oK
Spam folder 0/0 OKb [+3
Trash 0/0 Okb oK

Total: 3Kb
Create new folder |

1. To Enter XGate Email - from the Dashboard Main menu screen, click “XGate E-mail”, the following will be

displayed:

Dashboard

Vessel Settings

RedPort System Management

Vessel Tracking
XGate E-mail
VOIP

Remote Login

XWeb

General Setting

Enable Email Server

Main identity user adicksontest

Main identity password ~ sessasees

Domain redportglobal.com

Update interval (Minutes) 1

Crew System Management Primary Accounts

Announcements
Diagnostics

Log Out

Username  Password

Crew Accounts

Primary User Username  Password
adicksont ¥

XGate Email

Synchronize RedPort System Management Settings

A main identity must be configured to use the mail system.
Contact provider for a main identity username and password.

Default email domain.

Send/Receive email to/from server at this interval in minutes.

Description

Description
Delete
Add

Apply XGate E-mail Changes

2. To Enable XGate email, Enable the Email Server by clicking the check box.

3. Main identity user: Enter the user name assigned to the Main Identity Primary Account for email, as given to you
by your Dealer/Service Provider.

4. Main identity password: Enter the password assigned to the Main Identity Primary Account, as given to you by
your Dealer/Service Provider.

5. Leave the Email Domain as “redportglobal.com”, unless otherwise needed.

CC Dealer v1.0

© 2018 RedPort Global
Powered by Global Marine Networks. LLC. Page 32 of 184



L AW /T Y
' e 'y W

6. Update Interval (Minutes): Frequency the mail program will automatically log in to the satellite device to send/
receive pending email. The default is set to 60 minutes but can be modified to fit business needs.

7. Primary and Crew Accounts section is not mandatory but can be configured as needed.

Note: Typically, the Main Identity is the on-site email administrator. The Main Identity must be a Primary Account.
There must be at least one primary account present on the system before sub/crew accounts can be created.

8. Click <Apply XGate E-Mail Changes>.

XGate email actions are now complete.

3.8.3. VOIP

NOTE: Please see service provider/dealer for purchase and activation of VolP. Information obtained from your
service provider/dealer will be used to activate and configure VoIP.

NOTE: For more in-depth guidance on the functionality and use of VolP, please see
redportglobal.com/support/documentation-manuals.

Users with smartphones can send/receive voice calls and SMS messages over the following satellite
communication setups:

+  Sailor FBB terminal - requires XGate Phone app.

+ IsatHub iSavi - requires IsatHub Control app and either IsatHub Voice app or XGate Phone app*.
+  Any satellite terminal with a RJ-11 port - requires XGate Phone app* AND an ATA adapter.

This configuration allows one voice call or one SMS message at a time and standard satellite voice airtime rates
apply.

Multi-Voice capability is available with the optional RedPort VoIP service on any satellite terminal. This VolP service
allows you to make calls for less than standard satellite voice airtime costs and allows up to four users sending and
receiving phone calls and/or SMS messages simultaneously.

Multi-VolP is currently compatible with the following:

- FBB
+  BGAN
+  VSAT

* RedPort Aurora
* Iridium Pilot

+  Thuraya IP

+ IsatHub iSavi

The RedPort Optimizer CrewComm Router allows unlimited SIP extensions with free local calling and text
messaging within your local area network using the XGate Phone app*.

*XGate Phone app is available for free in the Apple iTunes App Store and in the Google Play store.

By default, there are 4 extensions enabled. Extension 201 is enabled for inbound and outbound calling. The
remaining extensions are enabled but are configured for outbound calling only.

Incoming calls will ring on those extensions with Ring enabled.
To enable Ring (or SMS) on an extension simply check the box for the service you want enabled.

When Ring is checked, the smartphone configured with the corresponding Extension will Ring with every incoming
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call.
When SMS is checked, that smartphone will receive every incoming SMS message.

To use a smartphone to send/receive phone calls requires the XGate Phone app installed on the smartphone. The
XGate Phone app can be found in Apple iTunes App Store for iOS devices and the Google Play store for Android
devices.

The smartphone user configures the XGate Phone app with their corresponding SIP Extension. On this page, you
can also:

+  Change the SIP extension password.

+  Change the outgoing Caller ID display.

+  Enter a description for your reference.

1. To Enter VoIP - from the Dashboard Main menu screen, click “VOIP”, the following will be displayed:

Dashboard

Vessel Settings Synchronize RedPort System Management Settings
PBX Services

RedPort System Management

q U) Enable/Disable PBX VOIP service.
Vessel Tracking ki o il

. Listen port 5060 Port used by PBX to listen for SIP traffic. Leave blank for default port 5060.
XGate E-mail

VoIP Listen interface  0.0.0.0 Bind proxy to the following interfaces. Enter 0.0.0.0 for all interfaces.
Remote Login Extensions

XWeb Analog RJ-11 Telephone

Crew System Management Payment Mode | prepaid v

Announcements SIP Extensions

Diagnostics RingSMS Extension Password Caller ID Description

| prepaid %/ 201 eee 201 Captain line Delete
Log Out

| | prepaid %] 202 202 Crew line 1 Delete
| prepaid ¥ 203 e 203 Crew line 2 Delete

| prepaid ¥| 204 204 Crew line 3 Delete
Add

Vobal Decoder

U2FsdGViX1/kMOk+ZfVpTixS1XgBBA 170 7ARNOSdar Y54 ArBt i+ 0HzbeQHENs Sux/xfur4INY ZyrBioHIEpQ==

Activation Key

)
A valid activation key must be entered to use this service. Additional charges will apply. Please contact your
provider for a key.

— Note: This disables voice calling through the unit but does not deactivate the service,
You must contact your provider to terminate service. Disabling will not cancel subscription.

Deactivate
uib 21473

DID 12147321473

Apply VOIP Service Changes

2. To enable VolP/PBX Services: click the check box next to “Enable/Disable PBX VOIP service”. A blue check
mark = enabled, an empty check box = disabled.

3. Listen Port: Leave the default setting of 5060 or modify as needed.

4. Listen interface: Leave the default setting of 0.0.0.0 or modify as needed.
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5. Payment Mode: Select applicable payment mode of either prepaid or postpaid, from the down arrow menu.

6. SIP Extensions: click <Ring> and/or <SMS> tick boxes as needed. Configure extensions, passwords, Caller
ID, and Descriptions to meet user need.

NOTE: The activation Key, UID, and DID settings will populate from the CrewComm Management Portal when
clicking <Apply VOIP Service Changes> in the next step.

7. Click <Apply VOIP Service Changes>.
As needed, to Deactivate: Ensure the tick box is un-ticked.
8. Click <Apply VOIP Service Changes>.

VolIP actions are now complete.
3.8.4. Remote Login

NOTE: RedPort System Management Remote Login is free of charge.

NOTE: For more in-depth guidance on the functionality and use of Remote Login, please see
redportglobal.com/support/documentation-manuals.

Dashboard access does not allow access to the complete RedPort Optimizer CrewComm Router’s vast and
powerful capabilities. Access to the RedPort Router’s complete toolkit of functionality is available through the
RedPort User Interface (Ul). Remote Login allows access to the Ul from a distance user or network administrator.
For complete details of RedPort Ul use go to redportglobal.com/support/documentation-manuals.

Access is available to the RedPort Ul from the RedPort Optimizer CrewComm Router but may (and should be)
limited. Full access to the Ul can be available through the Remote Login. Remote Support requires an active
broadband satellite, Wi-Fi or cell phone link.

1. To Enter Remote Login - from the Dashboard Main menu screen, click “Remote Login”, the following will be
displayed:

Dashboard Remote Login

Vessel Settings Synchronize RedPort System Management Settings

Enable Remote Access || Open up a tunnel to remote.redportglobal.com allowing access to the router and keep it running.

HTTP

RedPort System Management

Vessel Tracking

XGate E-mail SSH

Apply Remote Login Changes
VOIP [
Remote Login

XWeb

Crew System Management

Announcements
Diagnostics

Log Out

2. To enable Remote Login Services: Click the check box to enable access.

3. Click <Apply Remote Login Changes>.
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When remote support is enabled Remote Access URLs are displayed.

Remote Login will continue being enabled until Disabled from the CrewComm Management Portal, or the router is
rebooted.

Remote Login actions are now complete.

3.8.5. XWeb (Web Compression)

NOTE: Please see service provider/dealer for purchase and activation of Web Compression. Information obtained
from your service provider/dealer will be used to activate and configure Web Compression. For more in-depth
guidance on the functionality and use of Vessel Tracking, please see
redportglobal.com/support/documentation-manuals.

Enabling Web Compression Service will direct all http traffic to the upstream compression proxy server and return
a compressed page to the user. Ads are stripped out, text is compressed, images are re-sampled and more. On
average, you will experience 3-5x compression on http traffic, thereby increasing the speed of your connection and
the effective per Mb cost of your connection.

1. To Enter XWeb - from the Dashboard Main menu screen, click “XWeb”, the following will be displayed:

Dashboard

Vessel Settings

Synchronize RedPert System Management Settings

RedPort System Management Enable XWeb
Vessel Tracking Username: adicksontest
XGate E-mail Password: [T

VoIp Compression Level: | Maximum 3|

Server: | xweb.gmn-usa.com

Remote Login
Apply XWeb Changes

XWeb

Crew System Management

Announcements

Diagnostics

Log Out

2. To enable XWeb Services: Click the check box to enable access.
3. Enter the Username and Password as given to you by your Dealer/Service Provider.
4. Click desired Compression Level from the down arrow box.

Compression Level: Set the level of compression that meets your needs. Those on entry level airtime plans should
click “Maximum?”. Those on high data plans may prefer “Standard” or “Minimum”.

*  Minimum: The basic amount of compression is applied.
+ Standard: The normal amount of compression is applied.
+  Maximum: The maximum amount of compression is applied.

5. Server: Click the down arrow box to select a server as needed, default is “xweb.gmn-usa.com”.

6. Click <Apply Xweb Changes>.
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XWeb (Web Compression) actions are now complete.

ISGLOBAL

4. *CrewComm Management Portal Use

4.1. CrewComm Management Portal Log in

1. To log in to CrewComm Management Portal, type the URL support.crewcommcenter.net/login.php.

Welcome to CrewCommCenter Support

Username

Password

LOGIN

I m—————

2018 Copyright ® SMS GLOBAL LTD. All Rights Reserved.

To access the CrewComm Management Portal functionality, enter Username and Password and then click
<LOGIN>.

2. The following screen will be presented:

Welcome, Aaron

GLOBAE ) Show tooltips

SUPPORT — REPORTS — MAINTENANCE

>>Subscriber Report
Choose a time perioa for the report

= Date from: [_Apr #|[ 1 #|[ 2018 2| (m/dfyyyy)

*Dateto: | May $|| 1 &|| 2018 3| (m/d/yyyy)
UserlD:
Internal 1D:

Destination
(emall address/mabile number):

Sende:
(email agdress/mabile number):
Vessel Emall:
ddltional Parameters

Reload String:
Serlal Number:

Message Detail:

System message:

[Note: Fields with _are required flelds.

Copyright @ SITISGLOBAL All Rights Reserved

CrewComm Management Portal log in is now complete.

4.2. Support

4.2 1. Subscriber

1. To access Subscriber Support, mouse over the “Support”, then click "Subscriber”.
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SUPPORT  REPORTS  MAINTENANLCE

L
Vessel

The following will be displayed:

SUPPORT  REPORTS — MAINTENANCE

»»Subscriber Support Raw

Generate report
Choose a time period for the report

* Date from: | May = || 7 & || 2018 3 | (mJ/d/yyyy)
*Dateto: | May 3| 7 &|| 2018 3| (m/d/yvyy)

Report Parameters  (Please flll at least one of the flelds below.)
UseriD:

Sender:

Destination:

Note: Flelds with  are required flelds.

2. Enter the Date range and User ID desired and click <Generate>, the following will be displayed:

SUPPORT _ REPORTS — MAINTENANCE

Subscriber support actions are now complete.
4.2.2. Vessel

1. To access Vessel Support, mouse over the “Support”, then click "Vessel”.

SUPPORT  REPORTS  MAINTENANLCE

Subscriber

2. Enter the Date range and Vessel desired and click <Generate>, the following will be displayed:
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[+>Vessel Support Raw - May 7, 2018 to May 7, 2018

289381 ve: il vOD0157 @vBamsterdam.cr
e TopsideTnt Date o 01/10/2018

ner REDPORT Version &

us Test/Demo

[ship to Cserver(o)
No Ship to CServer message

Tranip From To Delivery Date Subject Message Status

05/07/2018 02:18:47

46340 Jvooo: SMSCrewMail Message |successfully Delvered
as3a1 fvooo: 0/07/2018 02:15:47 | guscrewmall successiully Dellvered
46320 fvooo. 05/07/2078 02:15:27 | guscrewmail successiully Delivered

) [o0s. OTG7/3018 DTS | spuscrewmal

05/07/2018 02:18:57

successiully Dellvered

46250 fvooo. SmsCrewMail successiully Delivered
46281 fvooo: 0/07/2018 02:18:47 | guscrewmall [successiully Dellvered
44346 fvooo. 05/07/2078 02:02:25 | gscrewmail successiully Delivered

asar [o0s. OSTG7/3018 BT0T | spuscrewmal

05/07/2018 02:01:54

successiully Dellvered

44527 fvooo. SmsCrewMail successiully Delivered
44755 fvooo: 0/07/2078 01:58:04 | guscrewmall successiully Dellvered
40528 | e [vooo. 05/07/2038 12:50:01 | smscrewmail Message [Successtully Deivered

Vessel support actions are now complete.

4.3. Reports

4.3.1. Subscriber Reports

1. To access the Subscriber Reports, mouse over the “Reports”, then mouse over “Subscriber”, then click

"Traffic”.

SUPPORT REPORTS  MAINTENANCE

Subscriber :

|
[ vessel i
I
I

Chat ]

d for the report Fleat —
Monitoring

* Date from:| Partner

Monitoring - List

= pateto: | May 2|[ 1 &|[ 2 Monitoring - Summary

T Ts) Monitoring - Details I

Moritoring - Settings
UserID:

The following screen will be displayed:

SUPPORT  REPORTS  MAINTENANCE

»Subscriber Report

Generate report
Choose a time period for the report

* Date from: | Apr %[ 1 #|| 2018 & | (m/d/yyyy)

* Date to: [_May % || s 2018 ¢ | (mid/yvyy)
Report Parameters (Please fill at least one of the flelds below.)
UserlD:

Internal 1D:

Destination
(emall address/moblle number):

Sender's Detail
(emall address/moblle number):

Vessel Email:

Reload String:
Serlal Number:
Message Detall:

System message:
Note: Flelds with  are required flelds.

Generate

Subscriber Reports actions is now complete.
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4.3.1.1. Checking the User’s Message Details

1. On the Date parameters, input the inclusive transaction period to be checked.

Choose a time period for the report

* Date from: | 1 #|| 2018 #|(m/d/yyyy)

*Dateto: [ May #|[ 1 &|[ 2018 §|(m/d/yyyy)

Dates are required values.

2. Click the box with the drop-down arrow to select the date range. You can also search for old transaction
records if available by using the drop-down arrow by the year.

SUPPORT — REPORTS — MAINTENANCE

»»Subscriber Report

Generate report
[Choose a time period for the report

« Date from: | Aor UM 2018 & | (m/d/vyyy)

A
* Date to: | May | 3 201 pate are required values. Max. of 1 month from the
resent date can be checked.
Feprtt ot R P ufl:he 5 Eesired date can be set within 1 month range.
UserlD: &
7
B
a

Internal 1D:
Destination
(email address/mobile number): ' 10
Sender's Detail 1 "
{email address/moaile number): i

Vessel Email: | 18

dditional Parameters e

Reload String: 16
Serial Number:

Message Detail:

=
w

20

System message: 21

22

[Note: Flelds with are required flelds. 23
[B

3. On the Report Parameters, input any parameter.

Report Parameters (Please flll at least one of the flelds below.)

UserlD:

Internal 1D:

Destination

(email address/mobile number):
Sender's Detail

(email address/mobile number):

Vvessel Email:

Make sure to input at least one of the fields in the Report Parameters, then click <Generate>, the following will
appeatr:
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G!.OBAL @ Show tooltips

SUPPORT  REPORTS  MAINTENANCE

»»Subscrizer Repart - Apr 1, 2018 to May 1, 2018

af} Printer friendly page  Resend Messages
User ID (Status) DD3358 (Active) Partner REDPORT
Username (Email} Joe King (ship.joe.003358@smscrewmail.net) Last Reload (Full Reload History)

Internal 1D Date Registered 01/08/2018
First Date Re-

MO 1D activated 0a/26/2018
Vessel Name (Emall /10 Data e e om  BSLDACRE o4/26/2018
o 289381 / No) )
Crecit Message: 0 / Data: 5 MB e evaton
Last Activity N/A o aevation

= Delivery | Credit | Credit

Date Sent Destination S || i Message ID Message

Credit counter test
ICrewCommCenter Note: Meet me
at www.seamenow.com
Se@MeNow is the social
netwarking portal dedicated far
scafarers that allows you to stay
c o 1524241181101 in touch with your loved ones
[through live videa, voice,
messaging and social walls. You
can also blog, share photos, play
online games, follow your
Favourite sports events and shop
online with worldwide delivery!

Copyright @ SITRESGLOBAL All Ri;hrs Reserved|

The search result displays the following:

—| oar20/2018  |acickson@globalmarinenct.net] Delivered To
04:12:14 FM | (Sent from Vessel 1D 346832)| Gateways

Subscriber Screen - Header - these are the options for report manipulation, i.e., what to do with the report.

Subscriber Screen User Data:

+  Subscriber 6-digit User ID.

+ Username and subscriber’s assigned email address.

+  Subscriber’s assigned SMS Global internal ID.

+  Subscriber’'s MO (Mobile Originated) number - the equivalent shore mobile number of the User ID; used when
sending SMS outside the Philippines.

+  Subscriber’s Vessel Email - where user is currently or most-recently registered.

+  Subscriber’s Credit — available credits of the user.

+  Subscriber’s Last Activity - last known date when user made a transaction.

+  Subscriber’s Assigned Partner.

+  Subscriber’s Last Reload - date of user’s last reload transaction.

+  Subscriber’s Date Registered - Clicking this field shows the registration/reactivation history of the subscriber,
i.e., all vessels where he was registered.

+  Subscriber’s First Date of Re-activation on current vessel.

+  Subscriber’s Last Date of Re-activation on current vessel.

+  Subscriber’s First Date of De-activation on current vessel.

+  Subscriber’s Last Date of De-activation on current vessel.

Subscriber Screen - Sent Messages record list:

+ Date Sent - This displays the date the message was sent out from the vessel.

+ Destination - This displays the email address or mobile number of the shore recipient.

+ Credit Before - This displays the number of credits the user had before sending the message.

+ Credit After - This displays the number of credits the use had after sending the message; the difference is the
credit/s deducted for the message sent.

+ Message ID - This displays the message ID assigned to the sent message; clicking the Message ID displays
the text of the actual message.

Subscriber Screen - Received Messages record list:

+ Date Received - This displays the email address or mobile number of the shore sender.

+ Delivery Status - This displays the delivery status of the message.

+  Message ID - This displays the message ID assigned to the received message; clicking the Message 1D
displays the text of the actual message.

Checking the User’s Message Details is now complete.
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4.3.1.2. Print Report

1. To print the report, check the box in the sent/received messages section to select the messages that you want

to be included in the report then click the “Printer friendly page”.

SUPPORT  REPORTS  MAINTENANCE
8

‘ Prmter friendy poge | Resend Messages

Etival) Bartoner BERDPORT

The following screen will be displayed:

o Print
>sSubscriber Report - Adr 1, 2018 to May 1, 2018
User 1D (Status) DO3358 (Active) Partner REDPORT
Username (Emall) Joe King (ship.joe.003: 1) Last Reload
Internal 1D Date Registered 01/08/2018
First Date Re-
MO 1D iar ©a/26/2018
TopsideTN )
Vessel Name (Email / mé@a’i‘? s om / Last Date Re- o4 26/3018
289381 / No)
. . First Date De-
Crecit Message: 0 / Data: 5 MB P
- Last Date De
Last Activity N/A e

[Sent

Date Sent Destination Celvery | rect | Grect Hessage 1D Message
Credit counter test
ICrewCommCenter Note: Meet me
at www .seamenow.com
Se@MeNaw is the social
netwarking portal dedicated for
o, p . . farers that allows you to stay
04/20/2018 04:12:14 fadicksoni@glabalmarinenct.ned Delivered Ta ° ° 1624241181101 f::ouch At vour Joved ones

#M {Sent from Vessel 10 346832)|  Gateways leneaugh e videa, vooe.

messaging and social walls. You
|c2n also slag, share protos, play
leniine games, follow your
[favourite sports events and shop
Jeniine with worldwide delivery!

2. Click “Print” in the top right-hand corner to print the report. Make sure that the default printer is installed in your

computer.

Print Report Actions are now complete.

4.3.1.3. Checking a Reload
1. Used to check a Subscribers use of an issued Reload String:

2. Input the Reload string or serial number that you want to check in the “Reload String” field.

Additional Parameters

Reload String: 0AF494B7F50b6b48

Serial Number:
Message Detail: [+

System message: [«
Note: Fields with - are required fields.

Generate

3. Click <Generate> to start searching for the reload string.

If the reload string is valid and found, the following screen will be displayed:
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Reload String Details

User [D 003362
Username AaronTester
Vessel Name MaryvilleTn
Vessel [D 346832
Vessel Emzil w000274@crewcommeenter.net
Reload String OAF494B7F50b6b48
Serial 091726
Date Used 05/11/2018 12:50:48 PM

Reload History on Current Vessel

User ID 003362
Username AaronTester
Vessel Name MaryvilleTn
Vessel ID 348832
Internal ID
MO ID
Vessel Emzil v000274@crewcommeenter.net
Credit Message: 2 / Data: 950.01 MB

Reload Date Reload Stri; Serial Number Credits
05/11/2018 12:50:48 PM DAF494B7F50b6b48 091726 | Data: 60 B
05/08/2018 06:11:51 PM | 2BO0302504FFCFDA 101460 Data: §99.93 MB

Reload String Reason

The query displays the User ID and the Date where the reload string was used.
Checking a Reload is now complete.

4.3.2. Vessel Reports

1. To access the Vessel Reports, mouse over the “Reports”, then mouse over “Vessel”, then click "Traffic”.

SUPPORT  REPORTS MAINTENANCE

Subscriber 3

= 'm=
for the report Flest |
|

* Date from: Partner

_  Web
*Dateto: | May || 1 3|| 2018 3| (m/d/vyyy)

Please flll at least one of the flelds below.)

2. The following screen will be displayed.

SUPPORT  REPORTS  MAINTENANCE

*Vessel Report
Generate report

Choose a time period for the report
* Date from: | Apr 2 || 1 #|| 2018 % | (mfd/yyyy)

* Date to: | May $|[ 1 #|| 2018 3 | (m/d/yyyy)

Report Parameters (Please flll at least one of the flelds below.)
UserlD:

Internal 1D:
Vessel Name:
Vessel Email / Domain:

Vessel 1D:
Note: Flelds with  are required flelds.

3. On the Date Parameters, click the drop-down to select the desired report date. Make sure that the date is within
the one-month date range.

* Date from: | Apr %[ 1 #|| 2018 & | (m/d/yyyy)

*Dateto: | May 5 || 1 &|| 2018 3 | (m/fd/yvyy)
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4. On the Report Parameters, input any parameter listed below then click “Generate”. The following screen shall
be displayed:

SUPPORT  REPORTS  MAINTENANCE

»»\Wessel Report
Generate report
Choose a time perlod for the report

* Date from: | Apr #|| 1 #|[ 2018 3 |(m/d/yyyy)
*Dateto: | May || 1 || 2018 3| (m/d/yyyy)

Report Parameters (Flease fill at least one of the flelds below.)

UserlD:
Internal 1D:
Vessel Emall / Domain:

Vessel 1D:

Note: Flelds with  are required flelds.

Generate

5. The following screen will be displayed:

SUPPORT ~ REPORTS  MAINTENANCE

>Vessel Report - Apr 1, 2018 to May 1, 2018
&} Printer friendiy page  Lnregster Lser

Vessel 1D 346832 Last Vessel Activity 04/24/2018
Vessel Name MaryvilleTn Status Test
Partner REDPORT Total Subscribers 1
Domain com Total Reloads 1

Captain adickson@globalmarinenet.com Number of days 31

Vessel Emall v000274@crewcommcenter.net Total Sent msgs 4
Date Registered 01/08/2018 Total Sent SMS 1

SMSCrewmall Licence Type Free Email / Free SMS Total Sent Email 3
Data Credit Yes Total Recelved msgs 18

Received Messag
SMS

nacth
~I[ 003362 Qimmy)
| subscriber/s no
— [ 000088 (res

0
— | 003358 (Joe
King) 1 1
1| 003361 (Daniel) o 1 ]
— [ 003364 Oimmy’
Castie) o 2

Header Section:

+  Report date - This displays the date of the report.

»  Printer Friendly button - This allows printing of the current page.

+ E-mail this report button - This allows emailing of the current report.

Vessel System Information

+  SMS Global Internal alphanumeric vessel ID.

+  Vessel Name - displays the fleet name and vessel name.

+  Partner - displays the assigned partner for the vessel.

+ Domain - displays the domain to which the vessel belongs.

+  Captain - displays the vessel’s Captain’s name; OPTIONAL.

*  Vessel Email - email address assigned to SMSCrewMail Ship Server.

+ Date Registered - displays the date the vessel was registered into our shore servers.

+  SMSCrewMail system.

+ SMSCrewMail Sending Format - displays the protocol used in sending and receiving system messages.

+ Last Vessel Activity - displays the date of the last known transaction made on the vessel.

«  Status - displays the status of vessel (Production, Test, etc.).

+ Total Subscribers - displays the total number of subscribers registered on the vessel.

+ Total Reloads - displays the total number of successful reload transactions made on the vessel for the given
period.

+  Number of days - displays the number of days in the report’s transaction period.
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Total Sent msgs - displays the total messages sent from the vessel.
+  Sent msgs per day - display the number of messages sent per day by the vessel.
+ Total Received msgs - displays the total messages received by the vessel.
+ Received msgs per day - displays the number of messages received per day by the vessel.

List of Registered Users - displays all the users that are registered on the vessel for the given period.

«  UserID.

*  No. of Reloads.
«  Credits.

+  Sent Msgs.

+  Received Msgs
Accessing Vessel Reports is now complete.
4.3.3. Fleet Reports

1. To access the Fleet Reports, mouse over the “Reports”, then mouse over “Fleet”, then click "Traffic”.

SUPPORT — REPORTS  MAINTENANCE

»»Fleet Report Subscriber »
I vessel e

I
Choose a time period for the report Fleet | _
I

Chat
Web

= Dateto: | May #|[ 1 3| 2018 5 |(m/d/yyyy)

* Date from: | Apr = | Partner

2. The following screen will be displayed:

SUPPORT  REPORTS  MAINTENANCE

»Fleet Report

Generate report
Choose a time perlod for the report

= Date from: | Apr 5[ 1 || 2018 & |(m/d/yyyy)

* Dateto: | May 5[ 1 3|| 2018 & |(m/d/yyyy)

*Fleet: | Select Fleet x|

wditional Parameters
FILTER VESSEL:
Status: Production [ | Archive (| Invalid Test
E-mall Licence Type: Pre-pald Free

SMS Licence Type: Pre-pald Free

SHOW VESSEL:

Status: Licence Type:

3. On the Date Parameters, click the drop-down to select the desired report date. Make sure that the date is
within the 1-month date range.
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Choose a time perlod for the report

* Date from: | Apr FE -0 - $ | (m/diyyyy)

2

= Date to: | May 3 2018 § | (m/d/yyyy)
4
§ 5

*Fleet; | Seled § D)

Additonal Parameters ;
FILTER VESSEL: 9

10 o -

Status 11 ction [ Archive (] Invalid Test
12
E-mall Licence Type b=y ald Free
SMS Licence Type! '@ aid Free
15
SHow vesseL: | '©
17
Status: 18 Licence Type:
19
Date Reglstered: 20 Name:
21
iote: Flelds with * are required fleids. > I
2

24

4. On the Report Parameters, input the following required fields to generate the report.

e Select Fleet
Brian Pivotel Fleet(REDPORT)

Additional Parameters Deckhouse(REDPORT)

Redport CrewCommWIFI(REDPORT)
Southport{REDPORT)
Southport 2(REDPORT) nvalld Test

You may also want to include additional search parameters:

Additional Parameters

FILTER VESSEL:
Status: Production || Archive [_| Invalld Test
E-mall Licence Type: Fre-pald Free

SMS Licence Type: Pre-pald Free

SHOW VESSEL:
Status: Licence Type:
Date Registered: Name:

Tick the box of at least one of the additional parameters, then click <Generate>.

5. The following report will be generated:
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SUPPORT

REPORTS MAINTENANCE

»»Fleet Report - Apr 1, 2018 to May 1, 2018

a}, Prnter fhendiy page

Fleet Redport CrewCommWiFi Subdomain
Total Vessels 10 Total Subscribers 10
Production © Total Reloads 2
Production Duplicate Number of days 31
Productian Inactive Total Sent msgs 8
Test 10 Total Sent SMS 3
Archive / Expired / Total Sent Emall 5
Invalid Total Received msgs 22

s (10
Licence
- Subseribers Date Data
Vessel Email Vessel Name status | oo A3 o e ==
. R false Pre-
vO00262@crewcommeenter.net crewtamm LTE| © [ 0 0 o lo|lo|lo|o|oe Test | 04/1/2018 | Free | 515 | ves | No |ves| no
| [vooo158@vBamsterdam. crewmailonline.com|  JerichoTN 0 ] 0 ] o folofjo|ofe Test | 01/10/2018 :;‘; :;‘i: ves | Na [ No | Mo
- VvO00274@Crewcommcenter.net MaryvilleTn 1 ] 0 1 3 1 4 2 16 1B Test 01/08/2018 | Free |Free| Yes | Yes |Yes| Yes
V000204 @crewcommeenter.net MissKim o o o o o |o| o o|o| o Test | 02/06/2018 :;‘; :;‘i: Yes [ Yes [ves| No
B Redport
V000263 @crewcommeenter.net CrewCommwiFi| 1 1 1 0 o lo|lo|lo|o|oe Test |04/20/2018 | Free | Free | ves | ves [ves| mo
Bundaberg
— Fre- | Pre-
v000124@vBamsterdam. crewmalloniine.coml,  MEPYT | o o 0 0 o lolo|o|o]f| oo Test | 12/04/2017 | 1€ | 7€ | ves | Na | Yes| No
~) jvooo127@v8amsterdam. crewmallonline.com| RedPort Test 3 | 1 o o 0 ofoflofofo]oe Test | 121572007 | P [ PE | ves | mo | ves| no
— Redport voice Pre- | Pre-
v000172@crewcommeenter.net Test 1 2 a [1} 1 1 1 z 1 1 2 Test 01/15/2018 | 5.1 | paig | Y85 | No [Yes| No
) jvooo157@v8amsterdam.crewmailenline.com|  TopsideTN 3 o 0 o 1|z 2|2 2 Test | 01/10/2018 ::u S;.Eu ves | ves [ves| mo
vO001B5@crewcommeenter.net Wahroonga [} 0 0 0 o [o]| o o |o]| o Test |01/24/2018 :;‘; :;‘i: ves | ves |ves| mo

6. To view the information on a particular vessel, click any of the Vessel Emails listed in the report:

Invalid

Total Recelved msgs

| |v000158@vBamsterdam. crewmallenline.com JerichoTN 1] 4]
- v00027 4icrewcommeenter.net MaryvilleTn 1 u}
- v0O00204@crewcommaeenter. net Misskim 0 [u]
The following screen will be displayed:
SUPPORT  REPORTS  MAINTENANCE
»»Fleet Report - Apr 1, 2018 to May 1, 2018
affy Printer friendiy page
Fleet Redport CrewCommWiFi Subdomain
Total Vessels 10 Total Subscribers 10
Production © Total Reloads 2
Production Duplicate Number of days 31
Production Inactive Total Sent msgs 8
Test 10 Total Sent SMS 3
Archive / Explred / Total Sent Email &

s (10
Licence
- Subscribers Date Data
Vessel Email Vessel Name Status Reglstered YP e credits|
p R false Pre-
V000262 @crewcommeenter.net rontomen ite | © 0 0 0 oflofo|lo|o|o Test | 0471972018 | Free | B | ves | o [ves| wo
(] [vooo158@vBamsterdam.crewmailonline.com|  JerichoTN 0 0 0 0 o(foflo|o|of o Test |01/10/2018 :;z :;z ves | No [ Mo | No
B V000274 @crewcommeenter.net MaryvilleTn 1 0 0 1 3 1| a | 2 || 18| vest |owos2018| Free [Free| ves | ves[ves| ves
v0002D4@crewcommeenter.net Misskim 0 0 0 0 o(foflo|o|of o Test | 02/06/2018 :;z :;z ves | Yes [ves| mo
— Redport
v000263@crewcommeenter.net CrewCommwiFl 1 1 1 o o 0 0 a L] o Test 04/20/2018 | Free |Free| Yes | Yes |Yes| No
Bundaberg
— 5 Pre- | Pre-
vDﬂDlZQ@vamskerdam‘(rEwmawlnnllnE‘mmPrem‘gmTes[2 o o o o o o 4] o o o Test 12/04/2017 Paid | Paid Yes | No |Yes No
) [vo0127@vBamsterdam. crewmalleniine.com| RecPort Test 3 | 1 0 0 0 olo|lo|o]o|o Test | 121572017 | 57 | BT | ves | Mo [ves| mo
V0001 72@crewcommeenter.net Redport Voice | o 0 1 a2 | o | 2| 2| vest |ouisraois| 5% R | ves [ mo [ves| no
1 |vooo157@vBamsterdam crewmalleniine.com|  TopsideTN 3 0 0 0 11| 2 1|z 2 Test |01/10/2018 S:‘d S:‘d ves |ves [ves| we
O] v0001B5@crewcommeenter.net Wahroonga [} 0 0 0 o |of| o oo o Test | 01/24/2018 ::; ::; ves |ves |ves| mo

To Print the report generated. Tick the box to select the vessel that will be included
“Printer Friendly” button. The following printable pop-up window will be displayed.

in the report, then click the

o Print
Fleet Redport CrewCommWiFi Subdomaln
Total Vessels 10 Total Subscribers 10
production @ Total Reloads 2
Production Duplicate Number of days 31
Production Inactive Total Sent msgs 8
Test 10 Total Sent SMS 3
Archive / Expired / Total Sent Email 5
Invalid Total Receivec msgs 22

Accessing Fleet Reports is now complete.
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4.3.4. Fleet News

=

SIMSGLOBAL

1. To access the Fleet News, mouse over the “Reports”, then mouse over “Fleet”, then click "News”.

SUPPORT REPORTS  MAINTENANCE
Subscriber 3
Vessel 2
ViFi Fleet | Traffic .
Partner |
Chat
Web
Total Sent m
Total Sent S

Totol Cont s

2. The following screen will be displayed:

»Fleet News Report

Choose a time period for the report

% || 2018 % | (m/dfyyyy)

* Date to: | May #/|

*Fleet: | Select Fleet

)

Status: Production [ | Archive [ | Inwvallid Test
E-mall Licence Type: Pre-paid Free

SMS Licence Type: Pre-pald Free

3. On the Date Parameters, click the drop-down to select the desired report date. Click the fleet name from the
drop-down list. Click <Generate>.

*Fleet News Report

Generate report
Choose a ime period for the report

* Dateto: | May #|| 2 || 2018 # | (m/d/yyyy)

I o/ Select Fleet
Brian Pivotel Fleet(REDPORT)

Status  Deckhouse(REDPORT) B Test

Redport CrewGommWIFI(REDPORT)

Southport{REDFORT)

Scuthport 2{(REDPORT)

E-mall Licence Type

SMS Licence Type

4. The following report will be generated.

CC Dealer v1.0
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»»Fleet News Report - As of May 2, 2018
af Printer friendiy page
Fleet Redport CrewCommWIiF] Test 10
Total Vessels 10 Archive ©
Production 0 Invalid 0
B Date Licence News Editions
Vessel Email Vessel Name | Status ed| Type [INT[PH|UK|CN|RU[HR|UA[USAIN 1D [RO[LK|[NO]PL [MY] 3P
— Redport Free
v000263@crewcommeenter.net CrewCommWiFl| Test |04/20/201E Emall | YeS|ves|yes|yes|no| no | no jyes|no lyes|yes|no|neo | na | nana
Bundaberg
- false E—
v000262@ crewcommeenter.net CrewComm Test |[04/19/2018 Emall |Yes|ves|ves|no|nolno|no|na|nefne|no|no|no|no|no|ne
LTE
- v000204@crewcommeenter.net Misskim Test |02/06/2018 Pgen":ﬁld yes|inofnofnofnofnofnofno|nofno|ne|ne|ne|no|no|no
] v0001B5@crewcommeoenter. net ‘Wahroonga Test |[01/24/2018 Péf‘;:ﬁld yes |yes|yes|no |no|no|no|yes|nofno|no|ne|ne|no|no|no
- w0001 72@crewcommeenter. net Recf:; :‘olce Test |[01/15/2018 Pg‘;—‘:ﬁld yes|no|no|nofno|no|no|na|no|no|no|no|no|no|nolna
| |[vo00157 @vBamsterdam.crewmallonline.com| TopsideTN Test |[01/10/2018 Péen":ﬁld yes|no|nofnofno|no|nofno|nofno|no|no|no|no|no|no
| |vDo0158@vBamsterdam. crewmallonline.com|  JerichoTH Test |01/10/2018 Pgen":ﬁld yes|inofnofnofnofnofnofno|nofno|ne|ne|ne|no|no|no
000274 @ crewcommeoenter. net MaryvilleTn Test |01/08/2018 EFr::a yes |yes|yes|yes|yes|yes|yes| yes |yes|yes|yes|yes|yes|ves |yes|yves
_||vD00127@vBamsterdam.crewmallonline.com| RedPort Test 3 Test |12/15/2017 Pgi‘:ﬁld yes|nofnofnofnofnofnofno|nofno|no|nefne|no|nalno
= [ Pre-Paid
D001 nsterdam.crewmail com| Premiere Test | Test |12/04/2017 Emall | YES |ves|ves|yes|yes|yes|yes| yes |yes|yes|yes|yes |yes| yes yes|yes
2

5. To print the report, check the box in the vessel email section to select the messages that you want to be
included in the report.

»»Fleet News Report - As of May 2, 2018
af, Printer friendiy pags
Fleet Redport CrewCommWIiFi Test 10
Total Vessels 10 Archive 0
Production © Invalid 0
n Date Licence News Editions
Vessel Email Vessel Name v ed| Type [INT|PH[UK|CN|RU[HR|UAUSA[IN 1D [RO|LK[NO]PL [MV]3P
- Redport
000263 @ crewcommaoenter, net CrewCommWIFI| Test |04/20/2018 ET'::EI yes \yes|yes|yes| no | no | no |yes| no [yes|yes|no|no | no | na | na
Bundaberg .
false Free
v000262@crewcommeenter. nec CrewComm Test |04/19/2018 Emall | YEs|ves|y no|nofnofno|no|nofno|no|no|ne|no|no|no
LTE
000204 crewcommaoenter, net Misskim Test |02/06/2018 P?ﬂ;:ﬁld yes|nofnofnofnofnofnofno|nofno|no|no|ne|no|nalna
] v0001B5@crewcommacenter. net ‘Wahroonga Test |01/24/2018 P;;Zﬁld yes |yes|yes|no (no|no|no|yes|nofno|no|no|noe|no|na|no
- w0001 72@crewcommeenter. net Recf:; :‘olce Test |[01/15/2018 Pg‘;—‘:ﬁld yes|no|no|nofno|no|no|na|no|no|no|no|no|no|nolna
| |[voop 157 @vBamsterdam. crewmallonline.com|  TopsideTN Test |[01/10/2018 Péen":ﬁld yes|no|no|nofno|no|nofno|nofno|no|no|ne|no|no|no
~ | [vooo158@vBamsterdam. crewmallonline.com|  JerichoT Test |01/10/2018 P?ﬂ;:ﬁld yes|nofnofnofnofnofnofno|nofno|no|no|ne|no|nalna
v000274@ crewcommaoenter. net MaryvilleTn Test |01/08/2018 EFr:Eaﬁ yes |yes|yes|yes|yves|yes|yes| yes |ves |yes|yes |yes|yes|yes [yes|yes
| |wDo0127@vBamsterdam.crewmallonline.com| RedPort Test 3 Test |[12/15/2017 Pg‘;—‘:ﬁld yes|nofnofnofnofnofnofno|nofno|no|no|no|no|nalna
= Eedpon: Pre-paid
D001 nsterdam.crewr com| Premiere Test | Test |12/04/2017 Emall | YES |ves|ves|yes|yes|yes|yes| yes |yes|yes|yes|yes|yes| yes |yes|yes
2

Click <”Printer friendly page”>. The following screen will be presented.

o Print

Fleet Redport CrewCommWIF] Test 10
Total Vessels 10 Archive 0
Froduction O Invalid 0

Date Licence Mews Editions
e Vessel Name | Status |pogistered| Type [INT|PH]UK|CN]RU|AR[UA[USA]IN |10 [RO] LK NG| PL [MY 3P
000262 @ crewcommeenter.net] falseCre_wComm Test |04/19/2018) EIT'rr\Eaﬁ yes|yes|yes|{no [no|no|no|mno |nofnefno|no|no|no|no|no
wD00204@crewcommeenter. net Misskim Test |02/06/2018 P:r":ﬁld yes|no|nofno|nofnofno|no|nofnofno|no|nofno|no|no

Fleet News actions are now complete.

4.3.5. Partner Reports
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1. To access the Partner Reports, mouse over the “Reports”, then mouse over “Partner”, then click ”Traf'flc”

SUPPORT ~ REPORTS— MAINTENANCE

Subscriber [ 3

od for the report Fleet »

* Date from:| Partner | p—— :
* Date to: | May # [ 2 v|| 2 News
(Please fill at least one of the fields below.) [k ‘_
Web

Vessel Name:

2. The following screen will be displayed:

sPartner Report
Generate report
Choose a ime period for the repart

* Date from: |_Apr § apr 3| 2 #)| 2018 & | (m/diyyyy)

* Date to: | Ma\-' |2 &) 2018 &| (msdivyyy)

Report Parameters (Please flll at least one of the flelds below.)

Wessel Name:

Vessel Emall / Domain:
Vessel [D:
Status: Production || Archive [ | Invalid Test
E-mall Licence Type: Pre-pald Free
SMS Licence Type: Pre-paid Free
SHOW VESSEL:
Status: Licence Type:

Date Registered: Mame:

MNote: Flelds with are required flelds.

3. On the Date Parameters, click the drop-down options to select the desired report date. Make sure that the date
is within the one-month date range.

Choose a ime period for the report
* Date from: | _Apr & '|| 2 v” 2018 3 | (m/d/yyyy)

* Date to: | May % “May [ 2 v”ﬁl(mfl’fﬂ"ﬁf}

4. On the Report Parameters, input the following required fields to generate the report.

Report Parameters (Please flll at least one of the flelds below.)

Wessel Name:
Vessel Emall / Domain:
vessel [D:
Status: Production || Archive [ | Invalid Test
E-mall Licence Type: Pre-pald Free
SMS Licence Type: Pre-paid Free
SHOW VESSEL:

Status: Licence Type:

Date Registered: Mame:

MNote: Flelds with are required flelds.
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You may also want to include additional search parameters: Tick the box of at least one of the additional
parameters, then click <Generate>.

5. The following report will be generated:

s+Partner Report - Apr 2, 2018 to May 2, 2018

afy Printer friendiy page

Partner REDPORT Total Subscribers 13
Total Vessels 12 Total Reloads 2
Production © Number of days 31
Test 12 Total Sent msgs 8
Archive f Expired / Total Sent SMS 3
Invalid Total Sent Email 5
Domain wvBamsterdam.crewmailonline.com Total Received msgs 21

Vessel Email Vessel Name
| [vDO0132@vBamsterdam.crewmallonline.com De;khouse 3 o o o o o 0 0 o o Test |12/27/2017| Free |7
emo Paid
false Pre-
v000262@crewcommcenter.net CrewComm 1] o o o o 1] 1] o 1] o Test |04/19/2018| Free Paid
LTE

| [vDo0158@vBamsterdam.crewmallonline.com|  JerichoTN 0 o o o o o i} [i} o o Test |01/10/2018 :T& ﬁ:&
v000274@crewcommcenter.net MarywvilleTn 1 o o 1 3 1 4 2 15| 17 | Test [01/08/201B| Free |Free|
a v000204@crewcommeenter.net MissKim 0 o o o o o i} [i} o o Test |02/06/2018 :‘IZ S:‘;

Redport
v000263@crewcommeenter. net CrewCommwiFil 2 o 1 o o o o 1} (1] o Test |04/20/2018| Free |Free|

Bundaberg
-~ Redpart pre- |Pre-
w00l 124@vBamsterdam.crewmallenline.com| Premiere Test ] o o o o o 0 0 o o Test |12/04/2017| ooty |eaig

2

— Pre- |Pre-
w000127 @vBamsterdam.crewmailonline.com|RedPort Test 3 i o o o o (1] a a (1] o Test |12/15/2017F Paid |Paid
8 1794 + + Redport Voice Pre- [Pre-
wO00172@crewcommeenter.net Test 1 2 o o 1 1 1 2 1 1 2 Test [01/15/2018f oo |aaig
Southport Pre-
v000205@crewcommecenter.net Southport 3 0 o o o o o 0 [i} o o Test |02/13/201B| Free 2aid|
| |voo0157@vBamsterdam.crewmailonline.com| TopsideTN 3 o o o 1 1 z 1 1 2 Test |01/10/2018) ::;Z S:‘;
Pre- |Pre-
v000185@crewcommeenter. net Wanhroonga a o o o o (1] a a o o Test [01/24/2018| oo [5og

6. To print the report, check the box or boxes in the vessel email section to select the messages that you want to
be included in the report.

>sPartner Report - Apr 2, 2018 to May 2, 2018

af Printer friendiy page

Partner REDPORT Total Subscribers 13
Total Vessels 12 Total Reloads 2
Production © Number of days 31
Test 12 Total Sent msgs 8
Archive [ Expired [ Total Sent SMS 3
Invalid Total Sent Emall 5
Domain dam.cr com Total Received msgs 21

] Vessel Email Vessel Name News|cl =D
redi
B [vooo132@vaamsterdam, crewmailonline.com| DESL(:?:SE 3 0 0 0 0 [ 0 0 0 [ Test [12/27/2017| Free ::;Tc-l Yes | Yes [Yes No
false
vO00262@crewcommcenter.net CrewComm | 0 [ 0 0 o lo|o| o |o| o |Test joa19/2018 Free E;T‘; ves | Mo [ves | No
LTE
@ [vo00158@vBamsterdam. crewmallonline.com|  JerichoTN 0 0 0 0 o oo | oo o rves foraoz0m8| 5% |E ves | Ho [no | Ne
m v000274@crewcommcenter.net MaryvilleTn 1 ] 0 1 3 1 4 2 15| 17 | Test |01/08/2018| Free |Free| Yes | Yes |Yes | Yes
. vOD0204@crewcommceenter.net MissKim o o 0 0 o fo|o| o |of o |res jozoszois| i [ ves | ves |ves | no
— Redport
v000263@crewcommcenter.net CrewCommwiFl| 2 [ i) [ o fo| o | oo o |Test |04/20/2018 Free |Free| Yes | ves [Yes | No
Bundaberg
- Redport pre- |Pre-
V000124 @vBamsterdam.crewmallonline.com| Premiere Test | 0 0 0 0 o fofo | o o] o |rest r2042017] [0 T Yes | Mo |Yes | No
2
~I[v000127@vBamsterdam. crewmailonline.com|RedPort Test 3 | 1 o 0 0 o [e]|]o| o o] e | Tes [t2/15/2017] :;?; :;T& ves | No [ves | No
— 1994 N . Redport Volce Pre- |Pre-
w0001 72@crewcommeenter.net Test 1 2z o 0 1 1 1 2z 1 1 2 Test [01/15/2018| paid |paia| YeS | MNe [Yes No
] VOD0205@erewcommceenter.net SES:’ESS;'T} o o 0 0 o [ofo | ofo] o |rest foars2018{rFree [FE| No [ wo [ves | no
| |v000157 @vBamsterdam. crewmallonline.com|  TopsideTN 3 o 0 0 vaf 2| 0 || 2 | rest forrioreons| B[P ves | ves |ves | o
m w0001 B5@crewcommeenter.net Wahroanga o o 0 0 o oo o | 0| o | Test [0i/24/2018) ,f:; E;: Yes | ¥es |ves | No

Optionally, you can select all Vessels by clicking the tick box above all individual Vessel tick boxes, left of the
“Vessel Email” heading.
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»>»Partner Report - Apr 2, 2018 to May 2, 2018
af Printer friendiy page

Partner REDPORT Total Subscribers 13
Total Vessels 12 Total Reloads 2
Production 0 Number of days 31
Test 12 Total Sent msgs 8
Archive / Expired / Total Sent SMS 3
Invalid Total Sent Emall 5
Domain dam.cr COM Total Received msgs 21
jews Data
Vi vessel N = Cradita
[ |v000132@vBamsterdam. crewmallenline.com| DE;’;::?;‘SE 3 0 ) o ool o | oo o rest |tz272017| Free E;i; ves | ves [ves | mo
false o
v000262@crewcommcenter.net CrewComm 0 0 0 0 0 [ 0 0 0 o Test [04/159/2018| Free Paid| Y&S No |Yes No
LTE
[ |v000158@vBamsterdam. crewmallonline.com|  JerichoTN 0 0 [} 0 o lo|o| oo o|Test |orsiorzoms| P P ves | o [ne | we
Paid |Paid
v000274@crewcommeenter. net MaryvilleTn 1 0 1] 1 3 1 4 2 15 | 17 | Test |01/08/2018| Free |Free| Yes | Yes [Yes | Yes
0 V000204@crewcommeenter.net MissKim 0 0 o o o lofo| oo o|Tes [oz06r2018 5 |F | ves | ves [ves | no
Pald |Faid
Redport
v000263@erewcommeenter. net crewCommwiF| 2 0 1 0 o o] o | o | o] o|Test [04/20/2018 Free |Free| ves | ves |ves | No
Bundaberg
Redport pre- |Pre-
£ |vo00124@vBamsterdam.crewmallenline.com| Premiere Test 0 0 1) o o o o 1) 0 0 Test [12/04/2017] Yes | Mo [Yes | No
paid |Paid
2
4 |vD00127@vBamsterdam. crewmallonline.com|RedPort Test 3 [ 1 0 0 0 o ol o] oo ofrtest |t2srzoms| B [Pl ves | no [ves | mo
Pald |Faid
v000172@crewcommeenter.net RM.FE;:YD‘CE 2 0 0 1 1|2 2 1| 1| 2 | Test [o1/1s/2018 :::; ::;E Yes | No |ves | no
V000205 @crewcommeenter,net sgg;‘;gﬁ:’t"‘g 0 0 0 0 o [ofofa[ofo]rest foz1amonslFree [FE] No | o [ves [ no
3 |vo0157@vBamsterdam. crewmalloniine.com|  TopsideTN 3 0 o o 1 12| 1| t] 2 | vest |ors1orzote] B [P ves | ves |ves | mo
Paid |Paid
v v0001B5@crewcommeenter. net Wahroonga 0 0 0 o ool o o | o | o | Test |ors2arzo1s| P |Prel vas | ves [ves | mo
Pald |Faid

Click <”Printer friendly page”>. The following screen will be presented.

o Print
Partner REDPORT Total Subscribers 13
Total vessels 12 Total Reloads 2
Production @ Number of days 31
Test 12 Total Sent msgs 8
Archive / Expired  / Total Sent SMS 3
Invalid Total Sent Emall &
Domain  vBamsterdam.crewmailonline.com Total Recelved msgs 21

Date
Vessel Email Vessel Name Status | o D80S od )
[Email
¥000132 @vBamsterdam.crewmalionline.com|  Deckhouse Dema 3 o o o o e o o | o | o | Test |12/27/2017 [Free | [1E | ves |ves |ves | na
v000262@crewcommcenter.net false CrewCamm LTE o o o o o e o o | o | o | Test |0ar19/2018 [Free | P | ves | no [ves | na
000158 @vBamsterdam.crewmallonline.com JerichaTh ] ] [ ] o |o]| o o | o | o | Test |oo/2018 |77 | PIE | ves | o [no | na

7. To view the information on a particular vessel, click any of the Vessel Emails listed in the report. The following
screen will be presented.

pre- |Pre-

7|vDGleﬂ@vsa'rszemam.('ewma\DmnE‘cnml JerichoTN | 0 | 0 | 1] | 1] | 1] |D| o | 0 |D| o |Test |Glflﬂf2013| paid |pad

YeslNulNul Mo

S Wessel Report - Apr 2, 2018 to May 2, 2018
af Prnter friendiy page  |nregster Lser

Vessel ID 906573 Last Vessel Activity N/A
Vessel Name JerichoTN Status Test
Partner REDPORT Total Subscribers O
Domain dam.cr com Total Reloads 0
Captain adickson@globalmarinenet.com Number of days 31
Vessel Emall w0001 dam.cr com Total Sent msgs O
Date Registered 01/10/2018 Total Sent SMS O
SMSCrewmaill Licence Type Pre-Paid Email / Pre-Paid SMS Total Sent Emall 0
Data Credit Mo Total Recelved msgs O

Partner Report actions are now complete.

4.4. Maintenance

4.4.1. CrewComm Management User Account

CrewComm Management Portal User Accounts (also Partner Websupport Accounts) are those that are authorized
to create, view, modify, and delete etc. functions/accesses of Fleets, Vessels, and/or Users. Nominally a Service
Provider/Dealer would have a CrewComm Management Portal account created first, then he/she could add new
Websupport Accounts (members he/she would want to have access to specific Fleets/Vessels. Websupport

© 2018 RedPort Global
CC Dealer v1.0 Powered by Global Marine Networks. LLC. Page 52 of 184




Red P()rt -.w | Ww(JL B ALE%)

Accounts may have full access or have varying levels of restrictions with their Websupport access.

4.41.1. Add User Account

1. To access the Add User Account, mouse over the “Maintenance”, then mouse over “Partner”, then mouse over
“Websupport Accounts”, then click ”Add / Update”.

SUPPORT — REPORTS  MAINTENANCE

ount Partner !

1 |
. ] Websupport Accounts | Add / Update
- Web & Chat Gateways
Add J Update AccEY* W 1 C
——  Access Control ]
Accounts Subscribers | . —
2 O System e

The following screen will be displayed:

SUPPORT  REPORTS  MAINTENANCE
»sAccounts - Add / Update Account
All Users s Go
Name Rights
—
Aaron B Administrator
Aaron? B Administrator
Goker 3 Administrator
LSoltero B Administrator
Luis B3 Administrator
Redport B Administrator
tomredport B Administrator
Add Websupport User

2. Click <Add Websupport User>. The following screen will be added to the bottom of the “Add / Update Account”
screen.

Add Websupport User

Userame:

New Password:

Confirm Password:
User Group: Iml

Allow Change Name:
Fleet Settings: Allow Add Subdomain:
Allow Change Modules:

Allow Change Version:
Allow Change Status:

Vessel Settings:
Allow Change Fleet:

oo ocOO

Allow Change Modules:

Unregister User:

View User's Messages:

Signature:

|

3. Input the required data:
+ Username and Password - This will accept up to 25 alphanumeric characters (username is case-sensitive), as
well as “Confirm Password”.
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User Group - This will the user to select access rights from the list.

Administrator - This permits the user to add/edit/delete users plus viewing and generating reports.
User - This permits the user to view and generate reports only.

Unregister User - This will allow to the user to manually deactivate user(s) from current vessel.

Fleet Settings:
+ Allow Change Name - This allows a change to the name of a fleet.
+ Allow Add Subdomain - This allows addition of Subdomains to a fleet.

+  Allow Change Modules - This allows upgrades of Modules (News, Encryption, Web Browsing, Online chat
and advanced vessel settings).

Vessel Settings:

+ Allow Change Version - This allows upgrades to the version/license type of a vessel from Standard to Free
Email.

Allow Change Status - This allows changes to Vessel Status from Test/Demo to Production.
Allow Change Fleet - This allows re-assignments of a vessel(s) to a new fleet.

NOTE: Allowed for upgrading modules only.

Allow Change Modules - This allows upgrade of Modules (News, Encryption, Web Browsing, Online chat and
advanced vessel settings).

Signature - The input signature message to be used for support emails. This is used when sending a report
directly from the WebSupport to an email recipient.

Userame: Test User
New Password: swss
Confirm Password: s=se

User Group: | User

Allow Change Name:
Fleet Settings: Allow Add Subdomain:
Allow Change Modules:
Allow Change Version:
Allow Change Status:
Vessel Settings:
Allow Change Fleet:
Allow Change Modules:
Unregister User:
View User's Messages:
Fleet Name Subdomain
Brian Pivotel Fleet
] Deckhouse
Fleet Asslgnment:
Note: If no ficet selected, user can view all flaets] Redport CrewCommWiFi
and vessels — Southport
- Southport 2
Signature:
-

5. Click <Save> to create the account. You will be asked to confirm the creation of the account.

From support.crewcommcenter.net

Create this account?

Cancel OK
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Click <OK> to confirm or click <Cancel> to abort the process.

If the Username does not exist a new account will be created, and the following screen will appear:

SUPPORT  REPORTS  MAINTENANCE
»Accounts - Add / Update Account
Test User's account created.
All Users ¥ Go
Name Rights
—

Aaron B3 Administrator
Aaron2 B3 Administrator
Goker B3 Administrator
LSoltero B Administrator
Luis B3 Administrator
Redport B Administrator
tomredport B Administrator

Test User B Fleet User

Add Websupport User

User account is now successfully created.
4.4.1.2. Edit User Account

1. To access the Add User Account, mouse over the “Maintenance”, then mouse over “Partner”, then mouse over
“Websupport Accounts”, then click ”Add / Update”.

SUPPORT  REPORTS  MAINTENANCE
1
ount Partner 1 i
S E— Websupport Accounts I
- Web & Chat Gateways
Add / Update AccVNe¥:N | c
——  Access Control ]
Accounts Subscribers | . —
d R System  —
2. The following screen will be displayed:
SUPPORT  REPORTS — MAINTENANCE
[» »Accounts - Add / Update Account
All Users 3 Go
Name Rights
—
Aaron B Administrator
Aaron2 B Administrator
Goker B Administrator
LSoltero B Administrator
Luis B3 Administrator
Rednart B Administrator
tomredport B Administrator
Test User B3 User

3. To Edit user, mouse over the “>” beside the username, then from the pop-up menu click <Edit>.
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»»Accounts - Add / Update Account

All Users ¥ Go
Nlﬂ_- Rights

Aaron B3 Administrator
Aaron2 B Administrator
Goker B Administrator
LSoltero B Administrator
Luis B3 Administratar
Redoort B | Test user Administrator
tomredport B3] [Edit] Administrator

Test User B3 | [Delete] User

I [History Log]

4. The following screen will be displayed:

Userame: Test User
New Password:

Confirm Password:

User Group: | User 4|
Allow Change Name:
Fleet Settings: Allow Add Subdomain:
Allow Change Modules:
Allow Change Version:
. Allow Change Status:
Vessel Settings:
Allow Change Fleet:
Allow Change Modules:
Unregister User:
View User's Messages:
Fleet Name Subdomain
(] Brian Pivotel Fleet
O Deckhouse
Fleet Assignment: | —
INote: If no fleet selected, user can view all fieets| || Redport CrewCommWiFi
and vessels| | T
()] Southport 2

Signature:

Change the User information then click <Save> to accept changes or click <Cancel> to abort process. You will be
asked to confirm the update of the account.

From support.crewcommcenter.net

Update this account?

[ Cancel [ OK |

Click <OK> to update or click <Cancel> to abort process. The following screen will be displayed:
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SUPPORT  REPORTS — MAINTENANCE
*Accounts - Add / Update Account
User updated.
All Users ¥ Go
Name Rights
—
Aaron B Administrator
Aaronz B Administrator
Goker B Administrator
LSoltero B Administrator
Luis B Administrator
Redport B Administrator
tomredport B Administrator
Test User B Fleet User
Add Websupport User

User account is now successfully updated.

4.4 1.3. Delete User Account

1. To access the Add User Account, mouse over the “Maintenance”, then mouse over “Partner”, then mouse over
“Websupport Accounts”, then click "Add / Update”.

SUPPORT _REPORTS _ MAINTENANLE
T
ount Partner 1 |
F Websupport Accounts I
_  Web & Chat Gateways
Add / Update Acclyser 1 C
———  Access Control ]
Accounts Subscribers | . =
d SOl System —
2. The following screen will be displayed:
SUPPORT REPURTS MAINTENANLCE
> »Accounts - Add / Update Account
All Users ¥ Go
Nlﬂ_- Rights
Aaron B3 Administrator
Aaron2 B3 Administrator
Goker B3 Administrator
LSoltero B Administrator
Luis B3 Administrator
Redport B3 Administrator
tomredport B3 Administrator
Test User B User

3. To Delete user, mouse over the “>” beside the user name, then from the pop-up menu click <Delete>.
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#»ACcounts - Add / Update Account

All Users Go
Nnml- Rights
Aaron B Administrator
Aaronz B3 Administrator
Gaker B Administrator
LSoltero B Administrator
Luis B3 Administrator
Redport B Administrator
tomredpart B Administrator
Test User B Fleet User
Test User
[Edit]
[Delete]
[History Log]
You will be asked to confirm the account deletion.
From support.crewcommecenter.net
Delete Test User's account?
Cancel OK

Click <OK> to Delete or click <Cancel> to abort process. The following screen will be displayed:

SUPPORT

REPORTS — MAINTENANCE

*ACCOUNS - Add / Update Account

Test User's account deleted.

All Users Go

lluml_ Rights
Aaron B3 Administrator
Aaronz B3 Administrator
Goker B Administrator
LSoltero B3 Administrator
Luis B3 Administrator
Redport B3 Administrator
tomredoort B Administrator

User account is now successfully deleted.

4.4.2. Partner Account

4.4.2.1. Add Partner Websupport Account (See Chapter 4.4.1.1)

See Chapter 4.4.1.1 Add User Account.

4.4.2.2. Edit Partner Account (See Chapter 4.4.1.2)

See Chapter 4.4.1.2 Edit User Account.

4.4.2.3. Delete Partner Account (See Chapter 4.4.1.3)
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See Chapter 4.4.1.3 Delete User Account.

4.4 3. Access Control

4.4.3.1. Access Control - Partner
1. To configure/add Partner Access Control, mouse over the “Maintenance”, then mouse over “Partner”, then click

”Access Control”.
SUPPORT  REPORTS  MAINTENANLCE
1
% Websupport Accounts 3 |
eet ! e
‘Web & Chat Gateways
Firewall = ;eTJSE|She I o ——— VAN
! Subscribers !
Ports T i Sytem  onware Releases —
ort e I—I I WAN M

The following screen will be displayed:
]

SUPPORT  REPORTS  MAINTENANLCE

+» Access Control (Global Access Control)
Firewall Captive Portal bypass
WAN Inter:
n Ps 1 Alias T 1Ps / Domains | nterface
T 1 WAN Mode: DHCP.

Add Access Control Setting

2. Click <Add Access Control Setting> to Add a new access control setting. The following will be displayed at the
bottom of the Access Control page (the multiple screens will be displayed in one flowing representation on the

WebSupport page).
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Add Access Control Setting

© Allow All

Blocked ports Blocked IPs

Add More Ports Add Mare IPs

Note: Note:

Accepts one port number or port range per field; Accepts ane IF or IF range per fleld;

Port range is colon separated; Sample: $8.136.253.109, 74.125,23.139, 65.52.167.0/24

ST N SRR 192.168.x.% and 10.0..x are not allowed to be blocked
(") Close All

7 Open Web Browsing

Allowed IM Netwarks
FB Messenger & Facenook
Messaging / File Transfer / Audio & Video Call
Kakao Talk
Messaging & Flle Transfer
Audia Calls & Video Calls
LINE
Messaging / File Transfer / Audio & Video Call
WeChat
Messaging & Flle Transfer
Audia & Videa Call
Whatsapp
Messaging
Audia & Video Call
Vviber
Messaging & Flle transfer
Audia & Video Call
Se@MeNow messenger
Messaging & Flle Transfer
Audio & Video Call
Hichat
Messaging / File Transfer & Audio Recording
Instagram
Videos / Pictures & Text
Twitter
Videos / Pictures & Text
Youtube
Videos & Text

Snapchat

Snapchat
Videos / Fictures & Text
Audio & Video Call

Open ports Open IPs

A ore Pors

Note: Note:
Accepts ane port number or port range per field; Accepts ane IF or ¥ range per fleld;
Port range Is colon separated; Sample: 98.138.253.108, 74.125.23.138, 65,52.187.0/24

Sample: 5000, 6000:6100

Notes:
= Allow All opens all ports when Internet is activated, with option to block specific ports
« Close All blocks all ports except the defined ports in the network diagram covering the system user interface

- Open web browsing allows access to the Internet for browsers and apps using port 80 and 443
IM 2pps such as FB ger, LINE & ger will have internet access

» Open specific IM netwarks allows selected IM networks to connect, but web browsing and other ports are blocked

Allowed IPs
Alias 1F Address / Domain Name

Add More

Notes:
+ Captive Portal Bypass IPs / Domain Name will have direct access to the satcom connection and the Internet
« Accepts IP Address and Port combination, colon separated; sample: 98.138.253.109:5555

DNS 1: No Data
DNS 2: No Data
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© Alow Al

Domain Blacklist

Add More Domains

| Block of OS updates and applications background data traffic

Block Al

WAN Mode
© pHee
") static

1P Adcress Subnet Mask Gateway Address Broadcast Address

Port Forwarding

Name Pratocol Source Port Destination Port  Destination 1P

Notes:

* The following ports are not allowed ta be used in the port farwarding fields:
'S3, 'B0', ‘443, '1812', '1813', '1814', '1993, '3478", '4244', '5222', ‘5223,
SZZE 5242 '5243', '8080', '8443', '9785', '10990', 12010 1ZUZE| 12D25

3. Enter the desired settings then click <Save>.

The following screen will be displayed:

From support.crewcommecenter.net
Apply Access Control changes?

Cancel oK

4. Click <OK> to apply changes or click <Cancel> to abort changes.

The following screen will be displayed:

»» Access Control (Global Access Control)

Partner Name

WAN Interface

| Action |
1 REDPORT B | Alowar | NiA | NfA |

WAN Mode: DHCP ||

5. To Edit partner Access Control settings, mouse over the partner name and then click <Edit>.

>» Access Control (Global Access Control)

Firewall Captive Portal Bypass
Partner Name [ Action | Ports | Ps Alias [1Ps / Domains| e
REDPORT | T | N/A | N/A | WAN Mode: DHCP
REDPORT

[Edit]
[Delete] |

Add Access Control Setting

CC Dealer v1.0

The following screen will be added to the bottom of the Access Control WebSupport page (the multiple screens will
be displayed in one flowing representation on the WebSupport page).
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Add Access Control Setting

© Allow All

Blocked ports Blocked IPs

Add More Ports Add Mare IPs

Note: Note:

Accepts one port number or port range per field; Accepts ane IF or IF range per fleld;

Port range is colon separated; Sample: $8.136.253.109, 74.125,23.139, 65.52.167.0/24

ST N SRR 192.168.x.% and 10.0..x are not allowed to be blocked
(") Close All

7 Open Web Browsing

Allowed IM Netwarks
FB Messenger & Facenook
Messaging / File Transfer / Audio & Video Call
Kakao Talk
Messaging & Flle Transfer
Audia Calls & Video Calls
LINE
Messaging / File Transfer / Audio & Video Call
WeChat
Messaging & Flle Transfer
Audia & Videa Call
Whatsapp
Messaging
Audia & Video Call
Vviber
Messaging & Flle transfer
Audia & Video Call
Se@MeNow messenger
Messaging & Flle Transfer
Audio & Video Call
Hichat
Messaging / File Transfer & Audio Recording
Instagram
Videos / Pictures & Text
Twitter
Videos / Pictures & Text
Youtube
Videos & Text

Snapchat

Snapchat
Videos / Fictures & Text
Audio & Video Call

Open ports Open IPs

A ore Pors

Note: Note:
Accepts ane port number or port range per field; Accepts ane IF or ¥ range per fleld;
Port range Is colon separated; Sample: 98.138.253.108, 74.125.23.138, 65,52.187.0/24

Sample: 5000, 6000:6100

Notes:
= Allow All opens all ports when Internet is activated, with option to block specific ports
« Close All blocks all ports except the defined ports in the network diagram covering the system user interface

- Open web browsing allows access to the Internet for browsers and apps using port 80 and 443
IM 2pps such as FB ger, LINE & ger will have internet access

» Open specific IM netwarks allows selected IM networks to connect, but web browsing and other ports are blocked

Allowed IPs
Alias 1F Address / Domain Name

Add More

Notes:
+ Captive Portal Bypass IPs / Domain Name will have direct access to the satcom connection and the Internet
« Accepts IP Address and Port combination, colon separated; sample: 98.138.253.109:5555

DNS 1: No Data
DNS 2: No Data
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Domain Blacklist

Add More Domains

| Block of OS updates and applications background data traffic

") Block Al

WAN Mode
© pHee
") static

1P Adcress Subnet Mask Gateway Address Broadcast Address

Port Forwarding

Name Pratocol Source Port Destination Port Destination 1P
;
Notes:

= The following ports are not allowed to be used in the port forwarding fields:
's3, '8, '443, '1812', '1813', 1814/, '1993', '3478, '4244', '5222', '5223',
'5228', '5242', '5243', '8080', '8443', '9785', '10990', '12010", '12020', '12025'

6. Enter the desired settings then click <Save>. The following page screen will be displayed:

From support.crewcommcenter.net

Apply Access Control changes?

Cancel oK

7. Click <OK> to apply changes or click <Cancel> to abort changes. The following page will be displayed.

> Access Control (Global Access Control)

Access Control settings successfully updated!
Firewall Captive Portal Bypass
i i Action | ports | s Alias 1Ps / Domains WAN Interface
Close All except N
REDPORT £ Wt et NA | NA WAN Mode: DHCP
idd Access Control Setting

Partner Access Control actions are now complete.
4.4.3.2. Access Control - Fleet (See Chapter 4.4.4.3)
4.4.3.3. Access Control - Vessel (See Chapter 4.4.5.4)
4.4.4. Fleet

4.4.4.1. Fleet - Creation

NOTE: New Fleets are submitted to Administrators for approval of settings. New Vessels are automatically set to
Fleet settings (if registered/activated with a corresponding Fleet).

1. To create a new Fleet, mouse over “Maintenance”, then mouse over “Fleet”, then click ”Create Fleet”.
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Partner ¥
—TTrr Crosio st
Fleet Name: Vessels?. I Maintain Fleet »
I % Fleet Announcement »
Subdomain: M

The following screen will be displayed:

SUPPORT  REPORTS  MAINTENANCE

»Create Fleet

Fleet Name:

Subdomain:

Add Subdomain

Licence Type: | Email Licence Type % || SMS Licence Type # |

Max no. of message credits per day

per subscriber: 1EEIE £
Max no. of chars/bytes per message credit | I n
{emall message Incl. attachments): 5000 default: 5000
Max no. of msg credits per write default: 3
sesslon(email message): - -
Max no. of chars/bytes per incoming message | o Lo
{emall message Incl. attachments): 10000 default: 10000
Incoming messages data limit (in KB) per |, e T
subscriber: 160 EEETLE JE
Enable E-mail Attachment:
Blocked File Extensions: comma-separated
a In MB, set to O{zero) for

Mailbox Limit:

unlimited

Online Chat: default: Subscribed
Chatting Time Limit (Minutes): 0 Set to C{zera) for unlimited
Free Chatting Bytes (KB): 0 **Set to O{zera) for unlimited

Chatting Bytes Reset: (= Daily Monthly

Web Browsing: @@ default: Subscrined
Browsing Time Limit (Minutes): 0 Set to C{zera) for unlimited
Free Browsing Bytes (KB): O **Sat to O(zero) for unlimited
Browsing KB Reset:  « Daily Monthly
Bandwidth Limit: 9999 In kilo bits per second (kbps)
Default Home Page:

Set mobile browser as default:

Share Web & Chat KB Limit: If checked, Web Browsing limits will be used.
Emable Data Credit:
Enable Data Credit Reset:

Create Fleet

N

Input all the required fields needed:

*  Fleet Name - The name of the fleet.

*  Fleet Subdomain - The subdomain associated with a vessel’s email address.

+ Partner Name - The name of the Partner where the fleet belongs.

» Version - This is the license type version; choose between Free Email or Standard.

* News - The news subscription option, tick box to enable news.

+  Online Chat - The online chat subscription; tick box to enable online chat.

+ Chatting Time per Day — The chat time limit per day in minutes. Default is 0 for unlimited. Chat time is reset
daily.

+ Chatting Bytes per Day — The chat bytes size limit per KB used. Default is 0 for unlimited. Chat bytes size is
reset daily.

+«  Web Browsing - The web browsing subscription; subscriber will have access to the Internet; tick box to
enable web browsing.

*  Browsing Time per Day — The browsing time limit per day in minutes. Default is O for unlimited. Browsing time
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is reset daily.

+  Browsing Bytes per Day — The browsing bytes size limit per KB used, per day. Default is 0 for unlimited. Limit
is reset daily.

+  Bandwidth Limit — Used to set the limit of bandwidth usage per user.
+ Video/Audio/Flash Streaming — Optional setting of Blocked or Allowed.

+  Max no. of outgoing messages per day per subscriber - The maximum daily limit per subscriber for
outgoing messages on the vessel. Default is 99.

+ Max no. of characters per incoming message - The maximum number of characters per incoming message.
Default is 3000 characters.

+ Max size of incoming messages (in KB) per day per subscriber - The maximum daily size (in KB) limit of
incoming messages per subscriber. Default is 50KB.
3. Click <Create Fleet>.

The following screen will be displayed:

From support.crewcommcenter.net

Create fleet Test1Fleet?

Cancel OK

4. Click <OK> to create the Fleet or click <Cancel> to abort changes. The following page will be displayed.

»»Create Fleet

Fleet created successfully.
Fleat Name:

Subdomain:

Add Subdomain

Licence Type: | Emaill Licence Type % || SMS Licence Type %

The Fleet is successfully created.
4.4.4.2. Fleet - Maintenance

NOTE: Fleet setting downgrades (Free Email to Prepaid Email, Production to Test, removing subscriptions from
modules, etc.) require administrator approval.

1. To maintain a Fleet, mouse over “Maintenance”, then mouse over “Fleet”, then click "Create Fleet”.

SUPPORT  REPORTS  MAINTENANLCE

Partner

Fleet Create Fleet

»
owsss |

| Create Fleet kymwmm | CresteFloat |
—  Maintain Fleet |

Fleet created succe Subscribare ot Fleais

Fleet Name: System — = Web & Chat Gateways
s 2 T
Subdomain: Access Control

2. The following screen will be displayed:
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»»>Fleet Maintenance

SUPPORT — REPORTS — MAINTENANCE

al} Printer friendiy page

Select Filter Select Action
Fleet Name or Fleet Subdemain Assign Fleet
Approval Status
Fleet Subscriptions
Date

|] Create Fleet

Fleat (1 - 6 of 6) page 1 of 1 page
] Fleet 1D Fleet Name R LA Licence Type [APProvall news | chat | web mg?;" Chars/day m:}'d“
[m] lel:ﬁs‘)j:’]zg‘ll‘:tﬂ;[;z&f;” | Testifleer 05/02/2018 pre-paid Emall | Pending | ves | ves | ves 99 10000 100
0 320;'&?3’-?;@&‘[3%:;“” Southpart 2 01/31/2018 approved| Yes | ves | Yes 99 10000 100
m] 513[1512‘:']7":0;":3;}313;;‘]535 Southport 01/31/2018 aoproved| ves | ves | ves 99 10000 100
[m] 145["';11@]2[‘"1‘:2&13133;509 Brian Pivotel Fleet | 01/31/2018 spproved | ves | ves | es 59 10000 100
m] 310[85?"3]2[0*:.;;%?130593]616 Deckhouse 12/21/2017 Free Emall  |Aoprovec| ves | ves | ves 599 10000 100
[m] 520[7';13‘3]2[‘"1‘;;%393::]‘““ crepdnort | 12/08/2017 Free Emall  |Approved| ves | ves | Yes 99 10000 100

3. To edit the Fleet, click <Edit> under the Fleet ID.

Registered Fleet PP Out In
» Fleet ID Fleet Name D Licence Type Status News | Chat Web /day Chars/day /day
215603620180502184717)
[} [Edit] [History Log) Test1Fleet 05/02/2018 Pre-Paid Email | Pending Yes Yes Yes 939 10000 100
320748420180131212632)
[} [Edit] [History Log] Southport 2 01/31/2018 Approved| Yes Yes Yes 93 10000 100

The following screen will be displayed:
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Update Fleet
Fleet Name: |Test1Fleet
Subdomain:

Licence Type: | Pre-Paid Email 4 || Pre-Paid SMS § |
Max no. of message credits per day

RedPort

Max no. of chars/bytes per message credit 5000
{emall message Incl. attachments):

Max no. of msg credits per write

default: 99

default: 5000

sesslon(emall message): default: 3
Max no. of chars/bytes per Incoming message .
{emall message Incl. attachments): ~2000 default: 10000
Incoming messages data limit (in KB) per >
subscriber: 100 default: 100
Enable E-mall Attachment:
Blocked File Extensions: comma-separated
Mallbax Limit: |9 In MB, set to O{zera) for

unlimited
ws and Fleet Announcemeant
News: || default: Subscribed
Countries:

<

International News

Philippines

England
China
Russlan

Croatla

Ukraine
usa

India
Indonesian

Romania
Srl Lanka
Norway
Polish
Malaysian

Pakistan

Online Chat Settings

Online Chat: |+| default: Subscribed
Chatting Time Limit (Minutes): 0 Set to O{zero) for unlimited
Free Chatting Bytes (KB): |0 **Sat to Ofzero) for unlimited
Chatting Bytes Reset: (@) Dally () Monthly

Web Browsing: |+ default: Subscribed
Browsing Time Limit (Minutes): |0 Set to O{zera) for unlimited
Free Browsing Bytes (KB): O **Gat to Ofzero} for unlimited
Browsing KB Reset: @ Daily ( Montnly
Bandwidth Limit: |9999 In kilo bits per second (kbps)

Default Home Page:

Set mobile browser as default: ||

Share Web & Chat KB Limit: | If checked, Web Browsing limits will be used.
Enable Data Credit: [_|
Enable Data Credit Reset:

Update Fleet

You can also search for or sort through Fleets using the “Select Filter” option located above the Fleet listing area.

»+Fleet Maintenance

&} Printer friendiy page

Select Filter Select Action
Fleet Name or Fleet Subdoemain Assign Fleet
Approval Status
Fleet Subscriptions
Date

Clicking the Approval Status will cause the Approval Status selection box to be presented:
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»»Fleet Maintenance

Select Filter A
Fleet Name or Fleet Subdomain

Approval Status Approved
Fleet Subscriptions Denled
Date

pproval Status Select Action
Assign Fleet

4. Click the “Approval Status” that you want to search, then click <Go>. The following screen will be displayed:

Flaat
1 item/s found.

Fleet (1 - 1 of 1) page 1 of 1 page

— Registered Fleet Approval Out
Fleet ID Fleet Name Date Subdomain Licence Type Status News | Chat Web msg/day Chars/day

— |21560362018B0502184 717

[Edit] [Histary Log] TestlFleet 05/02/2018 Free Email Pending Yes Yes Yes 99 10000 100

5. Make desired setting change(s) then click <Update Fleet>. The follow screen will be displayed:

From support.crewcommcenter.net

Update fleet Test1Fleet?

Cancel OK

6. Click <OK> to Edit the Fleet or click <Cancel> to abort changes. The following page will be displayed.

Fleet
Fleet updated successfully.

Fleat (1 - 6 of 6) page 1 of 1 page

- Registered Fleet Approval Out In
Fleet ID Fleet Name Date Licence Type Status News | Chat Web msg/day Chars/day msg/day
— |215603620180502184717 . . . .
I [Ecit] [History Log] TestlFleet 05/02/2018 Free Email Pending Yes Yes Yes ] 10000 100
) [ [320748420180131212632] oo enpor o D1/31/2018 aooroved| ves | ves | ves 9 10000 100

The Fleet Maintenance is successfully complete.

4.4.4.3. Fleet - Access Control

1. To maintain Fleet Controls, mouse over “Maintenance”, then mouse over “Fleet”, then mouse over “Maintain
Fleet”, then click "Access Control”.

SUPPORT  REPORTS  MAINTENANCE

Partner
Fleet

»
Fleet !GreateFieet
e Access Contr g e
Firewall € Subscribers " Floct Announcement 1 Fleets
Ports 1Ps B oystem b nOUNCemeN yyeh & Chat Gateways |_|
| | Access Control

2. The following screen will be displayed:

| SUPPORT  REPORTS — MAINTENANCE |
> Access Control (Fleet Access Contral) |
Firewall Captive Portal Bypass
. Action Ports Ps Alias 1Ps / Domains WAN Interface

Close All except
FB Messenger &
Facebook

Deckhouse
WhatsApp 27641 NiA WAN Mede: DHCP
(310877320171221053616) B | MnaEARD
Twicter
Voutube
,Szgfféggnclfl"z’ggg‘;mi') o Allow Al NJA /A WAN Mode: DHCP
Add Access Control Setting
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3. Click <Add Access Control Setting> to add a new access control setting. The following screens will be added
to the bottom of the Access Control (Fleet Access Control) page, (presented in one flowing representation on the
CrewComm Management Portal page):

| Add Access Control Satting |
Firewall Settings

Fleet: | Select Fleet i
Allow All
Blocked ports Blocked IPs
Add More Ports Add More IPs
Mote: Mote:

Accepts one port number or port range per field;
Port range is colon separated;
Sample: 5000, 5000:5100

Accepts one IP or IP range per field;
Sample: $8.138.253.109, 74.125.23.139,
65.52.187.0/24

192.1568.x.x and 10.0.x.x are not allowed to be
blocked

= Close All
- Open Web Browsing
Allowed IM Networks
FB Messenger & Facebook
Messaging [ File Transfer / Audic & Video Call
Kakao Talk
Messaging & File Transfer
Audic Calls & Video Calls
LINE
Messaging [ File Transfer / Audic & Video Call
WeChat
Messaging & File Transfer
Audio & Video Call
WhatsApp
Messaging
Audio & Video Call
Wiber
Messaging & File transfer
Audio & Video Call
Se@MaNow messenger
Messaging & File Transfer
Audio & Video Call
HiChat
Messaging [ File Transfer & Audio Recording
Instagram
Videos [ Pictures & Text
Twitter
Videos / Pictures & Text
Youtube
Wideos & Text
Snapchat
Videos / Pictures & Text
Audio & Video Call

QOpen ports Open IPs
Add More Ports Add More IPs
Note: MNote:

Accepts one port number or port range per field;
Port range is colon separated;
Sample: 5000, 6000:5100

Accepts one IP or IP range per field;
Sample: 98.138.253.109, 74.125.23.130,
65.52.187.0/24

Notes:
= Allow All cpens all ports when Internet is activated, with option to block specific ports
» Close All blocks all ports except the defined ports in the network diagram covering the system user
interface
+ Open web browsing allows access to the Internet for browsers and apps using port 80 and 443
IM apps such as FB Messenger, LINE & Se@MeaNow Messenger will have internet access

= Dpen specific IM networks allows selected IM networks to connect, but web browsing and other ports are
blocl
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Captive Portal Bypass Ssttings

Allowed IPs
Alias IP Address / Domain Mame

Add Mare IPs

Motes:

= Captive Portal Bypass IPs [ Domain Name will have direct access to the satcom connection and the
Intermek

» Accepts IP Address and Port combination, colon separated; sample: 98.138.253.109:5555

DNS 1: No Data
DNS 2: Ne Data

Domain Filtering

= Allow Al
Comain Blacklist

Block of OS updates and applications background data traffic
Block All

WAN Mode
= DHCP
Static
IP Address Subnet Mask Gateway Address Broadcast Address

Port Forwarding

Mame Source Port Destination Port Destination IP
Add Mare
Motes:

= The following ports are not allowed to be used in the pert forwarding fields:
53, "80°, '443', '1812', '1813", '1814°, "1993", "3478", "4244', '5222', '5223",
'5228', '5242', '5243°, "B080", "B443', 9785, "10990°, '12010', "12020', "12025"

4. Enter the desired settings then click <Save>.

support.crewcommcenter.net says

Apply Access Control changes?

coce | D

5. Click <OK> to Apply Access Control or click <Cancel> to abort changes. The following page will be displayed.

> Access Contral (Flast Access Contral)

Flest Nome (Flest 10 p— e WAN Toteriace
Tiose Al except
Messenger &
Deckhouse Facutuk:
(310877320171221053616) & ;fr\:::;;f:’: 27641 NIA 'WAN Made: DHCP
Tuiter
Youtube
Tedoort CrawCommivie,
(520748920171208050401) & Allow A1 WA A WAN Mode: DHCP
[TEStiFieet (2156036201805023 8737} Allows AN [ [ WAN Mode: DHCP

"Add Access Contral Seting

The Fleet Access Control is successfully completed.

4.4.4.4. Fleet - Announcements

1. To compose Fleet Announcements, mouse over “Maintenance”, then mouse over “Fleet”, then mouse over
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“Fleet Announcements”, then click "Compose”.

GLOBAL”

SUPPORT  REPORTS  MAINTENANCE
Partner 3
Announcamgie (onaeres |
Vessel Recipient List Yossolk  Maintain Fleet ¥ |e Created
o Subacribers | o -
Show Recipients - T Fleet Announcement | Compose
Show Recipients System T 04;20;2(:
IEWLCIQS
Deckhouse Dema Sent 01/12/20mas

2. The following screen will be displayed:

SUPPORT  REPORTS  MAINTENANCE
»»Fleet Announcement
l_____________ ComposaFleet Announcement |
Title:
Sender Name [SELECT SENDER %)
{ootional):
Recipient List: = All Vessels Celect Vessel Select Fleet
Body:
A
Send || Clear

3. Compose desired Fleet Announcement. Choose where to send the Fleet Announcement.

»  All Vessels (Click <All Vessels>):

s Fleet Announcement |

Title: Extreme Weather

Sender Name [ SELECT SENDER. 7
(optional): —

Recipient List: = All Vessels Celect Vesse| Select Fleet

Body:

Beware of Extreme Weather in Region XXX, from XX to X)X

s
Send || Clear

Select Vessel (Click <Select Vessel>):

© 2018 RedPort Global

CC Dealer v1.0 Powered by Global Marine Networks. LLC. Page 71 of 184



SMSGLOBALY

—

= Select Vessel  Seiect Fieet

[Baware of Extreme Weather in fegion XXX, from XXX 1o XXX,

Redport Voice Test 1

TopsideTN V000157 @uBamstardam. ail
V000185 @erewcommeenter.not

Sond | [Ciar

4. Select Fleet (Click <Select Fleet>):

Title: Extrame Weather Filter Mame or D

" e tmne

Sencer Name (oational): | SELECT SENDER g Sort Name:  Asc © Desc
Recipient List All'Vessels  Select vessel [#/Select Fleat L Fie
Body - Fleet Name.
[Baware of Extreme Weather in Region XXX, from XXX to XXX. M B"I‘;-':"x":'ad

- Redport CrewCommwiFi

® Sout

- Souf

. TestiFleet

Send | [Clear

5. After typing desired Fleet Message and making sender selections, click <Send>. The following screen will be
displayed:

support.crewcommecenter.net says

Are you sure you want to send this Fleet Announcement?

| Cancel |“

6. Click <OK> to send Fleet Announcement or click <Cancel> to abort. The following page will be displayed.

SUPPORT  REPORTS  MAINTENANCE

++Fleat Announcement

_______________________ComposeFleet Announcement |

Flaet Announcement successfully sent.

Tithe:

Senter Mame [SELECT SENDER z
(optional):

Recipient List: = All Wessels Celect Vessel Select Fleet

Body:

The Fleet Announcement is successfully created and sent.

1. To view a history of Fleet Announcements, mouse over “Maintenance”, then mouse over “Fleet”, then mouse
over “Fleet”, then click ”View - Logs”.

SUPPORT — REPORTS — MAINTENANCE

Partner 3
\FINOURNC Fleet ! Create Fleet
Vessels 1 —
Vessel Recipient List ——————— Maintain Fleat ¥ |e Created \
o Subscribers 1 _—— . P—
Show Recipients
F

— = Fleet Announcement | CDmpos_e )
Show Recipients System 3 04,-’20,-‘2(
Deckhouse Demo 1ew -0gs
01 32FuEamctordam rea ilrmling rored Sent 01/12/2¢ Whitelist

The following screen will be displayed:
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| SUPPORT  REPORTS  MAINTENANCE |
[ ieet Anno

Vessel Recipient List
o

Date Created Web Support User|
05/03/2018 02:31:14 PM Aaron
04/20/2018 06:09:15 AM Aaron

01/12/2018 12:22:27 PM Goker

v o wn
$ 388
2 2228

TEST

01/12/2018 12:18:32 PM Goker

2. Click “Message Title” under the Title Heading to view message:

Beware of Extreme Weather in Region XXX, from XXX to XXX,

Resend to all

3. Click <Resend to all> to resend the original message.

4. Click “Show Recipients” or “Recipient Name” under the Vessel Recipient List Heading to view recipients:

Vessel Name Vessel Email

TopsideTN v000157@vBamsterdam.crewmailenline.com Sent
MaryvilleTn v000274@crewcommcenter.net Sent
Wahroonga v0001B85@crewcommgcenter.nat Sent
JerichoTh v000158@vBamsterdam.crewmailonline.com Sent

Resend to all

5. Click <Resend to all> to resend the original message.

The Fleet Announcement viewing is complete.

4.4.5. Vessel

4.4.5.1. Vessel - Activation / Registration

Vessel activation / registration is the process of adding a new Vessel (and Router) to the CrewCommCenter
Service. New Vessel Activation / Registration takes place by first pre-registering the Vessel in one of two ways.
Once a Vessel is pre-registered, it is approved by Administrators.

+  Pre-activation form: Easiest, quickest, and most effective process of pre-registration. The form can be used
by personnel that do not have access to the CrewComm Management Portal. See Chapter 3.1 Pre-activation
Form.

*  Pre-register within in CrewComm Management Portal: Process that is similar to the form but accessed directly
through the portal by personnel that have access to the CrewComm Management Portal.

4.4.5.1.1. Without pre-activation form (less preferred method)

NOTE: Pre-registered vessels must be assigned to an Approved Fleet. Pre-registered vessels are automatically set
to the Fleet’s approved default settings. Distinct settings can be set for any vessel that overrides the default values.

1. To pre-register a new vessel, mouse over “Maintenance”, then mouse over “Vessel”, then mouse over
“Pre-registration”, then click "Add Vessel”.
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SUPPORT  REPORTS  MAINTENANCE

Partner

Fleet

| Pre-registar a new Ky

. Subscribers
Vessel Name: om Add Vessel
System A
rimary E-mall: Pre-registered
add Vessel E-mail Web & Chat Gateways
| Pre-pald Emall § | default: Pre-Paid Email Upload G5V

Li b E
ARED R | Pre-Paid SMS § | default: Pre-Paid SMS

2. The following screen will be displayed:

CC Dealer v1.0

SUPPORT — REPORTS — MAINTENANCE

> » Pre-reglster vessel

* Vessel Name:
* Primary E-mall:

Add Vessel E-m,

T = | Pre-Paid Email % | default: Pre-Paid Email
cence P e
e | Pre-Paid SMS % | default: Pre-Paid SMS
Company/Customer Name:
Vessel Manager:

Vessel Owner:

Flag: | Select Flag 3

Captain's Name:
* Captain's E-mall:
Number of Officers:

Number of Ratings/Crew:

Fleet: | Select Fleet i

Ship Server Build Number:
Max no. of message credits

per day per subscriber: CISENE S
M e of chars/ytes per message Tedt 00
e e 2
Max . of cnarsyies er ncoming message 10009
Incoming messages data |imit i:.:lbscsr?bi?:' 100 default: 100
Encryption:

Enable E-mail Attachment:
Blocked File Extenslons: sample: .jpg,.gif (comma-separated)

Mallbox Limit: O In M8, set to O{zero) for unlimited

News and Fleet Announcement Settings
Mews: ||
Days Retaln News: 30
Days Retain Fleet Announcement: 30

Online Chat Settings

Online Chat: [_|

Yahoo MSN AL Facebook Chat Google Talk ||
Twitter

Chatting Time Limit {Minutes): 0

Chat Services:

Set ta O{zera) for unlimitad

Chatting Time Reset

Chatting Bytes Reset

Browsing Time Reset

Browsing KB Reset

Enable Data Credit
Enable Data Credit Reset

Free Chatting Bytes (KB):

Browsing Time Limit {Minutes):

Free Browsing Bytes (KB):

Bandwidth Limic:

Set mobile browser as default:

Additional Web Browsing and On Chat Seattings

Share Web & Chat KB Limit:

: @ Dally () Monthly
o **Set to 0{zero) for unlimited

: @ Daily () Monthly

Web Browsing Settings

Web Browsing:

0 Set to O{zers) for unlimited
: @ Daily () Monthly

o *=Cet to 0{zero) for unlimited
: @ Daily () Monthly

9959 In kilo bits per second (kbps)

Default Home Page:

_| If checked, Web Browsing limits will be used

Pre-register Vessel
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NOTE:

+  Fields marked with a red *(asterisk) to the left of the field name are required to be completed.

+ Fields that have red text to the right of the field name are Partner’s default values.

+  When a Fleet is selected, the Fleet’s default values would then be shown in red. Changes made to the values
overrides the default settings.

3. Input the required fields as well as non-required if desired, then click <Pre-register Vessel>. The following screen
will be displayed:

support.crewcommcenter.net says

Are you sure want to Pre-register this vessel?

4. Click <OK> to Pre-register the vessel or click <Cancel> to abort. The following page will be displayed.

SUPPORT  REPORTS  MAINTENANCE

*+Pre-register vessel

Wessel successfully pre-registered.
* Vessel Name:

* Primary E-mall:

The vessel Pre-registration through the CrewComm Management Portal without the Pre-activation form is now
complete.

4.4.5.2. \Vessel - Maintenance

1. To access all registered vessels, mouse over “Maintenance”, then mouse over “Vessels”, then mouse over
“Maintain Vessels”, then click ”Registered Vessels”.

SUPPORT  REPORTS  MAINTENANCE

Partner »
Fleet 3 af, Printer fr
|
|
¥

Select
Assigr Subscribers

Vessels . i
Maintain Vessels Raglstsred\l’a-ssals

Pre-registration

Assigr System

Resengows

{ Web & Chat Gateways
Access Control

Remote Access
GPS Tracking
VOIP Setting
XGate E-mail —

Privoxy

The following screen will be displayed:

© 2018 RedPort Global
CC Dealer v1.0 Powered by Global Marine Networks. LLC. Page 75 of 184



RedPor

SUPPORT __ REPORTS  MAINTENANCE

»*Vessels
o} Privter frency poge
Select Filter Select Action
Vessel Name or all or ID Assign Vessel
Fleet Name or Fleet Subdomain Assign to Fleet
Vessel Status Resend News
Ve

rsion
Vessel Supscriptions
Date

(- 120r12) page 1 of 1 pag
Email SMS Data
| Vessel 1D Vessel Name Vessel E-mail ‘Status Licence Licence Fleet Name
Date |Credits,
Type Type
| 180483450 Redport
[ crewtommmwiri [os202018|  vooozeaecrewcommeener.ne: Tesypema | rree | rree | ves | ves | ves [recport crewcommunn| o
Bundabers
[ 1e03g6s [ Fae CrenComm net | Tesybemo | Fres | Pre-paid | ves | No | Yes |Redport CrenCommuir| No
—[s02ys9ez | _soumsort -
o ooz owboet Jowaszom|  vosozesecrencommeenter.ne: TesyDema | free | pre-vai | No | No | ves Southpart o
(1] 851683 Misskim 02/06/2018 V000204 @crewcommcenter. net Tesy/Demo | Pre-Paid | Pre-Paid | Yes | ves | ves |Redport CrewCommwiFi| No
| eseve3 Wanroonga | 01/24/2018 V000185 @erewcammeenter.nat TesyDeme | Pre-pad | Pre-pad | ves | Yes | ves |Redport CrewCommwiri] No
925400 E=i }“"“E Test| 011512018 V0001 72@crewcommeenter. net Test/Dema | Pre-Paid | Pre-paid | Yes | No [ ves |Redpore CrewCommwiri[ No
1| 289381 TopsidaTh 01/10/2018 |V00015 7@ vBamsterdam. crewmallonline.com| Tesy/Dema | Pre-paid | Pre-Pald | Yes | Yas | ves |Redport CrewCammwiri| No
(1] s06573 JericnoTN 01/10/2018 [v000158@vBamsterdam.crewmalloniine.com| TesyDemo | Pre-Paid | Pre-Paid | ves | No | No |Redport CrewCommwiFi| No
| 34832 MaryvillaTn | 01/08/2018 V000274 @erewcammeenter.nat TestDema | Free Free wes | ves | ves |Redport Crewcommwiri| ves
1| 011415 8 | Deckhouse Demo | 12/27/2017 [v000132@vBamsterdam.crewmailoniine.com| Test/Dema Free pre-Paid | ves | Yes | ves Decknouse No

209664 B | RecportTest3 127152017 [vo00127@vBamstersam.erewmailoniine.com| TesyDemo | pre-paid | pre-paia | ves | no | ves [redport crewcommwiri] mo

1| 067043 ® R""’;’.‘;‘;’;’““'ﬁ‘ 12/04/2017 [v000124@ vBamsterdam.crewmallonline.com| TesyDemo | Pre-Paid | pre-Paid | ves | No | ves |Redport CrewCommwiki| No

You can make the Registered Vessel search more restrictive by using the “Select Filter” and/or “Select Action”
selections:

vessels
a Printer friendy page
Select Filter Select Action
Vessel Name or E-#Mall or 10 Assign Vessel
Fleet Name or Fleet Suodomain Assign to Fleet
Vessel Status Resend News
version

Vessel Sunscriptions
ate

2. Hover over the “Vessel Name” under the Vessel Name heading to expose vessel specific options:

2] es:685 f sericnon 0672018 v000204@crewcommeenter.net Test/Demo | pre-paid | re-paid | ves | Yes | ves |Redport crewCommuiri| o
|| =2 R 24/2018] __ voDO185@creweommeenter.ner Test/Demo | pre-paid | pre-paid | Yes | Yes | ves |Redport CremCommuiri| No
IIC 925400 ) %ﬁ::gftsr:;élg%:]wn] 15/2018 v0D0172@crewcommeenter.net TestfDemo | Pre-paid | Pre-aid | Yes | No [ ves |Redport crewcommwiFi[ Na
5065738 | JericnoTN __[01/10/2018v000158@vBamsterdam crewmalloniine.com| Test/Demo | Pre-Paid | Pre-Pald | Yes | No | No [Redport CrewCommwiFi[ Na

— T

View: Click <View> - Displays an overview of Vessel Information and Settings.
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Edit: Click <Edit> - Displays Vessel Information and Settings that are modifiable.
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RedPort

> f |

ISGLOBAL

Vessel Information

Vessel 1D:

906573

Vessel Name:

JerichoTN

Domain: |vBamsterdam.crewmallonline.com
E-mail: || v000158@vBamsterdam.crewmailonline.com
Mac Address: |(00:0B8:52:76:23:85
1P Address: ||127.0.0.1
Captain: ||adickson@globalmarinenet.com

Email Licence Type:

Pre-Paid Emall

SMS Licence Type:

Pre-Paid SMS

Vessel Status:

Test/Demo

Reglistered Date:

01/10/2018 12:00:00 AM

Max no. of message credits per day
per subscriber:

Max no. of chars/bytes per message
credit {emall message Incl.
attachments):

Max no. of msg credits per write
session (emall message):

Max no. of chars/oytes per incoming
message (email message Incl.
attachments):

Incoming messages data limit (in KB)
per subscriber:

If max size exceeded, forward
percentage of message:

News and Fleet Announcement Sattings

Mews:

Enable E-mail Attachment: ||Yes
Blocked File Extenslons:
Mailbox Limit: [|10 MB

Yes

Countries:

International News

Days Retaln News:

30

30

Days Retain Fleet Announcement:

Internet Access Settings
Low Data Chat: ||No

Internet Access: |

|No

[ close |
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Ship Server Mallbox ID Used:
POLD Used:

Domain:

= Primary E-mail:

Captain:

Mac Address:

Licence Type:

Sending Format:

* Vessel Status :

[Expire:

Fleet:

Max no. of message credits

per day per subscriber:

Max no. of chars/bytes per
message credit
{emall message Incl. attachments):

Max no. of msg credits per
write sesslon (emall message):

Max no. of chars/bytes per
Incoming message
{email message incl. attachments):

Incoming messages data limic
{in KB) per subscriber:

If max size exceeded,
forward percentage of message:

Enable E-mail Attachment:
Enable SMS Attachment:

Blocked File Extenslons:

Vessel ID: 906573
* Primary Vessel Name: JerichoTN
Message Code: | DEFAULT %

1P Address:

Vessel Information

vBamsterdam.crewmallonline.com
vODO158@vaamsterdam.crewmailonline.com
adickson@globalmarinenet.com
00:0B:52:76:23:83

127.0.0.1

[_Pre-Paig Email # | [ Pre-Paid SMS %
@ Unicode ) Normal

| Test/Demo % |

&0

[ Redport CrewCommwiF| t]

959

5000

3

10000

sample: .jpg,.gif {comma-separated)

Days Retain News:

Days Retain Fleet Announcement:

Mallbox Limit: 10 In MB, set to Oizero) for unlimited
yws and Fleat An nt Settings
News: (v
Countries:

International News
Philippines
England
China
Russian
Croatla
Ukraine
usa

India
Indonesian
Romania
Sri Lanka
Norway
Polish
Malayslan

|| Pakistan

30

30

Low Data Chat:

Chat Services:
Internet Access:
Time Limit (Minutes):

Time Reset:

Internet Access Settings

O
Yahoo  Facebook Chat « Google Talk '« Twitter
O

4] Set to 0{zero) for unlimited

= Daily

Monthly

Free Data (kB): O
C(zero) is unlimited if 'Enable Data Credit’ is unchecked

Data Reset: » Daily  Monthly

Enable Data Credit:

Enable Data Credit Reset:

Update Vessel || Cancel

3. Click <Update Vessel> to accept vessel settings changes or click <Cancel> to abort changes.

CC Dealer v1.0
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4. Resend Settings: click <Resend Settings> - Sends settings to the vessel.

support.crewcommcenter.net says

Are you sure want to resend vessel settings to JerichoTN?
cvee | I

5. Click <OK> to resend vessel settings or click <Cancel> to abort. The following page will be displayed.

Vessel settings successfully sent to CServer for sending.

Vassels (1 - 12 of 12) page 1 of 1 page

Eman | sms

| vesser 1o | vessel name |Registered Vessel £-mail statws | Uiconce | Licence [News[cha|wen|  Fieetname |02
Type Type

| L | Redoort I 1 1 1 1 1 1 LI 1 |

Vessel Traffic Report: click <Vessel Traffic Report> - Displays Vessel Report generation form (with the Vessel ID
pre-filled from vessel selected).

SUPPORT REPORTS — MAINTENANCE

»»\Wessel Report

/(Choose a ime perlod for the report

* Date from: | Apr #|| 3 4| 2018 § | (m/dfyyyy)

=Dateto: | May #|[ 3 4| 2018 & | (m/d/yyyy)
Report Parameters (Please flll at least one of the flelds below.)

UserlD:

Internal ID:

Vessel Name:

Vessel Emall / Domain:

Vessel [D: 206573

Note: Flelds with  are required flelds.

7. Click <Generate> to display the report:

SUPPORT _ REPORTS — MAINTENANCE

[>»Vessel Report - Apr 3, 2018 to May 3, 2018

) Prnter friendiy page  Unregester LUser

Vessel I 908573
Vessel Name  JerichoTN
Partner REDPORT

Last Vessel Activity N/A

Staws Test
Total Subseribers ©
Total Releads ©
Number of days 31
Total Sent msgs ©
Total Sent SMS O
Total Sent Email 0
Total Reeives msgs O

Domain vBamsterdam.erewmailonline.com
Captain adickson@globalmarinenet.com
vessel Email
Date Registerad 0171072018
SMSCrewmall Licence Type  Pre-Paid Email / Pre-Paid SMS
Data Cresit No

al =5 — T oo E T — e
——rr— . 7 O S £ W N - O - - —
[ Poaase e o o o o o o o
| v - F T R I R R N R | s |

RAW Vessel Support: Click <Vessel Traffic Report> - Displays Vessel Support Raw generation form (with the
Vessel ID pre-filled from vessel selected).
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SUPPORT  REPORTS  MAINTENANCE

»»Vessel Support Raw
Choose a ime perlod for the report

* Date from: | May 4[| 3 %[ 2018 % | (m/d/yyyY)

* Date to: | May #|[ 3 ¢|| 2018 % | {m/d/yyyy)

Report Parameters (Please flll at least one of the flelds below.)

Part or Full Vessel Email / Name / [D: 506573
Note: Flelds with  are required flelds.

6. Click <Generate> to display the report:

SUPPORT — REPORTS  MAINTENANLCE

Vessel Support kaw - May 3, 2018 1o May 3, 2018
ah Printer frency poge

Vessel ID 906573 Vessel Emall
Vessel Name  JerichoTN Date Registered 01/10/2018
Partner REDPORT Version 8

Status Test/Demo.

Ship to CServer(0)

No Ship to CServer message

to Ship(1)
TranID From To Delivery Date Sul Message Status

46987 | cserver 05/03/2018 |L]4?]520150)D}Lﬂ3120
02:36:37 PM FLEET NEWS

T ——] E———

<cs

History Log: Click <Vessel Traffic Report> - Displays Vessel History based on logs (includes a legend).

ressel ID : 906573

User Module | Date [ oOldpata New Data
ery Felos

jessel 101906573

jessel Name:JerichoTN

IMessage:
jessel Status: Test/Demo

JSHS License Type: pre-paic s

Resend vessel s
[Service Macuie News: Subscrioed to News Editons

Jos/03/201¢
Settngs | 0320103

faron

JService Mocule Setting: Outgoing msgs (message credits) per day per subscriver: 955
[Service Mocuie Sexting: Chars/bytes per incoming message femall message incl. atiachments): 10000
JService Mocule Sexting: Incorming messages Gata Imit (in KB) per subscriber: 100

ery Fielos
Inews id:2018050314310300000083 00
New e [05/03/2018 jessel_partner:REDPORT
Aaron 02:31114 [hews. titie:Extreme Weather

Ph Beware of Extreme Weather In Reglon XXX, from XX to XXX,

New Fleet

loar20/2019
faron 06:09:15

ey Teies
jessel

11 N
o Fleet] 034340 [vessel [Fiees 10: 520748920271 208050401
AM

oL
JFacebook cnat
JFleet 1D: oogle

fessel 15 ezl 107 906573
Jooss 73 jessel Name: JerichaT
el Narme:  [Partver: Red port

N [protocoi: nicoce

artner [Registration Date: 01/10/2018 12:00:00 AM

rotoco Jrews Subscr ption: £000000000000000

lor/11/2018fReistration  [video Streaming: *

sonancre. |upsate Vessel| 02:55:16 075 501
450126 PM

Jsubscripuion:
[1ooooooao000
deo

Jstrearming: o

Vessel Maintenance is complete.
4.4.5.3. Vessel - Access Control

4.4.5.3.1. New Settings

1. To access all registered vessels, mouse over “Maintenance”, then mouse over “Vessels”, then mouse over
“Maintain Vessels”, then click ”Access Control”.

SUPPORT  REPORTS  MAINTENANCE

Partner »
Fleet »
— 'M Maintain Vessels | | ;
Captive Porl Syubscribers = - - Reg Vessels |
1Ps Alias 1 o CORTETOT__'Web & Chat Gateways
System | r—— [——
Access Control
WAN Mode: Static
N/A 1P ma Remote Access Broadca:
192.168.15.157 255.255 GPS Tracking 152.168.15
VOIP Setting
XGate E-mail
NS v Privoxy
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The following screen will be displayed:

| SUPPORT _ REPORTS — MAINTENANCE |
-+ Aocess Control (vesse Access Contral)
‘Access Control
Captive Portal Bypass
Vessel Name (vessel 10 WAN Interface
B Action Tps Alias___[1Ps / Domains|
Cose All except
e Browsing WAN Mode: static
Deckhouse Demo (011415) B WhatsAoo 27641 N/A 3 Gateway Broadcast
Twtter 192.168.15.157 2552552550 19216615200 152,168 15.200
vourune
Close All except
false Crewcomm LTE .
e oo fBMessenger | A A WAN Mode: DHCP
wiharsags
Tose Al except -
MarpuileTn (346352) B | G52 B e A A WAN Mode: DHCP
Close All except
e Browsing
78 Mossenger &
Facebook
MissKim (851683) B Kakao Talk NfA N/A WAN Mode: DHCP
LINE
wihatshos
Viber
Redpor CrenCommWiF [ Ciose Allexcert -
Bunsanerg (160483450) B | Whatsaps N L LA L
WAN Mode: DHCP
Redport Premiere Test 2 | Close All except
N A Port Forwardin
1067043) Weo Browsing e Protocol Source Port Destination Port Destination 1P
SshToGregrTe TCR+UDE 70 2 1053
Regpor Test3 (290669 B | Alow Al A oy WAN Mode: DHCP
Redport Voce Test 1 (525400) | Close ll excepe o v WAN Mode: DHCP.
Cose Allexcept
Soutnport Southport 3 .
I Wnatsaoo A wa WAN Mode: DHCP
TopsideTN (289381) B Close All except NA NA WAN Mode: DHCP
Wahroanga (655763} &8 Allow Al oS WA WAN Hode: DHEP

'Add Access Contrel Setting

2. Click <Add Access Control Setting> to add a new access control setting. The following screens will be added
to the bottom of the Access Control (Vessel Access Control) page, (presented in one flowing representation on the
CrewComm Management Portal page):

Add Access Control Setting

Vessel: [ Select Vessel :

1 Allow All

Blocked parts Blocked 1Ps

Add More Ports Add More IPs

Note: Note:

ACCepTs one port number or port range per fleld;
Port range is colon separated;
Sample: 5000, 6000:6100

Accepts one IP or IP range per fleld;
Sample: 98.138.253.109, 74.125.23.139, 65.52.187.0/24
192.168.x.x and 10.0.x.x are not allowed to be blocked

© close anl

Open Web Browsing
Allowed IM Networks
O FB Messenger & Facebook
Messaging / File Transfer / Audio & Video Call
(m) Kakao Talk
Messaging & File Transfer
Audio Calls & Video Calls
(] LINE
Messaging / Flle Transfer / Audio & Video Call
(m] weChat
Messaging & File Transfer
Audio & Video Call
(] WhatsApp
Messaging
Audio & Video Call
m) vioer
Messaging & File transfer
Audio & Video Call
(m] Se@MeNow messenger
Messaging & File Transfer
Audio & Video Call
(] HIChat
Messaging / Flle Transfer & Audio Recording
(] Instagram
Videos / Pictures & Text
[m] Twitter

Videos / Pictures & Text
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(m] Youtube
Videos & Text

(] Snapchat
Videos / Pictures & Text
Audio & Video Call

Open ports Open IFs

Add Mare Perts Add Mere IPs

Note: Note:

ACCEDIS ONE POrt NUMBEr OF Part range per field; Accepts one 1P or 1P range per field;

POrt range s colon separated; Sample: 98.138.253.108, 74.125.23.139, 65.52.187.0/24
Sample: 5000, 6000:6100

Notes:
= Allow All cpens all ports when Internet is activated, with option to block specific ports
« Close All blocks all ports except the defined perts in the network diagram covering the system user interface

= Open web browsing allows access to the Internet for browsers and apps using port B0 and 443
IM apps such as FB Messenger, LINE & Se@MeaNow Messenger will have internet access

- Open specific IM networks allows selected IM networks to connect, but web browsing and other ports are blockad

Captive Portal Bypass Settings
Allowed IPs

Allas 1P Address / Domain Name

Add More IPs

Notes:

- Captive Portal Bypass IPs / Domain Name will have direct access to the satcom connection and the Internet
- Accepts IP Address and Port combination, colon separated; sample: 98.138.253.109:5555

DNS 1: No Data
DNS 2: No Data

Domain Filtering

© Alowan

Domain Blacklist

Add More Domains

[T Block of OS updates and appiications background data traffic

() Block Al

WAN Mode
© pHer
() Static

1P Address Subnet Mask Gateway Address Broadcast Address

Port Forwarding

Name Protocol Source Port Destination Port  Destination IF
O
( 2

Notes:

- The following ports are not allowed to be used in the port forwarding fields:
‘53, '80', '443', '1812', '1813', '1814", '1993', '3478', '4244", ‘5222, '5223',

5242, '5243', '8080', '8443', '5785', '10990', '12010', '12020', '12025'

15238,

3. Click desired vessel from the drop-down list:

Add Access Control Setti

pUEEEE s Select vessel

Deckhouse Demo
A false Crewcomm LTE
JerichoTN
E  MaryvilleTn Blacked IPs
| MissKim

Redport CrewCommwiFi Bundaberg
Redport Premiere Test 2

RedPort Test 3

Redport Voice Test 1

Southport Southport 3

TopsideTN

[l wahroonga Add More IPs

4. Enter the desired settings, and then click <Save>. The following screen will appear:
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support.crewcommcenter.net says

Apply Access Control changes?

5. Click <OK> to apply access control settings or click <Cancel> to abort. The following page will be displayed.

SUPPORT  REPORTS — MAINTENANCE |

»» Access Control (Vessel Access Control)

Access Control
Accass Control settings successfully created!
Firewall Captive Portal Bypass
Vessel Name (Vessel 1D] rface
Vessel Name (Vessel ID) Action | ports | 1Ps Alias __[1Ps / Domains ———
Cloza All except
Web Browsin [WAN Mode: statie
Decknouse Demo (011415) 8 | Whatsaon 27641 /A i® Mask Gateway Broadcast

Vessel access control setting creation is now complete.

4.4.5.3.2. Edit Settings

1. To access all registered vessels, mouse over “Maintenance”, then mouse over “Vessels”, then mouse over
“Maintain Vessels”, then click ”Registered Vessels”.

SUPPORT  REPORTS  MAINTENANCE
Partner 3
Fleet b
——  Maintain Vessels | .
Captive Porl Subscribers [ ——— Registered Vessels
1Ps Alias Tssem e 200 yeb & Chat Gateways
- ] Access Control
WAN Mode: Static
HiA ma Remote Access Broadca:
192.168.15.157 255.255 GPS Tracking 192.168.15
VOIP Setling
XGate E-mail
NSA v Privoxy
The following screen will be displayed:
| SUPPORT _ REPORTS _ MAINTENANLE |

> Access Control (Vessel Access Control)

Firewall Captive Portal Bypass
Vessel Name (Vessel 10 WAN Interface
B Action Ports Ps Alias__[1Ps / Domains
Close All except
Web Browsing WAN Mode: static
Deckhouse Demo (611415) 8 | WhatsAon 27641 i P Mask Gateway Broadcast
Tritter i : 0 192.188.15.200 192.168.15.200
Youtube
Close All excent
Web Browsing
felse CrenComm LTE i ra A N/A WAN Mode: DHCP
(180403658} B Hessenge
Whatsag
Tlose All except N
Maryviletn (46932} © [ Gose M excer A N/A WAN Moda: DHCP
Close Al except
Browsing
7B Messenger &
v
MissKim (851683) & Kakao Talk A N WAN Mode: DHCP
Line
vieChat
WhatsApa
Viber
Redport CrewCommWiFl | Close All cxcept N
Bundaberg (180483400) |~ WhatsApo LR M B B B
WAN Mode: DHCP
Redort g Test2 | Close et o e port Forwarding
e Protacol Source Port Destination Port Destination 1P
[SSHT0GregFTR TCPUD 70 22 10153
RedPort Test 3 (295664) © Allaw Al A N/ WAN Mode: DHCP
Redport Volce Test 1 (925400) | Close All except N
5 s Ao A N WAN Mode: DHCP
Close All except
Southport Soutnport 3 .
e e Whatsos 7y Ny WAN Mode: DHCP
g Tiose All except Ny
TopsiceTn (289381) @ | (o2 A1 See A N WAN Mode: DHCP
Wahroanga (659763) B Allaw Al A N/ WAN Mode: DHCP
"Add Access Control Sefting

2. Hover over the “>” to the right of the “Vessel Name” under the Vessel Name heading, then click <Edit>. The
following screens will be added to the bottom of the Access Control (Vessel Access Control) page, (presented in
one flowing representation on the CrewComm Management Portal page):
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Add Access Control Setting

Wessel: | JerichoTN ¥

() Allow All

Blocked ports. Blocked IPs

Add More Ports Add More IPs

Note: Note:

Accepts one port number or port range per field; Accepts one 1P or IP range per field;

Port range Is colon separated; Sample: 98.138.253.109, 74.125.23.139, 65.52.187.0/24

I G A, (R 192.168.3.x and 10.0.%.x are not allowed to be blocked
© close All

‘Open Web Browsing

Allowed 1M Networks
FB Messenger & Facebook

Messaging / Flle Transfer / Audio & Video Call

Kakao Talk

Messaging & File Transfer
Audio Calls & Videa Calls

LINE
Messaging / Flle Transfer / Audio & Video Call

weChat

Messaging & File Transfer

Audio & Video Call

WhatsApp
Messaging
Audlo & Viceo Call
Vioer

Messaging & File transfer
Audio & Video Call

Se@MeNow messenger
Messaging & File Transfer
Audio & Vigeo Call

HiChat

Messaging / File Transfer & Audio Recording

Instagram

Videos / Pictures 8 Text

Twitter

Videos / Pictures & Text

Youtube

Videos & Text

snapcnat
Videos / Plctures & Text
Audio & Vigeo Call

Open ports Open 1Ps
Add More Ports Add M

Note: Note:

Accepts one port number or port range per field; Accepts one IP o 1P range per field

Port range Is colon separated; Sample: 98.138.253.109, 74.125.23.139, 65.52.187.0/2¢
Sample: 5000, 6000:6100

Notes:
« Allow All opens all ports when Internet is activated, with aption to block specific ports
« Close All blocks all ports except the defined ports in the netwark diagram covering the system user interface
« Dpen web browsing allows access to the Internet for browsers and apps using port 80 and 443
IM apps such as FB » LINE & will have internet access
« Open specific IM networks allows selected IM netwarks to connect, but web browsing and other ports are blocked

Allowed IPs.

1P Address / Domain Name

Add More IPs

Notes:

- Captive Portal Bypass IPs / Domain Name will have direct access to the satcom connection and the Internet
- Accepts IP Address and Part combination, colon separated; sample: 98.138.253.109:5555

DNS 1: No Data
DNS 2: No Data
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© Alow Al

Domain Blacklist

Add Mere Domains

Block of OS updates and applications background data traffic

Block All

WAN Mode

© DHee
") Static
1P Address Subnet Mask Gateway Address Broadcast Address
Port Farwarding
Name Protocol Saurce Port Destination Port  Destination 1P
—
( 0
C—=
( 0
L | Clear

Notes:

- The following ports are not allowed to be used in the port forwarding fields:
‘53, '80%, '443', '1812', '1813', '1814', '1993', '3478', '4244', '5222", '5223,
'5228', '5242', '5243, 'BO80', '8443, '9785', '10990', '12010', '12020', '12025'

3. Enter the desired settings, and then click <Save>. The following screen will appear:

4. Click <OK> to apply access control settings or click <Cancel> to abort. The following page will be displayed.

support.crewcommecenter.net says

Apply Access Control changes?

| SUPPORT  REPORTS  MAINTENANCE |
|>> Access Contrel (Vessel Access Control)
Access Control settings successfully updated!
T Firewall T Captive Portal Bypass |
/essel Name (Vess: nterface
I v LA (Vessel 1D) | Action I Ports I 1Ps i Alias. 1Ps / Domains | WAN Inte:
I [Close Al excepe | I I T 1

Vessel access control setting modification is now complete.

4.4.6. Subscriber (User on Vessel)

4.4.6.1. Subscriber - Creation

NOTE: Subscriber IDs are pre-created by CrewCommCenter Service administrators. There is an ample amount
of subscriber IDs pre-created for activation as needed. Each User on a Vessel will need to have a User ID and be

given the ID and Password to utilize the CrewCommCenter Service User Portion.

Subscriber creation is accomplished by assigning an “Unused User ID” to a name and vessel.

1. To access Unused User IDs, mouse over “Maintenance”, then mouse over “Subscribers”, then click "Unused

User IDs”.

CC Dealer v1.0

SUPPORT  REPORTS  MAINTENANCE

Partner »
Fleat y |
Vessels 3 _
= UserlD: i !
ser Subscribers l Address Book |
M Maintain Subscriber 3
Entry name /
Email Address / Unused User IDs
Phone Number: Reload String Lookup
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The following screen will be displayed:

SUPPORT  REPORTS — MAINTENANCE

ssUnused User 1Ds

Select Filter
User 1D Range:
Date
Status:
IDs (1 - 150 of 1533) Page 1 of 11 pages
O User ID. Date Created Initial Credit Status
B o 579272 0210372014 5 (oo Erovicd [ Disavier
0 o 379273 020872018 5 [Opeie | Enabled [ Dibie? | |
B o 379274 0270072014 T i B
= o 379275 0270472014 5 [ooa= | Enaoied [ Disoier
] U 379276 02/04/2014 5 [Update | Enabled [ Diabie? | |
= ot 379277 02/04/2014 5 [Opaate | Enavies [ Dienier ||
B o 379278 0270472014 5 [Toga= | e
[ U 379279 02/04/2014 5 [Opdate | Enabled [ Disable?
B o 370280 02/04/2014 [ T | o cnasies [ Diepier | |
0 o0 370081 02/08/2014 [ Enabled [ Dissvier
<Drevels ©1,2,3,4,5,6,78,5,10 1111 1 nexte lasts]

2. To select one subscriber for “Creation/Activation”, click the box beside the user ID desired, then click <”Pre-
register”> under the “Select Action” area.

> Unused User 105

Select Filter Select Action @) continuous User Name () Unique User Name

User 1D Range: Initial Credit: |y ger Name: Initial Credit:
Date: Pre-regist e

e Change Status: | Testsubscriber

vessel: TopsideTh

User ID and Password
Download as TXT file

Go

User IDs (1 - 150 of 1533)
u User 10 Date Created Initial Credit status
[l o 379272 02/04/2014 [ 5 | [Opgate | Enabled [ Disable? |
II O PU 379273 02/04/2014 5 [[Uedate | Enabled [ Disable?

+  Continuous User Name: Fill in name that will be shown in user login.

*  Unique User Name: Fill in name that will be shown in user login.

* Vessel Type: Assign user to a registered or pre-registered vessel.

*  Vessel: From drop-down menu, click vessel to assign user to.

+ User ID and Password: Click <”"Download as TXT file”> box and username and password will be downloaded
to be sent to user.

3. Click <Go> when the desired settings are complete. The following will be displayed:

support.crewcommecenter.net says

The following |1Ds have already been downloaded. Do you want to
continue?
379272

4. Click <OK> to create/assign user or click <Cancel> to abort. The following page will be displayed:

1 user/s successfully pre-registered.
al| eer 10 T Date Croated Tritial Creai T St T |
= 1 = T Amina A T T = e T P | 1

The downloaded file will contain a Username of six characters and a Password of six characters.

The Subscriber / User ID (Vessel User) is now available and assigned to the desired vessel for use.

4.4.6.2. Subscriber - Address book (modify contacts)

© 2018 RedPort Global
CC Dealer v1.0 Powered by Global Marine Networks. LLC. Page 86 of 184



RedPort

GLOBAL”

1. To access User Address book(s), mouse over “Maintenance”, then mouse over “Subscribers”, then click

”Address Book”.

SUPPORT  REPORTS — MAINTENANCE

Partner 3

Fleet » |
Vessels v [I——

= R . 1
UserlD: Subscribers | P ———
ystem I Maintain Subscriber 3

Entey pame [ 1

2. From the window displayed, enter UserID.

>Address Book

| Address Book Details
User Detail

‘ * UserID: [055001

Address Book Entry

Email Address /

Entry name /
Phone Number:

Mote: Fields with are required fields.

The following will be displayed:

>Address Book - 055001

Resend User Addressbook | | Delete User Addressbook

Name Phone Number / Email Address

Globe3€€Testphone

[Edit] [Delete] +639151153614
Greggy
_ [Edit] [Delete] 000228
Greggy Boy
[Edit] [Delete] +639355169822
s 1Edi:]a:[‘|g:\ete] jackie.clerigo@yahoo.com
Jackie
[Edit] [Delete] +639778306340
Jun
s [Edit] [Delete] +09173186849
Margot
[Edit] [Delete] +639175925444
Margot 052639 T

- [Edit] [Delete]

marget smsg

[Edit] [Delete] margot@smsglobal.net

e {Ed.t"ljic[gz\ete] michelle@smsglobal.net
[Ed?::i]d[‘;z.\:tg] Michelle@smsglobal.net

- {z:;tt{]e}[’;::tl] mickey@smsglobal.net
[hé:it]E\EDGer\lﬂ] michaeledarjr@gmail.com
IEditTiEg;\ete] michelle@smsglobal.net
[Edh:i=l w[cheme] rick@smsglobal.net
[g:f]c[ g:\‘:t‘le] sms.support@gmail.com
[Eii']sg::u] smsglobaltesti@gmail.com
{Edit:]re[ls;e\ete] 999999
[ET:'EE ?5":\:(,] +639391229050
{Ed“i‘;??;:r\'ete] +639173186849

‘¥ahoo Email

[Edit] [Delete] smsglobaltest@yahoo.com

This screen displays all of the contact details saved in the specified User’s address book. New contacts can be

added, current contact can be edited and/or deleted.
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Viewing of User address book is now complete.

4.4.6.3. Subscriber - Maintenance
4.4.6.3.1. Subscriber - Activate / Re-activate User/s

1. To access User IDs for Maintenance, mouse over “Maintenance”, then mouse over “Subscribers”, then mouse
over “Maintain Subscribers” then click ”In Registered Vessels”.

SUPPORT  REPORTS  MAINTENANCE
Partner »
Fleet »
Vessels »
Subscribers ! pddress Book |
System 1 — - |
Select ————-——————— Maintain Subscriber |y Y m—ry—
Activate/Re-activate User/s | | nisad User IDs x
Unregister User/s ——————— In Pre-registered Vessels
Sync User/s Credit Reload String Lookup

2. Click <tick box> next to desired user(s), then click <Activate/Re-activate User/s> from the “Select Action” list:

REDPORT

T
ames | weoronr
[

[

Unregister User/s

Sync Userfs Credit

Resend User/s Addressbook
Re-assign Vessel

Change User Status:
Download IDs

3. Click <Activate/Re-activate User/s> button, the following will be displayed:

support.crewcommecenter.net says

Are you sure you want to activate selected user/s?

4. Click <OK> to activate selected user/s or click <Cancel> to abort. The following page will be displayed:

1
User [D 379272 activation / re-activation request sent successfully.

Activation/re-activation for the selected user(s) is now complete.
4.4.6.3.2. Subscriber - Unregister User/s

1. To access User IDs for Maintenance, mouse over “Maintenance”, then mouse over “Subscribers”, then mouse
over “Maintain Subscribers” then click ”In Registered Vessels”.
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SUPPORT  REPORTS

MAINTENANCE

Partner
Fleet

Vessels
Subscribers

System
Select —roor

Unregister User(s
Sync User,s Credit

Activate/Re-activate User/s

v
3
3
! Address Book |
1

Maintain Subscriber
Unused User IDs

Reload String Lookup

1
| In Registered Vessels
In Pre-registered Vessels

2. Click <tick box> next to desired user(s), then click <Unregister User/s> from the “Select Action” list:

Select Action
ActivatefRe-activate User/s
Unreglster User/s
Sync User/s Credit
Resend User/s Addressbook
Re-assign Vessel

Change User Status:
Download [Ds

Unregister User/s |

3. Click <Unregister User/s> button, the following will be displayed:

support.crewcommecenter.net says

Are you sure you want to unregister selected user/s?

4. Click <OK> to Un-register user/s or click <Cancel> to abort. The following page will be displayed:

User 1D 379272 successfully unregistered.

Unregister of the selected user(s) is now complete.

4.4.6.3.3. Resend User/s Address Book

1. To access User IDs for Maintenance, mouse over “Maintenance”, then mouse over “Subscribers”, then mouse
over “Maintain Subscribers” then click ”In Registered Vessels”.

SUPPORT  REPORTS  MAINTENANCE

Partnier >

Fleet »

Vessels >

Subscribers ! Address Book |

System | . 1
Selulﬁ Maintain Subscriber 1 [y Se—r——
Activate/Re-activate User/s | | nysed User IDs
Unregister User/s ————————— In Pre-registered Vessels
Sync User/s Credit Reload String Lockup

2. Click <tick box> next to desired user(s), then click <Resend User/s Addressbook> from the “Select Action” list:
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PO

0i/30/2018
05/03/2018
03/02/2018

Select Action |
Activate/Re-activate User/s
Unregister User/s
Sync User/s Credit
Re-assign Vessel
Change User Status:
Download [Ds

Resend User/s Addressbook

3. Click <Resend User/s Addressbook> button, the following will be displayed:

support.crewcommcenter.net says

Are you sure you want to resend addressbook of selected user/s?

4. Click <OK> to resend addressbook of selected user/s or click <Cancel> to abort. The following page will be
displayed:

User [D 379269 addressbook reguest sent successfully.

Resending the addressbook for the selected user(s) is now complete.

4.4.6.3.4. Re-assign Vessel

1. To access User IDs for Maintenance, mouse over “Maintenance”, then mouse over “Subscribers”, then mouse
over “Maintain Subscribers”, then click ”In Registered Vessels”.

SUPPORT  REPORTS  MAINTENANCE

Partner »
Fleet »
Vessels »
Subscribers ! Address Book |
Select S!‘%l?m \ Maintain Subscriber

1
e 1 "
Activate/Re-activate User/s | | |nused User IDs in Reghiared Vaesals
Unregister User/s ———  In Pre-registered Vessels
Sync User/s Credit

Reload String Lookup

2. Click <tick box> next to desired user(s), then click <Re-assign Vessel> from the “Select Action” list:

I
= m'ﬂmu 5 s S3v0i8
"o 9 Gs/ovasie
os/0u2018

eproRT
oomzszeer ReoroRT
s e]

REDPORT

1000185 Geewco

Select Action s
‘tivate/Re-activate User/s — .

Unregister User/s Re-assign Vessel

Sync User/s Credit

Resend User/s Addressbook

Re-assign Vessel

Change User Status:

Download 1Ds

Vessel: \ JerichoTN

3. Click <Re-assign Vessel> button and the following will be displayed:
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support.crewcommcenter.net says

Are you sure want to change vessel of selected user/s?

4. Click <OK> to Re-assign Vessel of the selected user/s or click <Cancel> to abort. The following page will be

displayed:

User 10 379272 re-assign vessel reguest successfully sent to Country Server for processing.

L

Re-assign Vessel for the selected user(s) is now complete.

4.4.6.3.5. Change User Status

1. To access User IDs for Maintenance, mouse over “Maintenance”, then mouse over “Subscribers”, then mouse
over “Maintain Subscribers” then click ”In Registered Vessels”.

SUPPORT  REPORTS  MAINTENANCE

Partner

Vessels

Subscribers

»

Fleet »
»

1

1

Address Book |
System

Select ——— Maintain Subscriber

1
e 1 "
Activate/Re-activate User/s | | |nused User IDs in Reghiared Vaesals
Unregister User/s ———  In Pre-registered Vessels
Sync User/s Credit

Reload String Lookup

2. Click <tick box> next to desired user(s), then click <Change User Status> from the “Select Action” list:

PO
379271 © 5

Err Se30058
"o 9 Gs/ovasis
os/02018

eproRT
eproRT
s e]

REDPORT

Select Action Change Status: () Enable | | Disable
tivate/Re-activate User/s
Unregister User/s Change Status |

Sync User/s Credit

Resend User/s Addressboolk
Re-assign vessel

Change User Status:

Downlead 1Ds

3. Click <Change User Status> button, the following will be displayed:

support.crewcommecenter.net says

Are you sure you want to enable selected user/s?

4. Click <OK> to change user state (enable or disable) of selected user/s or click <Cancel> to abort. The following

page will be displayed:
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User ID 379272 successfully enabled.

Change User Status for the selected user(s) is now complete.

4.4.6.3.6. Download IDs

1. To access User IDs for Maintenance, mouse over “Maintenance”, then mouse over “Subscribers”, then mouse
over “Maintain Subscribers” then click ”In Registered Vessels”.

SUPPORT  REPORTS — MAINTENANCE

Partner

Vessels

»

Fleet »
»
Subscribers 1
1

Address Book |

Select —Siem Maintain Subscriber

1
et e 1 "
Activa_nefﬂe—actwate User/s | nused User IDs In ngntsd Vassals
Unregister User(s — " In Pre-registered Vessels

Sync User/s Credit Reload String Lookup

2. Click <tick box> next to desired user(s), then click <Download IDs> from the “Select Action” list:

Select Action

Download as TXT file

tivate/Re-activate Userfs
Unregister Userss
Sync Userfs Credit
Resend User/s Addressbook
Re-assign Vessel
Change User Status:

3. Click <Download as TXT file>, the following will be displayed:

support.crewcommcenter.net says

The following 1Ds have already been downloaded, do you want to
continue?

379272

4. Click <OK> to Download the TXT file of IDs of selected user/s or click <Cancel> to abort. The following page
will be displayed:

Download IDs for the selected user(s) is now complete.
4.4.6.4. System

4.4.6.4.1. System - Logs

1. To view system level logs, mouse over “Maintenance”, then mouse over “System”, then mouse over “Logs”
then click "Web Support”.
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&

SUPPORT

REPORTS

MAINTENANCE

Partrer 3
Fleet 3
Vessels 3
Subscribers 3
System | Logs I
Web Support
Help Desk |
SUPPORT __REPURTS __ MAINTENANLE
I-»Lugs
Logs (1 - 50 of 1099) page 1 or 22 pages
User Module ot old Data New Data Page
haron Resend User Settngs 05/07/2015 12:35:36 M 0379265 o0xuz.0n0
Raron 65/07/2018 12:24:20 P Login from: Togin.pha
haron Log Out 05/07/2015 122813 FM Session expired Togin.pha
Raron Tnregister User 65/64/2018 06: 14105 P b 378272 Tookup ohp
Resend User Settings - CEE
Aaron s et 05/04/2018 08:08: 14 PM o
Taron Registered User 1D Download | 05/04/2018 0805115 Pt Gserid: 375373 Tookus ohe
haron Registered User 1D Downlead | _05/04/2016 03:05:08 FM Useria: 379272 ooxuz.0n0
[Guery Ficles Fields
Aaron Enable/Disable User ID ©05/04/2018 07:59:48 pM |User IDi379272 User 101379272 lookup.onp
Enabied
Raron Resend User Settngs 05/04/2018 0746157 M 0379272 ooz o
“haron Resend User Setsings 05/04/2018 07:36:03 P 10379272 lookup.pnp
Query reids ery Fielos
paran Assign  Fleet os/ou/z018 070850 P VTS LI comm e (Ve Narme ot CrenCam LTE vessel.ang
Ficer 10:5207488201 71208050401 e 1D:5207489201 71208050401
ron Egistered User 10 Download 72018 07 serd: 003358 ooz o
coistered User 1D Download /2018 07 scrid: 003361 ooxus 015
ron cgistered User 1D Downloa /2016 07 serd: 003362 Tookup onp
coistered User 1D Download /2018 07 scrid: 003364 ooxus 015
ron coistered User 1D Downloa /2016 07:00; serd: 003531 Tookup ony
aron egistered User 1D Download | _05/04/2018 07.00: serid: 003532 ooxup.000
ron coistered User ID Download | _05/04/2016 07:00: Userid: 003535 lookup.ony
aron eoistered User 1D Download | _05/04/2018 07:00: Userid: 003621 ooxup.000
egistered User 1D Download | 05/04/2018 07:00:a seria: 003546 lookup.pnp
aron coistered User 1D Downloag | _05/04/2018 07.00: Userig: 309103 ooz o
egistered User 1D Download | 05/04/2018 07:00:a Useria: 379269 lookup.pnp
aron coistered User 1D Downloag | _05/04/2018 07.00: Useri: 379270 ooz o
cgistered User 1D Download | 05/04/2018 07:00:a Useria: 379273 lookup.pnp
aron eoistered User 1D Download | _05/04/2018 07.00: Useria: 379272 ooxuz.0n0
cgistered User 1D Download | 05/04/2018 07:00:a Useria: 379273 lookup.pnp
aron eoistered User 1D Download | _05/04/2018 07.00: Useri: 379274 ooxuz.0n0
coistered User 1D Downloas | 05/04/2018 07:00:a Useria: 379277 ooxup o
aron Unused User ID Download /04/2016 06 53:0 Userig: 379274 Tookup_unused.pho
[Query Fieles
User 101379274
Aaron pre-register Unused User IDs | 05/04/2018 06:52:50 PM | essel Name:mslonestar lookup_unused.php
[Vessel 10:180493658
Query Fielas Query Fielas
Aaron Update Iniial Credits 05/04/2018 06:52:58 P |User 101379274 User 101379274 lookup_unused.php
it crecit:s it Crecit: 500
<prevous T 12335678510 o]

Log data can be further refined through select filter:

4.4.6.4.2. System - Help

= = Logs

Saelect Filter

SuppDoart User
By [Data
rMoadule
Date

1. To view system help, mouse over “Maintenance”, then mouse over “System”, then mouse over “Logs” then

click "Help Desk”.

SUPPORT

REPORTS  MAINTENANLCE

Partrer

Fleet

Vessels

Subscribers

| v v |

System

I Logs

The following screen will be displayed:
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| SUPPORT  REPORTS — MAINTENANCE

SMS Global Ltd. > Help Desk

Search help: “

View existing ticket
jiew tickets you submitted in the past

Submit a ticket
@ Submit a new issue to a department

Knowledgebase

» Top Knowledgebase articles: Views
SMSGlobal Company Presentation 86
Machine Compatibility 54
Machine Compatibility 39

Error: "Ship Server is not yet Activated" 18

AmosConnect Crew 7.5 System Manual Guides 118
» Latest Knowledgebase articles: Date added

WebSupport: Inactive and Disabled Users - Explained 2018-05-02 05:21:06
2018-01-31 03:46:45
2018-01-30 04:10:04
2018-01-24 09:13:54

2017-11-28 05:37:33

CrewCoemmWifi Indonesia Fleet One Installation Manual_v.1.0.3- 20180131
IM PORTS and DOMAINS, WHITELIST, and TRENCH RULES
CrewCommWiFi Vessel Installation Checklist_ver3.0 01242018

Data Traffic from IP 10.0.1.x

= View entire Knowledgebase

Powered by Help Desk Software HESK - brought to you by Help Desk Software SysAld

You can search for topics using the “Search help” box:

Help Desk
SMS Global Ltd. > Help Desk

Search help: Vessel activation “

For example, entering “Vessel activation”, yields the following:

Knowledgebase
SMS Global Ltd. > Help Desk > Knowledgebase

Search help: “

» Search results (10)

CrewCommWiFi Vessel Installation Checklist_ver3.0_01242018 TF LWL UL L
CrewCommWifi

| Users abusing the system by deactivating-then-reactivation their accounts: Once-a-month/onset-of- .75 75 7777
the-following-manth fix

Users abusing the system by deactivating-then-reactivation their accounts: Once-a-month/onset-of-the-following-month fix The
once-a-month/onset-of-the-following-month fix on the deactivation-re...

Can others read rny incoming messages in the server? T LT LT
Can others read my incoming messages in the server? To ensure better prwacr of user emails, and to prevent other users to
access and read the incoming messages when they are received by the

Can others read my incoming messages in the server? e e ird

Can others read my incoming messages in the server? To ensure better privacy of user emails, and to prevent other users to
access and read the incoming messages when they are received by th

. Release Notes - CrewCommWifi 6.8.0 e g

CLIENT / FIRMWARE / UPGRADE Filename CCCW_FW_201709 _Ver_1.0_Build_6.8.0 Internal Build Version Build 6.8.0.7 New
Features/Fixes: New Feat.

- ReleaseNotes_CCCW_FW_20170906_Ver_1.0_Build_6.8.0_Internal b g g g g

CLIENT / FIRMWARE / UPGRADE Filename CCCW_FW_20170906 _Ver_1.0_Build_6.8.0 Client GUI version 1.1.0.0 Internal Build
Version Build 6.8.0.7 Ne...

Error Message: "Your mailbox is busy; this may be due to some incoming transactions, click refresh on ¢y ¢ 9 79 ¢
inbox"

Error Message: "Your mailbox is busy; this may be due to some incoming transactions, click refresh on inbox" The popup
message “Your mailbox is busy; this may be due to some incoming transactions, cl...

- Error Message "Your mailbox is busy; this may be due to some incoming transactions, click refresh on | /, /) 7 ¢

inbox' Lad bl e 2t

Error Message: “Your mailbox is busy; this may be due to some incoming transactions, click refresh on inbox* The popup
message “Your mailbox is busy; this may be due to some inceming transactions, cl...

I can't see my Inbox and Sent Box messages. What happened? LTI T T LT

Missing Inbox/Sent Items, "Hanging" Client or Incomplete Address Book or Credit Not Updated Issues like missing® inbox/sent
items, "hanging” Client or incomplete address book or credit not upda...

I can't see my Inbox and Sent Box messages. What happened? i i ird

Missing Inbox/Sent Items, "Hanging" Client or Incomplete Address Book or Credit Not Updated Issues like missing” inbox/sent
items, "hanging” Client or incomplete address book or credit not upda...

« Go back

Powered by Help Desk Software HESK - brought to you by Help Desk Software SysAld
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You can submit or view previously submitted trouble tickets to administrators:

(g} Submit a new issue to a department

Submit a ticket View existing ticket
L{‘ View tickets you submitted in the past

You can also read through articles, presentations, and manuals to gain knowledge and resolve issues:

Knowledgebase

» Top Knowfedgebase articles:

=] SMSGlobal Company Presentation

~] Machine Compatibility

2] Machine Compatibility

=) Error: "Ship Server is not yet Activated”

= AmosCeonnect Crew 7.5 System Manual Guides

» Latest Knowledgebase articles:

= WebSupport: Inactive and Disabled Users - Explained

=) CrewCommWifi Indonesia Fleet One Installation Manual_v.1.0.3- 20180131
=) IM PORTS and DOMAINS, WHITELIST, and TRENCH RULES

=) CrewCommWiFi Vessel Installation Checklist_ver3.0_01242018

=| Data Traffic from IP 10.0.1.x

» View entire Knowledgebase

Views

Date added
2018-05-02 05:21:06
2018-01-31 03:46:45
2018-01-30 04:10:04
2018-01-24 09:13:54
2017-11-28 05:37:33

System help usage is now complete.

5. *User (subscriber, crew member) Access and Use

5.1. Log in to CrewCommWifi as a User

1. Connect to the CrewCommWifi network with your device (desktop/laptop/tablet/mobile phone) by using device/

OS specific Wi-Fi network search option:

(S} wi-Fi

Wi-Fi networks

CrewCommWifi

Sign-=in is red
SMSG-ETPL
Secured
SMSGPLDT

Secured

SMSGGLOBE

Secured

Scah Wi-Fi Direct

CrewCommWifi

© 2018 RedPort Global
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SIMSGLOBAL

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

' Jericho Aurora
CrewCommWiFi-030a
CrewCommWiFi-2195
CrewCommWiFi-2965
CrewCommWiFi-c150
GMMN
GMN Annex
GMHN Cabin
GMMN2
wXa-171-46e2
wXa-524-0154-2.4GHz
wXa-524-0154-5GHz

e

) 2) 4) ) ) 4) 9) 4) 4) ) 4) 2)

Join Other Network...
Create Network...
Open Network Preferences...

2. Click <Connect> or double-click <”’Network Name”>.

3. Open a browser and one of the following URLs:
+ 10.1.51

+ 11141

* crewcommcenter.net

* crewcommcenter.com

The CrewCommCenter login page will open:

wiil Verizon = 98% (wmm):

s o
CrewCommCenter

Please Login

Login 1D

Login ID

Password

Password

¥ Unread Messages

4. Enter Login ID and Password, then click <Login>.

5. First registration will prompt user to insert a username with a max of 15 characters. Click <Ok> when complete.
Registration will be completed within 10 minutes.

6. Enter Login ID and Password, then click <Login>, the Main Page will be displayed in one of two ways:
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e

SIMSGLOBAI
No Service = No Service T 4:08 PM 98% (wmm)
' 101,51 ©

CrewCommCenter

CréwCommCen{er

User Control Panel

E-mail & SMS

o A =

Announcements
E-mail & SMS Announcements World News

@ <

Internet Se@MeNow Low Data Chat

X [=

User Control Log Off
Panel

World News

Internet

Se@MeNow

Low Data Chat

Log Off

Clicking the following will open the ‘Split Main Page’ as shown in the second picture above:
CrewCommWifi log in is now complete.

5.2. E-mail & SMS services

1. To use E-mail & SMS services, click <E-mail & SMS> from the CrewCommCenter home page:

No Service = 4:08 PM 98% (wmm):

10.1.5.1 x

-

CréwCommCenier

= A= =

E-mail & SMS Announcements World News

@ o €

Internet Se@MeNow Low Data Chat

X [=

User Control Log Off
Panel

The User Addressbook is shown. Saved addresses will be displayed and new addresses can be input from this
location. You can return to this area of the E-mail & SMS section by clicking the orange shaded tab at the bottom,

far right.
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el N RS

w1l Verizon = 11:50 AM 3 98% ()4
10.1.56.1 &
= Addressbook Q
i (+] (5
[ >

Delete New Refresh

CrewCommCenter - Support
support@smsglobal.net

Clicking the orange shaded tab at the bottom, second from the right will display the Inbox section. This area is
where current messages will reside. You can reply, forward, or delete messages:

No Service = 4:08 PM 98% .
10.1.5.1 &
Trash Reply Forward

CrewCommcCenter

System Message 2018-05-07 14:05

CrewCommCenter

System Message 2018-05-07 13:58

CrewCommcCenter

System Message 2018-05-07 13:57

CrewCommcCenter

System Message 2018-05-07 12:36

+18654051669

SMS Message 2018-04-27 15:10

CrewCommCenter

Clicking the orange shaded tab at the bottom, third from the right will display the SMS message drafting section.
You can send SMS messages (160 Character limited) to phone numbers from this area:
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Verizon & 11:47 AM 3 98% ) 4
10.1.5.1 ©
— E-Mail & SMS
New SMS Message
To:
< t m =

From the CrewCommCenter User Main page, licking the orange shaded tab at the bottom, fourth from the right
will display the e-mail message drafting section. You can send e-mail messages (5000 Character limited) from this

area.

No Service = 11:49 AM 3 98% (4

10.1.5.1 &

New E-mail Message

Subject

0 Attachments | 0.0 MB: >

2. From the screen and using the message of your choice, click the “Arrow Image” to send, “x” to disregard.

Depending on the Vessel settings, User messaging will fall under:
*  Full Access: Allowed to send unlimited e-mail and SMS messages.
+ Daily Limited: Allowed to send a specific number of e-mail and SMS message, that upon reaching the limit,

will not be allowed to send anymore until the Daily Limit resets, in one day.

+ Session Limited: Allowed to send a specific number of e-mail and SMS messages in one session, that upon

reaching the limit, will not be allowed to send anymore until a new session.

+  Credit Access: Provided some or no credits to begin, each message using a credit, when credits are
exhausted they may be either provided or sold to the User.
+  Some other similar access style or program.

CC Dealer v1.0
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E-mail & SMS service usage is now complete.

5.3. View Announcements

NITL\/ DML

1. To view Vessel Announcements, click <Announcements> from the CrewCommCenter home page, the following

will be displayed:

No Service = 4:09 PM 98% (wmm
10151 @
= Announcements

<

Extreme Weather
2018-05-03 20:04:04

Beware of Extreme Weather in Region XXX, from XXX to
XXX....

Test Announcement Test
2018-04-26 16:04:14

It's raining. Thank you.

Test Announcement
2018-04-20 07:00:59

This is a test Announcement to a Select Vessel...

TopsideTN New Vehicle

2018-01-10 16:28:17

] AR J

2. To view the message body, click <”Title”> of announcement to expand full message. Announcements may be
viewed, but not deleted and will remain in this section until removed by administration or Vessel settings.

Announcement viewing is now complete.

5.4. View World News

1. To view World News, click <World News> from the CrewCommCenter home page, the following will be

displayed:

CC Dealer v1.0
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No Service T 4:09 PM 98% (wmm)

101,51 &

= World News

Britain hopes to address Trump concerns on Iran
nuclear deal

WASHINGTON (AP) — Britain's ambassador to the U.S.
said Sunday his country believes it's still possible to
address President Donald Trump's concerns about the
Iran nuclear deal in time to prevent him from pulling out
of the agreement.

Kim Darroch said Britain has ideas for dealing with
those concerns. They include Iran’s ballistic missile
program and its involvement in Mideast conflicts,
issues that aren't part of the international agreement.
Trump also objects to the accord's sunset clause, which
allows Iran to resume part of its nuclear program after
2025.

"We think that we can find some...

Israeli PM steps up calls to end the Iranian nuclear
deal

2. To view the message body, click <”Title”> of World News to expand full message. News events may be viewed,
but not deleted and will remain in this section until removed by administration or Vessel settings.

World News viewing is now complete.

5.5. Internet Use

1. To use Internet, click <Internet> from the CrewCommCenter home page, the following will be displayed:

No Service & 4:09 PM 98% (wmm):
10.1.5.1 (¢}
Internet Connection L)
Data OB
VS 00:00
Activate Internet
< > ] M 7

2. Click <Activate Internet>, when connected the following will be displayed:
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<l Verizon = 4:09 PM 98% (@mm).

Internet Connection

pate 16.83 KB

Uiie 00:03

> ) m

]

3. To browse Internet, open a separate browsing window and type desired URL.

4. When Internet access is no longer needed, click <Deactivate Internet>, the following will be displayed:

No Service & 4:09 PM 98% (wmm):
-—

Internet Connection

Data OB

uiie 00:00

Activate Internet

Internet use is now complete.

5.6. Se@MeNow Use

1. To use Se@MeNow, click <Se@MeNow> from the CrewCommCenter home page, the following will be
displayed:
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Verizon T 4:10 PM 97% (e
10151 &
= Se@MeNow
Se@MeNow

Se@MeNow is a social network designed for seafarers,
bridging the distance with family and loved ones at home.

You can connect through video, voice & text chat, share
photos, blog, play online games, follow your favorite sports
events and shop online with world-wide delivery.

Se@MeNow includes a messenger app downloadable
from Google Play and ITunes, making connectivity with
your loved ones in the most easy way.

< | m ]

2. Click <Connect>, if not currently connected to the Internet through the User app, you will be redirected to
connect to the Internet. After connection, repeat Step 1. If you are connected to the Internet, the following will be

displayed:

wall Verizon = 1:16 PM 3 94% (wmm)

seamenow.com <&

wle

Se@MeNow

® Remember Me | Forgot Password?

SIGN UP NOW!

Create your account, it's FREE!

If this page is not displayed on Pop-up, enable pop-ups on your device and repeat Step 1.
3. Enter Se@MeNow Username and Password for use.
Se@MeNow use is now complete.

5.7. Low Data Chat Use

1. To use Low Data Chat, click <Low Data Chat> from the CrewCommCenter home page, the following will be
displayed:
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RedPort

VZW Wi-Fi = 1:49 PM 3 100% ) 4]

10.1.5.1 ©

Low Data Chat

Messenger

Google

Twitter

i
€] vahoo
(>
w

< M m =

2. Click desired Chat Services, then enter Username and Password.

NOTE: Only the Text functions of the Low Data Chat apps will be functional, maximizing use while minimizing data
usage.

Low Data Chat Usage is now complete.

5.8. User Control Panel

1. To use the User Control Panel, click <User Control Panel> from the CrewCommCenter home page, the following
will be displayed:

No Service & 2:09 PM 3 100% =55 4

10.1.51 (&)

—

CrewCommCenfer

User Control Panel —]

Credit Counter

Edit Profile

Help

System Info o Information

Leave Vessel Message Credit is an
or less and an E-mail m
E-mail & SMS

Announcements

World News

Internet

5.8.1. Credit Counter (and adding Credits to User account)
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Discussed in Chapter 4.2 (E-mail & SMS services) and Chapter 4.5 (Internet Use), there will be times when a User
has run out of Message and Data Credits. To add credits to a User account that have been supplied:

1. To check current Credits or to add Credits, click <Credit Counter>, the following will be displayed:

No Service & 2:18 PM

Message Credit

2

Data Credit

0B

<+ ADD CRED!

0 Information

Message Credit is an SMS message with 160 characters
or less and an E-mail message with 5000 characters or less.

Data Credit is the amount of data in KB or MB used for low
data Chat messages and accessing the Internet

$ 100% 5 4
10.1.5.1 (¢

2. Click <+ ADD CREDITS>, the following will be displayed:

No Service =

2:18 PM % 100% o) 4
10.1.5.1 &
2

Nata Credit

Reload Credits X

Please type the 16-digit reload number from your reload
card to add credits to your account then click 'Reload’

A4

Message Credit is an SMS message with 160 characters
or less and an E-mail message with 5000 characters or less.

Data Credit is the amount of data in KB or MB used for low

Done

NOTE: Message Credit pin codes are 16-digit and are a one-time use pin. Data Credit pin codes are 16-digit and

are a one-time use pin.

Enter Credit Pin, The Data Credit Pin used for this example is “2B003025D4FFCFDA”.

CC Dealer v1.0
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No Service = 2:19 PM 3 100% (55 4
10.1.5.1 (¢
2
Nata Credit
Reload Credits X

Please type the 16-digit reload number from your reload
card to add credits to your account then click 'Reload’

Reload Number | 2B003025D4FFCFDA

RELOAD

Message Credit is an SMS message with 160 characters
or less and an E-mail message with 5000 characters or less.

A4

Data Credit is the amount of data in KB or MB used for low

' Done

3. Click <RELOAD>, the system will advise a one hour wait time until the Credits will be available. When the
Credits have been applied, the following will be displayed when clicking <Credit Counter>:

No Service & 2:21PM 3 100% () 4
10.1.5.1 <
= User Control Panel Q

Message Credit

2

Data Credit

999.93 MB

<+ ADD CREDITS

o Information

Message Credit is an SMS message with 160 characters
or less and an E-mail message with 5000 characters or less.

Data Credit is the amount of data in KB or MB used for low

Credit Counter usage is now complete.

5.8.2. Edit Profile

1. To edit User Profile, click <Edit Profile>, the following will be displayed:
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Edit options include:

+  Change Profile Picture.

+  Delete Photo.

+  Enter Username.
*  First Name.

+ Last Name.

+ Work ID Number.

SIMSGLOBAL:

No Service & 2:10 PM

10.1.5.1

User Control Panel

& change Profile Picture

W Delete Photo

Username
Jimmy

First Name

Last Name

3 100% ) 4]

(]
Q

)

2. Click <Save> to save optional profile User Information.

Edit profile is now complete.

5.8.3. Help

1. To access Help Options, click <Help>, the following will be displayed:

CC Dealer v1.0

No Service = 2:10 PM
10.1.51
= Help

CrewCommCenter v8
Contents

[£] Logging_To CrewCommCenter Wifi System

[£] user Control Panel
[£) Email & sMs

[2] Reloading Credits
[£] world News

[£] Announcements
[£] vessel Media

[2) se@meNow

[£] Internet

[£) Low Data Chat

3 100% ) 4

<
Q

SMSGlobal Ltd

< M m

)
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2. Click on desired help link to access help details on desired subject.

Help Option Usage is now complete.

5.8.4. System Info

1. To access System Info, click <System Info>, the following will be displayed:

Vessel Media

Access Control

No Service = 2:10 PM 3 100% 24
10.1.5.1 (]
— System Information
CrewCommcCenter
Features
Sending E-mail is free of charge
E-Mail Limit of 5 KB per message credit with a tota
Maximum daily usage of unlimited message
Sending SMS is free of charge
SMS Limit of 160 characters per message credit
Maximum daily usage of unlimited message]
International, Philippines, England, China, Cr
World News Lanka, Norway, Poland, Malaysia, Pakistan
Announcements Viewing Announcements is free of charge

Internet Access 4

Viewing Vessel Media is free of charge
Internet access is free of charge with a max
ay

Internet access enabled

Low Data Chat

Se@MeNow

B
B
o

Information presented includes:
+  Email: Details of Vessel specific costs and limits.

+  SMS: Details of Vessel specific costs and limits.

+  World News: Details of News sources available on the Vessel.
+ Announcements: Details of Announcements.

+ Vessel Media: Details of media.
+ Internet Access: Details of Internet costs and limits.

+ Access Control: Details of Vessel specific access controls.

System viewing is now complete.

5.8.5. Leave Vessel

1. To Leave Vessel, click <Leave Vessel>, the following will be displayed:

CC Dealer v1.0
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wil Verizon = 2:59 PM $ 100% 5 4
= Leave Vessel (o}

© Autoreply Message
(O Forward my messages to this email address

Please type your autoreply message. The system shall
send this message to anyone sending a message to you
after your account has been deactivated.

LEAVE

< M m =

GLOBAL COMMUP

2. Complete Autoreply or Forwarding options if desired, then click <Leave>, the following will be displayed:

CC Dealer v1.0

w1l Verizon = % 3:02PM 3 100% () 4
— Leave Vessel (o}

© Autoreply Message
(O Forward my messages to this email address

Please type your autoreply message. The system shall
send this message to anyone sending a message to you
after your account has been deactivated.

Have been reassigned to another vessel, when assigned
to new vessel, | will reactive and reply to messaae.

7.t Leaving vessel... please wait.
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¢

Thank you for using CrewCommCenter.
You may reactivate your account by registering into
the system using your Login ID and Password.

OK

NOTE: To reactivate account, log into the system at a future time either on the same Vessel or a new Vessel.

Leaving Vessel is now complete.

6. **Introduction to the RedPort Optimizer CrewComm Router and Ul

NOTE: Within the CrewCommCenter Service, management of services, accesses, restrictions etc. should be
configured through the CrewComm Management Portal. Chapters 6 - 16 are presented within this document for
special case situations, advanced configuration, and informational basis.

Global Marine Networks (GMN), the leaders in advancing satellite data speeds and services, helps Fixed and
Mobile Satellite Services providers and their customers by offering the industry’s fastest, most reliable and
easy-to-use email, web, VoIP and other hardware and software services to maritime, oil and gas, first responder
and business continuity users. The company’s products include XGate high-speed satellite email, weather and
oceanographic data software, and vessel tracking systems.

Ship to shore network management solutions are sold by GMN under the RedPort Global brand name at
redportglobal.com and as white-label solutions for the world’s premier satellite data service providers.

The RedPort Optimizer CrewComm is a VoIP gateway and data router that provides an all-in-one solution for
those looking to get the most out of all available data connections including long-range cellular, Wi-Fi, and satellite
broadband services.

6.1. RedPort Optimizer CrewComm (CC) Router Model Overview

6.1.1. wXa-153 RedPort Optimizer CrewComm Router (CC)

The wXa-153 CC series router is a 2-port version of the RedPort Optimizer CrewComm.

6.2. Key Features

Designed specifically for use with satellite broadband terminals:
+  Compatible with virtually any IP-based satellite broadband terminal.
+ Replaces a standard router that is typically added to any satellite broadband installation.
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+  Powerful firewall accommodates virtually any common installation scenario, with features including block or
allow any range of port, IP address and protocols.

+  Logging/Reporting to keep track of usage.

+  Wi-Fi hotspot makes setup and use easy for crew with compatible computers and tablets.

«  Supports RedPort Email Service.

«  Supports Shared Web Compression.

+  GSM Compatibility with optional GSM modem and your own SIM card.

+  GPS NMEA Repeater reads the built-in GPS in any satellite broadband terminal and rebroadcasts via WiFi.

+  Supports voice calling and SMS messages using smartphones connected to the local network.

6.3. Services Included

+ Voice PBX - allows smartphones to send/receive calls to others on the local area network for free, or over the
satellite link at standard satellite airtime rates. Requires a supported satellite terminal. See Chapter 5.7.

+  SMS Messaging - allows smartphones to send sms messages to others on the local area network for free, or
over the satellite link at standard satellite airtime rates. See Chapter 9.4.

+  GPS NMEA Repeater — allows other devices onboard/on-site to read your GPS location. For example, a
navigation program running on an iPad could be used on your boat, or you could get weather information
tailored to your location. See Chapter 9.6.

+  GSM Compatibility - allows Internet connectivity via your GSM modem or cell phone with your own SIM card.
See Chapter 12.8.2.

+  File Sharing - Network Shares allows the sharing of files among Windows and Mac computers via WiFi, without
the requirement of a wired local network of computers. See Chapter 9.8.

6.4. Premium Services Available

The following additional services are available. Contact your RedPort dealer to purchase.

+  RedPort Email - is a multi-user satellite email service. Crew and/or passengers can access their RedPort
Email account via smartphones, tablets or computers. See the RedPort Email Administrator’s Guide for more
information about this service. See Chapter 9.3 and the Optimizer RedPort Email Guide.

+  Shared Web Compression — routes all web traffic through a proxy service that works with an onshore server to
deliver 3-5 times average web compression, along with virus detection and ad blocking. See Chapter 9.2.

+  GPS Tracking - Using a GPS-enabled device, submit position reports to a central database for viewing on the
tracking website. See Chapter 9.5.

+ RedPort VoIP Service - Transform your satellite device into a multi-user unit. Up to four users can send/receive
phone calls and/or SMS (text) messages simultaneously. Experience significant price reduction in outbound
calls when using VoIP in lieu of standard satellite airtime rates. Requires a supported satellite terminal. See
Chapter 9.7.5.

7. Important Things to Know Before Getting Started

7.1. More Than Just a Router

The RedPort Optimizer CrewComm is more than just a router. It has some enhanced proxy services in addition to
basic routing capabilities. There are three major data components:

1. Proxy Server(s) - when Transparent proxy is enabled, all traffic on port 80 (http port) is redirected through the
internal proxy server. This allows URL and DNS filtering (whitelist and blacklist sites), some content filtering (i.e.
remove flash video) and you can turn on http logging to see what URLs are being accessed by the users. You also
have the option to communicate upstream to a compression proxy server.

2. Firewall - A full-featured firewall is included. Block or allow IP address/ranges, port ranges, different protocols.
Rules can be applied to any path in and out of the router. In a multi-wan environment, each interface can have
separate rules applied.
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7.2. Designed Use of the RedPort Optimizer CrewComm

This router is designed for use in a multi-comm device environment for one or more users with the convenience of
BYOD (bring your own device) for crew and passenger access to Email, Web Browsing and Voice. The idea is that
you, as the installer or network administrator, will configure the router, using these guidelines, before installing it at
its ultimate destination.

NOTE: Prior to installation, review (See Chapter 8.3.1) How to Secure Your Router.

Once installed, the onsite administrator will log in and land on the Home page. The Home page has the common
tasks that will be used locally: create users, create and manage crew email accounts, etc.

7.3. How it Works at First Launch (Out of the Box)

We ship the router ready for use with Voice and SMS are enabled for use with compatible satellite devices, and
Automatic Failover is configured in the order of Wi-Fi Network > GSM > WAN1(Sat1) > WAN2(Sat2) to take
advantage of the typically lower cost connections of Wi-Fi Networks and GSM, if/when they are available.

Prior to making modifications to the router configuration, please see (See Chapter 7.4) How Data Flows Through
the Router to determine the customization required to best meet your needs.

Best Practice is to have a knowledgeable technician (someone who knows about proxy servers, firewalls, and
routers) go through and generate a custom configuration.

Usmg the guidelines in Appendix A, the installer will want to address the following areas prior to first use:
Configure the internal proxy server (Transparent Proxy).
Configure GSM (requires configuration of PPP interface).
Configure automatic failover/load balancing.
Configure SMS.
Configure Voice PBX.

OPTIONAL:
Enable the upstream proxy for the benefit and cost savings of Shared Web Compression Service.
Enable RedPort VoIP Service for savings on voice calls.
Configure GPS interface.

In a fleet environment, the custom configuration can be recorded and used on another Optimizer CrewComm
router within the organization.

NOTE: This router is shipped to you with all WAN ports open, POP and SMTP are open to the WAN if you enable
Email, if you enable the PBX it is listening on all ports. Without further configuration, this could leave you vulnerable
to unwanted traffic. Please review (See Chapter 8.3.1) How to Secure Your Router.

7.4. How Data Flows Through the Router

It is important to understand how data flows through the router, so you can customize your configuration.

7.4. 1 Default Configuration:
Internal Transparent Proxy for http URL and content filtering - enabled.
Firewall - open.
DNS - open.
SMS - enabled, for compatible satellite devices.
Voice Capability - for compatible satellite devices, disabled.
Automatic Failover/Load Balance (All Traffic) - Wi-Fi > GSM > WAN1 > WAN2.
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+  Web Compression Service - disabled.
* RedPort Email Service - disabled.

+  GPS Tracking Service - disabled.

+ RedPort VoIP Service - disabled.

You have several methods available for controlling user access to the Internet: you can whitelist and/or blacklist
hosts and URLs; you can modify the firewall, you can modify the load balance to allow only certain traffic types
through a certain interface.

Optimizer
CrewComm
Data Flow

Captive Portal
Enabled

]

User
Authentication
Required/Access
LimitsI Apply

DNS
Blacklist/Whitelist
Firewall

[
Transparent
Proxy
ENABLED

Non http traffic Blacklisted Hosts
(http, dns, ftp, pin, Whitelisted Hosts or URLs http traffic
etc.) (including http) (NO ACCESS) (port 80)

I
Internal proxy
To the Internet per server (URL and

Failover & Load h )
- domain blocking)
Balance config

Compression
DISABLED

|
To the Internet per
Failover & Load
Balance config

Once a user logs in data can take one of three paths:

1. Non-http traffic goes straight to the Internet: https, dns lookups, ftp, ping, scp, etc. The firewall rules are totally
open so there is nothing blocking full access to the Internet.

2. Traffic to a Whitelisted Host in the Captive Portal, including http, goes straight to the Internet, bypassing the
internal proxy server. If you whitelist a webserver, that traffic goes straight to the Internet, bypassing the internal
proxy server, so there is no filtering. Typically, you would not want to whitelist a webserver; however, you may want
to whitelist a mail server, or a vpn. (See Chapter 9.1).
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3. All http traffic (on port 80), that is not Whitelisted, and only http (not https or secure traffic) is intercepted and
redirected to the internal proxy server. This is known as transparent proxy. The internal proxy server does URL
blocking and domain blocking. Also, the internal proxy server can speak to an upstream proxy server to provide
compression (premium service--fees apply). Traffic through the internal proxy server can take one of several paths,
dependent upon whether or not compression is enabled.

+ In the default state of compression DISABLED, all traffic goes straight to the Internet.

+  With compression enabled, all http traffic goes to the upstream compression proxy server and returns a
compressed page. Ads are stripped out, text is compressed, images are resampled and more. On average, you
will experience 3-5x compression on http traffic, thereby increasing the speed of your connection and your per
Mb cost of your connection.

+  With compression enabled, Whitelisted Hosts or URLs bypass the upstream compression proxy server and go
straight to the Internet, bypassing compression.

Blacklisted Hosts or URLs have no Internet access, regardless of compression status. (See Chapter 9.2.2).

Setup is required for the GSM Interface

7.4.2. Data Flow - All Paths

Optimizer CrewComm
Data Flow
1
| | 1 |
Using RedPort-certified
services (ex. XGate, Captive Portal Captive Portal RedPoert Email Service
XWeb) DISABLED ENABLED
f—— I [
"XWeb Browsing to Use.r Au1hen1icalilnnl ] ]
Email to upstream upstream compression Required/Access Limits Email to/_from internal
XGate email server server (no filters) Apply mail server
1 |
DNS Blacklist/Whitelist Email to/from upstream
Firewall RedPort email server
]
[ 1
Transparent Proxy Transparent Proxy
DISABLED ENABLED
L
1 1 1 1
All Traffic to the Inter-
net per Failover & Load Non http traffic (htips, Whitelisted Host Blacklisted Host http traffic
Balance config dns, ftp, ping, etc.) (including http) or URLs (NO ACCESS) (port 80)
e —— ]
1o the Internet per internal proxy server
Failover & Load Bal- (URL & Domain
ance config Blocking)
I_I_I
compression DISABLED compression ENABLED

1o the Internet per
Failover & Load Bal-
ance config

upstream compression
proxy server

to the Internet per
Failover & Load Balance
config (compressed

page returned to user)

7.5. Navigating the User Interface

© 2018 RedPort Global
Powered by Global Marine Networks, LLC.

CC Dealer v1.0

Page 114 of 184




Access to the user interface depends upon how you log in to the router. There are two logins available: admin and
superadmin. (See Chapter 8.1).

The user interface is divided into sections; use the tabs to access the required service or information.

On many pages in the user interface you will see three buttons in the bottom corners:

&) Reset (J Save (1) Save & Apply

Reset: Returns the page to its previous saved state.

Save: Saves the changes but does not yet apply the changes.

Save & Apply: Saves the changes and applies them to the router configuration. In some cases, the router must
reboot to apply the change. If reboot is required, it will be noted on the page.

8. Getting Started - User Interface Access

8.1.

In a typical situation, the Optimizer CrewComm router arrives to you with the following services enabled:
Internal Transparent Proxy for Web Filtering.
SMS Messaging using smartphones (for compatible devices).
GPS/NMEA Repeater.
Voice Capability using smartphones (for compatible devices).

There are also services available that are disabled:
+  Web Compression (additional fees may apply).
RedPort Email (additional fees may apply).
GPS Tracking (additional fees may apply).
RedPort VolP for multi-user calls and SMS (additional fees may apply).

This guide is designed to help you understand how the router works so you can customize the configuration to
meet your needs.

Access the Home Page

To access the router’s Home page, you must log in to the router. This can be accomplished in several ways
however, the most popular method is to:

1. Connect to the Wi-Fi Hotspot created by the router using a PC. Connect to the Wi-Fi Hotspot just like you would
any other Wi-Fi connection:

On a Windows PC, go to: Windows Start > Control Panel > Network Connections.
On a MAC, go to: Apple > System Preferences > Network.

The Network Name will look something like: ‘CrewCommWiFi-XXXX" where ‘XXXX’ is the last four digits of the
Optimizer CrewComm’s Mac address. Click this wireless network.

For alternative Home Page access methods, see the Optimizer CrewComm QuickStart Guide.
2. Open a web browser and type: 10.1.5.1:8080.
3. The Optimizer CrewComm ships with two existing administrative accounts:
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+ Admin - for normal day-to-day operation by the onsite administrator.
+  Superadmin - for configuration and maintenance by the installer/technician, etc.

8.1.1. Onsite Administrator Login (Admin)
Onsite Administrator: username=admin, password=webxaccess.

This login opens to the Home page and gives the onsite administrator access to portions of the user interface and
the ability to perform common tasks such as:

+  Send/receive email (if email is enabled).

+  Manage crew email accounts (if email is enabled).

+  Monitor the system status.

+  Manage the local Wi-Fi setup (change the network name, password, etc.).

+  Modify traffic routing if configured for Manual mode.

+ Enable remote support for diagnostics and/or maintenance.

+  Change the router password for the admin account, if necessary.

+ Reboot the router, if necessary.

See the Optimizer CrewComm Onsite Administrator Guide for information in administering the most-used features.
8.1.2. Installer/Network Administrator Login (Superadmin)
Technician: username=superadmin, password=webxaccess.

This login opens to the Home page and provides full access to the user interface for configuration and
maintenance of the router.

Once logged in, you will see the router’s Home page.
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Home § Services Statistics

Tasks

Welcome

Email Access

Email access settings and parameters:

* WEB - http://10.1.5.1/webmail
* POP - 10.1.5.1:110

* SMTP - 10.1.5.1:25 with no connection or authentication security

|0 &0 to webmail

Email Management

|3l €reate and manage crew email accounts
(D retrieve, delete, or drop large emails (BigMail) quarantined on the server
(D parfarm common email tasks

0l view email logs

System Status

|3l System status overview
|3l Realtime bandwidth usage over satellite link
Bl Historic bandwidth usage over satellite link

[0 system message log

Local WiFi setup

551D and Security G wiFi setup
[ Change hotspot name and/or add security and set password

Remote Support

[0/Enatla remote suppart
1) Allow remaote personal access to your router via a broadband satellite, WiFi, or cell phone link

|0 Routar password

|3l Rebast router

This Home Page is the onsite administrator’s gateway to the most used features. See the Optimizer CrewComm
Onsite Administrator Guide for Home Page details and use.

From the Home Page you have access to the remaining sections of the user interface.

Services: Allows access to all the services available on the router.

Services System Statistics

Crew Internet Access | Web Compression and Filtering  RedPort Email  WiFi Extender  GPS Tracking  Remote Access  SMS  GPS/NMEA Repeater  Voice PBX  Network Shares

Settings
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Each service is contained in its own tab under the Services section. This is where you will enable/disable the
services and configure them for use.

Status: Displays how much memory the router is using, who is connected via Wi-Fi and other information you may
find useful.
Home Wl Services | Status J System W Metwork J| Statistics Logout

Overview | Firewall Routes System Log  Kernel Log  Realtime Graphs

The System Log contains detailed information of the router’s performance. It will report error messages and can
be useful when troubleshooting connection issues. Realtime Graphs report how much data is being using by the
different interfaces. All Status information is Read Only.

System: Contains some of the router’s basic settings for you to configure plus a few maintenance functions.

Services [l Status | System J MNetwork J| Statistics

System | Router Fassword  Profiles  Backup / Flash Firmware  Reboot

Use this section to set your time zone, change the ‘admin’ and/or ‘superadmin’ password, flash new firmware to
the router, reboot the router if necessary. Profiles is a way to ‘clone’ the router configuration for use on another
Optimizer CrewComm router.

Network: Contains access to the network Interfaces, the Firewall, and Failover and Load Balancing setup.
Home  Services || Status | System | Metwork J Statistics Logout

Interfaces | Wifi DHCP and ONS  Heostnames  Static Routes  Diagnostics  Firewall  PRP

Use this section to configure network interfaces, run diagnostics, or modify the firewall. You can also change the
Failover sequence and configure the load balance.

Statistics: Contains information about resource usage.
Home M Services || Status | System | Network | Statistics Logout

Graphs  Setup

8.2. How to Use with Default Setup

We ship the router ready for use as follows:

+ Anyone with an existing Primary Account with a RedPort-certified compression email service (such as
XGate) and/or web browsing account (such as XWeb) is able to immediately use the router to send/receive
email or browse the web. There are no Internet access restrictions when using these services. They simply
connect their computer, iOS or Android device to the Optimizer CrewComm'’s wireless network, set the email
Connection Type to “Optimizer CrewComm xxxx” where xxxx represents the satellite connection. See the
XGate Help file for more information.

+ Voice is enabled for use with compatible satellite devices using standard satellite airtime. (See Chapter 9.7).

+ SMS is enabled for use with compatible satellite devices using standard satellite airtime. (See Chapter 9.4).

«  Firewall is Open allowing all traffic to pass. (See Chapter 12.6).

This out-of-the-box configuration works well for single broadband users with an XGate and/or XWeb primary
account and can be suitable for the multi-interface, multi-user environment where each person has a separate
primary XGate email and/or XWeb browsing account.

If in a mutli-user environment we recommend the optional RedPort Email service for easy access and management
of crew accounts. (See Chapter 9.3) Additional fees may apply. Contact your service provider for current pricing.

Enabling Web Compression Service will direct all http traffic to the upstream compression proxy server and return
a compressed page to the user. Ads are stripped out, text is compressed, images are resampled and more. On
average, you will experience 3-5x compression on http traffic, thereby increasing the speed of your connection and
the effective per Mb cost of your connection. (See Chapter 9.2). Additional fees may apply. Contact your service
provider for current pricing.
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Transform your satellite device into a multi-user voice unit with the optional RedPort VoIP Service. Up to four users
can send/receive phone calls and/or SMS (text) messages simultaneously. Experience significant price reduction
in outbound calls when using VoIP in lieu of standard satellite airtime rates. Requires a supported satellite terminal.
(See Chapter 9.7). Additional fees may apply. Contact your service provider for current pricing.

NOTE: This router is shipped to you with all WAN ports open, POP and SMTP are open to the WAN if you enable
Email, if you enable the PBX it is listening on all ports. Without further configuration, this could leave you vulnerable
to unwanted traffic. Please review (See Chapter 8.3.1) How to Secure Your Router.

Router Security

By default, your router is open to the Internet:

+ WAN ports are open.

+ Voice PBX; if enabled, is listening on all ports.

«  POP and SMTP are open to the WAN, if Email is enabled.

This setup could leave you vulnerable to unwanted traffic. Note that ports open to the Internet on satellite systems
that have public IP addresses are vulnerable to attackers that run dictionaries trying to guess usernames and
passwords on the router. These dictionary attacks, at best, can result in large amounts of accounted traffic; and, at
worst, they are a security breach that could endanger communications on the vessel. Systems open to the public
Internet must take special precautions to secure the router from intrusion.

Web Proxy is not a problem, by default, unless you make changes since the software, by default, only listens to
traffic on the LAN.

Before you block the WAN ports, read the next chapter. Blocking the WAN ports at this stage may lock you out of
the router. We’ve built in some measures to help minimize that possibility, but please pay special attention when
making router configuration modifications.

8.3.1. How to Secure Your Router *IMPORTANT*

First, confirm that the Disable anti-lock rule setting is “Unchecked” in System > System Settings. (See Chapter
11.1). If it is checked, you want to uncheck it to Enable the anti-lock rule. The anti-lock rule prevents the
administrator from inadvertently locking him/herself out of the router when programming firewall rules.

Confirm that in Network > Firewall > Firewall Rules that the first rule “BLOCK WAN” is disabled. If you Enable
(check) this rule you will lock yourself OUT of the router, unless the antilock rule is enabled (unchecked). If you lock
yourself out of the router you must perform a factory reset.

Confirm that in Services > Web Compression and Filtering > Advanced that Listen Interfaces is set to LAN. Do not
change this to WAN unless you desire proxy service through the WAN port. If changing the default configuration
to listen on the WAN, then firewall rules must be created to allow access to the proxy listen port (port 3128 by
default).

Go to System > Router Password and change the router password for both the “superadmin” and the “admin”
access. (See Chapter 11.2).

If RedPort Email is enabled, the POP and SMTP servers are listening on ALL ports, so they are open to the WAN,
leaving them vulnerable. If you enable RedPort Email, you should configure the firewall to block all but desired
email traffic. (See Chapter 12.6). Note that the BLOCK WAN firewall rule, if enabled, will prevent access to these
ports.

If Voice PBX is enabled, it is listening on all ports. You can specify the Interface to Listen or you can leave it to

listen on all interfaces and use a firewall rule to restrict traffic (See Chapter 12.6). Note that the BLOCK WAN
firewall rule, if enabled, will prevent access to these ports.
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If planning to access the web user interface over the WAN port, then create firewall rules with higher precedence
than the BLOCK ALL rule that allow traffic from your Internet IP address to the router.

NOTE: Ports 80, 443 and 22 are open, if not disabled.

When you have completed and tested your configuration and are confident that it is working as desired, you can
remove the Anti-Lock rule in System > System Settings. (See Chapter 11.1).

Now you can Enable the BLOCK ALL from WAN firewall rule in Network > Firewall > Firewall Rules.

9. Services

9.1. Crew Internet Access (Captive Portal)

Statistics
Crew Internet Access | Web Compression and Filtering  RedPort Email  ‘WiFi Extender  GPS Tracking  Remote Access  SMS  GPS/NMEA Repeater  Voice PBX  Network Shares

Sattings

Captive Portal Settings for Crew Internet Access

Share and control access to the Intermet by requiring users to enter pincodes or username,/password before being granted permission. Restrict Speed of access and session duration as needed. User
sessions are logged by Call Data Records (CDR) tracking time and amount of data transferred.

Note: Router will reboot on Save & Apply.

Enable ¢/ @ Enable/Disable captive portal.

save | [QlSave & Apply

9.2. Web Compression and Filtering

This section is used to:

«  Configure filters for the internal proxy server when compression is not enabled.
+ Enable compression so that traffic is passed to the upstream proxy server.

«  Configure filters for the proxy server (internal or upstream).

+  View traffic logs.

9.2.1. Settings

Requires ‘superadmin’ login.
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Services System W Metwork | Statistics

Crew Internet Access | Web Compression and Filtering | RedPort Email ~ WiFi Extender  GPS Tracking  Remote Access  SM5  GPS/NMEA Repeater  Voice PBX  Network Shares

Settings | Filkers  Log  Help

Web Filtering and Compression Proxy Settings

Enable and configure web compression and filtering features.

Compression

Enable compression 9 Web compression will, an average, decrease overall bandwidth usage by a factor of 3-5X while simultanzously
increasing overall speed. Don't yet have the incredible airtime savings and optimization of web compression? Contact
your dealer for additional information. They can set you up with an account username and password to enable
compression for this device.

Username |':I1|E' Compression_User_Name_Here |

Password [#Enter_Compression_Password Here | &5

Bypass Regex Domain [ il

] Bypass compression for listed sites. Enter host regular expression to match. .g. ".google.com® to bypass any
domain centaining .google.com. See "Domain Syntax® under Help tab for additional information.

& save| |[@lsave & Apply

9.2.1.1. Compression
Requires ‘superadmin’ login.

By default, the router is shipped with web compression Disabled. Web compression is a premium service that
carries an additional charge. Contact your service provider for details and pricing.

+ Enable Compression: If you have purchased Shared Web Compression service, click the check box to Enable
compression. The page will expand, see With Compression Enabled below.

+ Username: Enter the Username given to you by your service provider. This username is specific to the
compression service.

+ Password: Enter the Password given to you by your service provider. This password is specific to the
compression service.

- Bypass Regex Domain: This is the ‘whitelist’ of sites that should not be compressed. To add a site, click the
Add icon. Proper syntax must be used to successfully bypass compression. See the Help tab for guidance and
examples of using regular expressions.

With Compression Enabled, the page expands to reveal Proxy Authentication by Client, Server, and Compression
Level.

© 2018 RedPort Global
CC Dealer v1.0 Powered by Global Marine Networks. LLC. Page 121 of 184



Services Statistics
Crew Intemnet Access | Web Compression and Filtering | RedPort Email ~ WiFi Extender  GPS Tracking  Remote Access  SMS  GPS/NMEA Repeater  \oice PBX  Network Shares

Settings | Filters  Log  Help

Web Filtering and Compression Proxy Settings

Enable and configure web compression and filtering features.

Compression

Enable compression E|b.) Web compression will, on average, decrease overall bandwidth usage by a factor of 3-5X while simultansously increasing
overall speed. Don't yet have the incredible airtime savings and optimization of web compression? Contact your dealer for
additional information. They can set you up with an account username and password to enable compression for this device.

Proxy Authentication by Client 7] Specifias whether upstream proxy authentication requests are passed through to the client browser. If not, authentication (if
required) is done by proxy. Mote: this feature will not work with transparent proxy. When using transparent proxy you must
uncheck this option and enter a valid username and password.

Username ||:I1|9' Compression_User_Nama_Hera |

Password [iPEnter Compression Password Here | &

Server ((xweb.gmn-usz.com

Compression Level [

Bypass Regex Domain [ il

2] Bypass compression for listed sites. Enter host regular expression to match. e.g. ".google.com” to bypass any domain
containing .google.com. See "Domain Syntax" under Help tab for additional information.

BIreset Di5ave |[save & Apply

+  Proxy Authentication by Client: If this is checked, then the authentication happens at the user end, which
means that when a user goes to any web page, they will be prompted for a username and password.

» Server: Do not change this unless instructed to do so by your service provider.

+ Compression Level: Set the level of compression that meets your needs. Those on entry level airtime plans
should click “Maximum”. Those on high data plans may prefer “Standard” or “Minimum”.

9.2.1.2. General Settings
Requires ‘superadmin’ login.

Statistics
Crew Internet Access | Web Compression and Filtering | RedPort Email ~ WiFi Extender  GPS Tracking  Remote Access  SMS  GPS/MMEA Repeater  Woice PBX  Metwork Shares

Settings | Filters log  Help

Web Filtering and Compression Proxy Settings

Enable and configure web compression and filtering features.

General Settings
Enable Web Proxy 8 Enable/Disable wab proxy service

Transparent Proxy @ Enable Transparent proxy. i.2. transparently redirect HTTP web traffic to the web proxy for filtering and/er comprassion without having to
modify the end user's browser settings.
Caution: Enabling transparent mode requires opening TCP ports 53 (DNS), 80 (HTTP), and 443 (HTTPS) which can (will} result in high traffic usage.
Note: This mode is not compatible with the captive portal. The captive portal, if enabled, will disable this feature automatically to prevent conflicts.

EIReset (d5ave| | [Dlsave & Apply

9.2.1.3. Advanced Settings
Requires ‘superadmin’ login.

Under normal operating conditions there is little to change here. See the next page for exceptions.
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Statistics
Crew Internet Access |~ Web Compression and Filtering | RedPort Email ~ WiFi Extender  GPS Tracking  Remote Access  SMS  GPS/NMEA Repeater  Voice PEX  Metwork Shares

Settings | Filters Log  Help

Web Filtering and Compression Proxy Settings

Enable and configure web compression and filtering features,

Advanced

Filtering 7 1D Enable/Disable content filtering.

Default filtering scheme [Light DI

@ Filtering makes changes to the webpages to either help with comprassion or filter content by removing it before loading on the users' page.
Filtering schemes are as follows

Light - Safe for all sitas. Most content will remain on page with little mofification to the original content.

Moderate - Safe for most sites. Modereate content filtering with removal of some elements.

Aggressive - Reasonable privacy protection with best bandwidth utilization but require some exceptions for trusted sites, most likely because of
cookies or S5L

Listen address [128 ]
& gind proxy to interface 1P address and port number using [ipaddress:pert] formatting. Omit IP address to bind to all interfaces.

Listen interfaces 4 LAN - 192.168.10.1
WAN - 192.168.0.77
10151
@ gind proxy to the following interfaces

Enforce Blocks 7 B Whether the user is allowed to ignore blocks and can "go there anyway".

Buffar Limit [a028 ]
18 Maximum size of the buffer for content filtering.

Forwarded Connect Retries [2 ]
& How often the Proxy retries if a forwarded connection request fails.

Keep Alive Timeout 300

(@ Number of seconds after which an open connection will no lenger be reused.

Socket Timeout [300 ]
18 Number of saconds after which a socket times out if no data is receivad.

Log Rotation [ weekly =]

(7] Log rotation schedule,

Debug Level 4086 x
192 2]
] Key values that determine what information gets logged. 1 = Log the destination for each request the Proxy lets through. 4096 = Startup banner
and warnings, 8192 = Non-fatal errors.

DRecet (Dsave| | [Dlsave & Apply

Some items of interest include:

+ Default Filtering Scheme: This setting affects the amount of content filtering that is applied to a web page by
removing elements before presenting it to the end user. It determines the amount of filtering to be done to the
page. “Light” has the least impact and is not recommended for those on low data airtime plans. “Aggressive”
has the most impact and is suggested for the best bandwidth utilization. The Aggressive setting blocks
YouTube, flash,etc.

+ Debug Level: The settings here determine what will show on the Web Compression and Filtering ‘Log’ page
Adding the debug level of “1”, all URLs will be logged and will appear on the Log page, one line per URL.

NOTE: Utilization of debug level 1 is not recommended for normal operation. The Log files are kept in RAM and
with debug level 1 activated you run the risk of RAM filling up, the Swap Partition filling up and the router may
crash.

BEST PRACTICE: Activate debug level 1 for testing that your setup is working as you intend, i.e. the proxy server
working as expected, whitelists and blacklists are working. Deactivate debug level 1 when testing is complete.

9.2.2. Filters
Requires ‘superadmin’ login.

By default, you have control over what sites are ALLOWED (whitelist) and what sites are BLOCKED (blacklist) and
some control over content filtering without having compression enabled. See next page for details.
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Services || Status | System

Crew Internet Access | Web Compression and Filtering  RedPort Email  WiFi Extender  GPS Tracking  Remote Access  SMS  GPS/MMEA Repeater  Woice PBX  Network Shares
Settings | Filters | Log  Help

Filters

List of domains andjor urls which override the default filtering scheme defined in settings. i.e. exceptions to default filtering scheme,

- Fraglle sites that should not be filtered

List of domains and paths for complax sites that require minimal interferanca such as ".office.microsoft.com® and "www.apple.com". Sea Help far "Domain and Path Syntax"

chear

- Sites which should be block

List of domains and paths for sites which should be blocked such as ".windowsupdate.microsoft.com” or ".update.”. Use */" to block all sites then white list specific ones below. See Help for "Domain and Path Syntax".

®lclear

- Sites which are all

List of domains and paths for sites which should be allowed. This list overides the block list above. See Help for "Domain and Path Syntax".

®lclear

DIReset| |5 Submit

There are three filter categories:

» Fragile Sites: List sites that you want the content kept intact without any modification.

+ Sites Blocked: The blacklist; users are prevented from viewing these sites.

+ Sites Allowed: The whitelist; these sites are allowed for viewing. This list overrides the blocked list.

Filters respond to POSIX Regular Expressions (See Chapter 9.2.4). Example: If you place a slash (/) in Sites

Blocked then the entire Internet is blocked (blacklist). Enter the whitelist in the Sites Allowed section. If any of the
allowed sites should be accessed without any content filtering, enter that site in the Fragile sites section as well.

9.2.3. Log
Requires ‘superadmin’ login.

The Log shows activity on the router. How much activity is logged is determined by the entry in Web Compression

and Filtering > Settings > Advanced > Debug Level. Descriptions of debug levels can be found in the Help tab (See
Chapter 9.2.4).
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Home I Services I Status I System I hetwork I Statistics

Crew Internet Access | Web Compression and Filtering | RedPort Email Wil Extender  GPS Tracking  Remote Access  SMS  GPS/NMEA Repeater  Voice PBX  Network Shares

Settings  Filters | Log | Help

Log page

Clear log entry D clear

Download log |l pownload

[2018-11-27 14:02:07.204 77224000 Info: Privoxy version 3.0.21

[2018-11-27 14:02:07.204 77224000 Info: Program name: /usr/shin/privoxy

[2O18-11-27 14:02:07 204 F7e24000 Info: Loading filter file: fetc/privaxy/default filter
[O18-11-27 14:02:07.327 77224000 Info: Loading actions file: fetc/privoxy/match-all.action
[018-11-27 14:02:07.327 77224000 Info: Loading actions file: fetc/privoxy/default.action
O18-11-27 12:02:07.427 77224000 Info: Loading actions file: /etc/privoxy/user.action
[018-11-27 12:02:07.482 77224000 Info: Listening on port 3128 on |P address 192.168.10.1
[2018-11-27 12:02:07.483 77224000 Info: Listening on port 3128 on |P addrass 127.0.01

Log files are kept in RAM and are rotated weekly, by default. You can change the Log Rotation schedule in Web
Compression and Filtering > Settings > Advanced > Log Rotation.

Log files can be downloaded to a .csv file if history must be maintained.

9.2.4. Help
Requires ‘superadmin’ login.
For your convenience the Help page includes:
+ Alist of Debug Levels and their description.
« A brief explanation and some examples of the POSIX Regular Expressions that must be used for the Domain

and/or Path Syntax when creating Filters.

If you are unfamiliar with POSIX regular expressions, a web search should reveal more detailed explanations and
tutorials.

9.3. RedPort Email

Requires ‘superadmin’ login.

This is a full-featured Crew solution that runs on the router. RedPort email is designed specifically for use over
satellite connections. It uses block compression, mid-file restart, bigmail quarantine and more to maximize data
transfers.
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Services || Status Statistics
Crew Internet Access  Wab Compression and Filtering |~ RedPort Email | WiFi Extander  GPS Tracking  Remote Access  SMS  GPS/NMEA Repeater  Voice PBX  Network Shares

General Connection  Filters  Primary Accounts  Crew Accounts  File Transfer  Spool  Tools  BigMail  Logs

General Settings

- Webmail login

Redirect to webmail [DlRedirect

1@ Users can access webmail by using http:/10.1.5.1 /webmail
POP Server Address:Port )

@ 1151110

SMTP Server Address:Port, Connection Security:None, Authentication:None )
@ 1015128

General Settings
Enable email server

Domain radportgiobal com

@ Default amail domain.

Update interval{min) [0 ]
@] SendfReceive email toffrom server at this interval in minutes.

Send and Receive mail concurrently 8 A duplex channel allowing email to be sent and recsived at the same time will be created if this option is selected

Dreset @save| |[Dsave & Apply

Once enabled, the onsite administrator can manage email for the entire crew. The users can log in to a webmail
program to view their email, so they do not need special software on their computer or device. The Optimizer
CrewComm is a POP and SMTP server as well, so users can access email using their preferred email client instead
of webmail access, if desired.

Contact your service provider for details and pricing.

The onsite administrator using the ‘admin’ login to the user interface does not have access to the RedPort Email
Settings.

9.3.1. Enable and Configure RedPort Email
Requires ‘superadmin’ login.

In the RedPort Email General Settings:

Ganeral Sattings
Enable email server B
Main identity userid \l:'te' Main_|dentity_UserlD_Here |
@ 4 main identity must be configured to use the mail system. Contact your provider for a main identity username and password.
Main identity password JEnter_Main_|dentity Password Hera | &
Domain redportalobal.com
@ Default email domain.
Updata interval{min) [0 |
B sendfRacsive email ta/from server at this interval in minutes.
Send and Receive mail concurrently @ A duplex channel allawing email to be sent and received at the same time will be created if this option is selected.

DIReset Gi5ave [Dlsave & Apply

1. Enable Email Server: Click the check box to enable email.
2. Main Identity Userid: Enter the username assigned to the Main Identity Primary Account for email, as given to

you by your service provider.
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3. Main Identity Password: Enter the password assigned to the Main Identity Primary Account, as given to you by
your service provider.

4. Update Interval: This is how often (expressed in minutes) the mail program will automatically log in to the
satellite device to send any pending email and to receive any email pending. The default is set to 60 minutes but
can be modified to fit business needs. (See Appendix A of the RedPort Email Guide for information on email block
compression and its impact on Update intervals.)

5. Click <Save>.
NOTE: Typically, the Main Identity is the onsite email administrator. The Main Identity must be a Primary Account.
There must be at least one primary account present on the system before sub/crew accounts can be created. (See

Chapter 9.3.2) for more information regarding primary accounts.

6. Go to the Connection tab:

Home I Sarvices I Status I Systam I Metwiark I Statistics

RedPort Email | WiFi Extender Remate Access

Logs

Crew Internet Access  Web Compression and Filtering GPS Tracking SM5  GPS/NMEA Repeater  Woice PBX  Metwork Shares

General | Connection  Filters  Primary Accounts  Crew Accounts  File Transfer  Spoal  Tools  BigMail

Connection Settings

Gateway TCR/IP Port # [ 443

Primary XGate Server [ Kgate.gmn-usa.com

Netwark Connection [ Metwark Connection 3

)

B salact satellite connection method.

1 Leave blank to use intarface default,

Dial Override

IP Device Password

B 1P dialer device password. Leave bl

&
lank for default. Must have a value if the system password is changed
[ |

@ 1PAddress:Port (where the port number is optional} of the satellite terminal to control. Leave blank to use default gateway. Hint: Should be left
blank for most installations.

IP Dial Override

Leave Open 1@ Leave network connection active when done.

Use if Open

& Use another connection if already open.

Override network timeouts 1 Override default connection timeouts. Should not be required.

Persistent Connections (& Parsist with connections until transfer completes or num times.

EReset (dsave | [Ol5ave & Apply

7. Click on <Network Connection> to open up the drop-down menu.
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wabXacc Globalstar

wab¥Xacc Thurays

wabXacc Iridium OpenPort

wabXace [satphone

JRE Fleet Broadband

webXacc HWS BGAN

Explorer BEAN[100/110)

webXacc MSAT USA

webXacc Iridium Birect Internat
o MWetwork Connection

Sabrel

Skipper FEE

Sailor Fleet Broadband

Iridium OpenPort

webXacc MSAT CAN

Explorer BGAN[not 100110)

HWS BGAN

8. Click the appropriate setting for your satellite connection method. This tells the router which satellite device you
are using and instructs the router to bring up the connection prior to attempting to send email. Otherwise, it will
attempt to send email before the connection is up and because it cannot open the socket to the server it will fail
due to a timeout error.

The router supports both Managed and Unmanaged connections for broadband terminals.
9. Click <Save & Apply> to apply the change.

For more comprehensive information about RedPort Email setup and use, please see the separate document,
Optimizer CrewComm - RedPort Email Guide.

9.3.2. Primary Accounts
Requires ‘superadmin’ login.

The Main Identity must be a Primary Account. There must be at least one primary account present on the system.
The username and password are assigned to you by your service provider.

Typically, there is only one Primary Account, however RedPort Email allows access to multiple primary accounts, if
needed. For example, a fleet manager that travels from vessel to vessel would have a primary account and would
need access to that account from each vessel in the fleet.

Primary accounts have access to email whether on or off the vessel as the account exists on the GMN/RedPort
mail servers.

Primary accounts also have access to Filters to customize settings to meet the account needs. These filters
include:

+  Mail Management including BigMail (See RedPort Email Guide for details).

* Inbound Mail Filter (See RedPort Email Guide for details).

+  QOutbound Mail Filter (See RedPort Email Guide for details).

The Primary Account receives all Email system messages.

The email address of the primary account will be: username@redportglobal.com. See Appendix A of the RedPort
Email Guide for information on using a custom domain name for the email address.
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BEST PRACTICE: The Main Identity Primary Account is reserved for the Onsite Email Administrator. The Onsite
Email Administrator does NOT have a crew/sub account. With this arrangement, the Onsite Email Administrator will
receive the system messages that cannot be viewed via a crew/sub account.

Once the Primary Account is setup, the onsite administrator can setup and manage the sub/crew accounts.

Please see the RedPort Email Guide for comprehensive information on the use of RedPort Email service.

9.4. SMS Messaging

Requires ‘superadmin’ login.
If using a compatible satellite device, it is possible to send and receive SMS messages directly from the Optimizer

CrewComm router and to route incoming SMS messages to one or more smartphones connected to the local
wireless network.

9.4.1. SMS Settings
Requires ‘superadmin’ login.
Use Settings to enable and configure the SMS parameters.

Home J Services || Status l| System W Metwork || Statistics
Crew Internet Access  Web Compression and Filtering  RedPort Email ~ WiFi Extender  GPS Tracking  Remote Access | SMS | GPS/NMEA Repeater  Voice PBX  Network Shares

Settings = Management

sms parameters

configure the parameters for SMS

Enabled

interval in seconds between LOCAL send attempts |1-10

nurnber of days that messages stay in queue when receiving messages B

Satellite device [ Iridium

Chack for received messages (in seconds) el

Configure extensions to receive SMS |Gl Rediract

1) peset I5ava| ||l Save & Apply

o/ Iridium
IS8V
Sailor FBE

1. Click the check box to enable SMS.
2. Click the appropriate Satellite device from the drop-down menu.
3. Click <Save & Apply>.

9.4.2. Configure SIP Extensions to Receive SMS Messages
Requires ‘superadmin’ login.

With SMS enabled, click <Redirect> (see SMS Settings screen above) to configure which extensions are to receive
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incoming SMS messages.

Home I Services I Status I System I Matwork I Statistics

Crew Internet Access  ‘\Web Compression and Filtering  RedPort Email  WiFi Extender  GPS Tracking  Remote Access  SM5  GPS/NMEA Repeater | Voice PBX | Network Shares
Settings | Extensions | Logs  Sat SIF Trunk  RedPort VolP

Extensions

- SIP Ext

Ring SMS Extension Password Caller 1D Dascription
Value larger than 200 SIP extension password Free text You may entar a deseription here far your reference
4 @ B0 Jizaa ] [Eaptain line % |Dalate
oz | ] [Eraw line 1 % |Dalete
oz Jzaa |[Eraw line 2 % |Dalete
[oa Jhzaa |[Erew line 3 % |Delete

[ |Add

1 Reset (d5aval | [0lsave & Apply

To enable an extension to receive SMS messages, use the check box in the SMS column. For more information on
configuring SIP Extensions see (See Chapter 9.7.1).

9.4.3. How to Send/Receive SMS Messages
To use a smartphone or tablet to send/receive SMS messages requires XGate Phone App installed on the
smartphone or tablet. The XGate Phone App can be found in Apple iTunes App Store for iOS devices and the
Google Play store for Android devices.

Using the smartphone or tablet Settings, connect to the Optimizer CrewComm wireless network
‘CrewCommWiFi-xxxx’.

Open the XGate Phone App. Click <Chat> to send a SMS message or to view a SMS message received.
Only one SMS message can be sent at a time. Standard SMS message rates apply.

Multi-user Voice and SMS is possible with the optional RedPort VoIP service. Contact your service provider for
details.

9.4.4. SMS Management
Requires ‘superadmin’ login.

With SMS enabled you can send SMS messages directly from the Optimizer CrewComm user interface and you
can manage SMS messages that have been sent and received.
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Services || Status || System § Metwork
Crew Internet Access  Web Compression and Filtering  RedPort Email

Seftings | Management

Management

WiFi Extender  GPS Tracking  Remots Access | SMS | GPS/NMEA Repeater  Voice PBX  Network Shares

Create Message

Destination phone pumber or email address
Enter your SIP extension

Message

Send message

[Esend message
@ send the text message to the spacified numbear

- Recelved Messages

Filename

Message Date

This section contains no values yet

- Sent Messages

Filename

Message

This section contains no values yet

Remove messages

Select all messages

Delete selected messages
Delete all sent messeges
Delete all received messages

Delete all messages in local queus

B EET

% |Delete Selacted

s |Delete All Sent
st |Delete All Receivad

%Delete All Queued

9.5. GPS Tracking

Requires ‘superadmin’ login.

If you wish to have tracking service using your satellite device, the RedPort Optimizer CrewComm offers GPS
Tracking service powered by GSatTrack or Tracking service via SMS message.

9.5.1. Tracking Powered by RedPort with GSatTrack

Requires ‘superadmin’ login.

Using a GPS-enabled satellite device, the Optimizer CrewComm can be configured to submit position reports to a
central database for viewing on the tracking website.

This tracking service must be purchased separately. See your satellite service provider for details.
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Services || Status Statistics
Crew Internet Access  Web Compression and Filtering  RedPort Email  WiFi Extander

Tracking

Tracking Parameters

GPS Tracking | Remote Access  SMS  GPS/NMEA Repeater  Woice PBX  Metwork Shares

Enable/disable tracking and set parameters. Standard airtime charges apply.

-~ General Tracking Parameters

Enable Tracking

Tracking Interval

0 ]

(7] Specify the tracking interval in minutes.

-+ Tracking powered by RedPort
Plzase visit www.RedPoriGlobal.com for registration information

INMARSAT FleetBroadband

Thales Certus VessalLink

Iridium OpenPort/Pilot

INMARSAT Isatphone

VSAT or broadband satellite

Globalstar phona

Iridium terminal/Aurera/MCG-101

D A valid NMEA/GPS feed is required. Tracking IMEL: 101376011914,
D A valid NMEA/GPS feed is required. Tracking IMEL: 101376011914,

@ A valid NMEA/GPS feed is required.

- Tracking via SMS
Send GPS information to an email addrass using satellite provider's SMS service
INMARSAT Isatphone

Iridium terminal/Aurera/MCG-101 1 A valid NMEA/GPS faed is required.

Recipient Email Address |i° domain.com ]
& enter a valid email address. Alsa used for 505 messages. Leave blank when using Redport SMS tracking service.

Vessel name [ |
B enter optional vessel name and/or other free text.

Dreset Dsave | Dsave & Apply

1. Enable Tracking by clicking the check box.

2. Enter the Tracking Interval in minutes; the default is set to hourly reporting (60 minutes). This means that every
60 minutes a position report will be transmitted over the satellite link. Keep in mind that standard airtime charges
will apply to each position report. Adjust the Tracking Interval to meet your needs.

2. Go to Tracking powered by RedPort and click the satellite terminal you are using.

NOTE: A valid NMEA/GPS feed is required when using some satellite devices.

3. Click <Save & Apply>.

9.5.2. Tracking via SMS
Requires ‘superadmin’ login.

If using certain satellite devices, GPS information can be sent to an email address using your satellite provider’s
SMS service. Standard SMS charges may apply; check with your satellite airtime provider for details.
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Tracking

Tracking Parameters

Enable/disable tracking and set parameters. Standard airtime charges apply.

- General Tracking Parameters

Enable Tracking

Tracking Interval [E0 ]

(7] Specify the tracking interval in minutes.

] ] -
-~ Tracking via SMS
Send GPS information to an email address using satallite provider's SMS service
INMARSAT Isatphone
Iridiurm terminal/Aurora/MCG-101 1D A valid NMEAJGPS feed is requirad.

Recipient Email Address [sser@domain.com ]

Vessel name [ |

1) Enter 2 valid email address. Also used for 505 messages. Leave blank when using Redport SMS tracking service,

@ Enter optional vessel name and/or other free text.

Bheset

Dsave| |[Dlsave & Apply

9.6.

1. Enable Tracking by clicking the check box.

2. Enter the Tracking Interval in minutes; the default is set to hourly reporting (60 minutes). This means that every
60 minutes a position report will be transmitted via the SMS service provided by your satellite provider network.
Keep in mind that standard SMS charges may apply to each position report. Adjust the Tracking Interval to meet
your needs.

3. Go to Tracking via SMS and click which satellite device you are using. At this time, tracking via SMS is available
with the Inmarsat IsatPhone, Iridium handheld 9575 Extreme, Iridium GO! or an Iridium terminal such as the Pilot.

NOTE: A valid NMEA/GPS feed is required when using an Iridium terminal.

4. Enter the recipient’s email address. The SMS message with the GPS information will be sent to this email
address at the interval entered in Step 1.

5. Click <Save & Apply>.

GPS/NMEA Repeater

Requires ‘superadmin’ login.

The Optimizer CrewComm supports USB and RS-232 NMEA devices allowing multiple applications to share the
GPS/NMEA data. If you have a NMEA RS-422 device, adding a RS-422 to RS-232 converter to your setup may
allow the sharing of data.

The Optimizer CrewComm does not transmit data but can be configured to receive and repeat GPS/NMEA data
from:

+ A USB connected GPS or NMEA device.

« A serial port connected GPS or NMEA device with appropriate USB to Serial Adapter.

9.6.1. Equipment Setup

A physical connection is required from the source (GPS/NMEA device) to the Optimizer CrewComm.

9.6.1.1. USB NMEA Device

© 2018 RedPort Global

CC Dealer v1.0 Powered by Global Marine Networks. LLC. Page 133 of 184



When using a NMEA device that supports a USB connection, connect the NMEA device to the USB port on the
rear of the Optimizer CrewComm with an appropriate USB to NMEA device cable as indicated by the NMEA device
manufacturer.

NOTE: It is not recommended to have a USB Satphone and GSM modem connected at the same time via a USB
Hub. It may create conflicts.

The Optimizer CrewComm will broadcast the GPS signal over Wi-Fi, so you can connect your computer to the Wi-
Fi network in order to establish a successful connection with your destination software.

9.6.1.2. RS-232 NMEA Device
With Serial Port Connector:

When using a NMEA device with Serial Port connection, a USB to Serial Adapter (PL-2303HX or FTDI Chip) is
required.

NOTE: While all standard USB to serial adapters may work, the PL-2303HX and the FTDI Chip are the only USB to
Serial Adapters that we recommend as compatible with the RedPort Optimizer CrewComm.

hsds) s

Connect the NMEA device to the USB port on the rear of the Optimizer CrewComm with an appropriate USB to
Serial Adapter.

The Optimizer CrewComm will broadcast the GPS signal over Wi-Fi, so you can connect your computer to the
Wi-Fi network in order to establish a successful connection with your destination software.

Without Serial Port Connector:

Some NMEA devices do not have a serial port; instead they have a group of wires extending from the back or
bottom of the unit. These devices require proper wiring to a serial port.

As the Optimizer CrewComm does not transmit, it only repeats the data you will only need two of the wires. The

Receive (RD) wire goes to pin 2 and the Ground (SG) wire goes to pin 5.
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A simple solution is to use a terminal block as shown here. Simply connect the RD wire to pin2 and the SG wire to
pin 5. Then connect the terminal block to a PL-2302HX or a FTDI Chip USB to serial adapter as noted above.

9.6.1.3. Connecting Multiple NMEA Devices

It is possible to connect up to four NMEA devices if you have the proper hardware. It will require a USB to RS-232
4-port Hub or a RS-232 4-port terminal block that you would simply plug into the Optimizer CrewComm USB port.

NOTE: The RedPort Optimizer CrewComm supports RS232. If you have a NMEA RS-422 device, adding a properly
wired RS-422 to RS-232 converter to your setup may allow the sharing of data.

9.6.2. GPS/NMEA Repeater Parameters Configuration
Requires ‘superadmin’ login.

In order for the destination software to properly route the GPS data you must configure the GPS/NMEA Repeater
Parameters in the Optimizer CrewComm User Interface.
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Home I Services I Status I System I Metwark I Statistics

Crew Internet Access  Web Compression and Filtering  RedPort Email ~ WiFi Extender  GPS Tracking  Remote Access  SM5 | GPS/NMEA Repeater | Voice PEX  Metwork Shares
GPS/NMEA Repeater

GPS/NMEA Repeater Settings

Read GPS/NMEA information from a number of sources and repeat tha data over WiFi and Ethernat.

- Repeater Parameters

Enable Blﬂ Enabla GPS mantioring and repeating.
Binary Mode 18 Pazs raw binary dats thraugh without parsing for NMEA-183 sentanses.

GPS/NMEA feed from USB 18 Use USB connected GPS or NMEA feed as a source.
Note: Mot compatible with R5-232 based satellite phones.

Remote TCP server 1 Connect to remote TCP NMEA server.

UDF Listener Port [ioa ]
1) Listen on UDP port number and rebroadcast.

UDP Part [ |
© Broadeast to UDP port number.

TCP Port [0z |
@ Broadeast to TCP port number.

DIReset @save |[Dsave & Apply

1. Enable - Click this check box to Enable GPS monitoring and repeating.
2. GPS/NMEA feed from USB - Click this when connecting a GPS or NMEA device via USB cable.

3. NMEA Baud Rate - Using the drop-down menu, click the baud rate required for the destination software. By
default, most NMEA 183 devices (GPS) and applications use 4800 baud for this setting.

4. UDP Listener Port - Enter the UDP port number that the GPS is connected to. The default is set to the standard
UDP Listener Port for NMEA 183 devices of 10101.

5. UDP Port - Enter the UDP port number to broadcast the GPS data to. The default is set to the standard UDP
Port for NMEA 183 devices of 11101.

NOTE: Configure the destination software to match this port number; or, change this entry to match the
requirements of the destination software.

6. TCP Port - Enter the TCP port number to broadcast the GPS data to. The default is set to the standard TCP Port
for NMEA 183 devices of 11102.

NOTE: Configure the destination software to match this port number; or, change this entry to match the
requirements of the destination software.

The data will be broadcast to both the UDP Port and the TCP Port. It is important to make sure that these two
ports are NOT set to the same port number.

To use the GPS Repeater feature, your computer must be connected to the Optimizer CrewComm Wi-Fi network

or directly connected to one of the Optimizer CrewComm Ethernet ports (i.e. the BIZ port and the WAN ports, by
default, are open).

9.7. Voice PBX
Requires ‘superadmin’ login.
Users with smartphones can send/receive voice calls and SMS messages over the following satellite

communication setups:
+  Sailor FBB terminal - requires XGate Phone app*. (See Chapter 9.7.4).
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« IsatHub iSavi - requires IsatHub Control app and either IsatHub Voice app or XGate Phone app*. (See
Optimizer CrewComm Voice iSavi Addendum for information on how to pair the iSavi with the Optimizer
CrewComm).

+  Any satellite terminal with a RJ-11 port - requires XGate Phone app* AND an ATA adapter. (We support the
Grandstream HT701 and the Cisco SPA 112).

This configuration allows one voice call or one SMS message at a time and standard satellite voice airtime rates
apply.

Multi-Voice capability is available with the optional RedPort VoIP service on most satellite terminal. This VolP
service allows you to make calls for less than standard satellite voice airtime costs and allows up to four users
sending/receiving phone calls and/or SMS messages simultaneously. (See Chapter 9.7.5).

As of this writing, Multi-VolIP is compatible with the following:

- FBB
+  BGAN
+  VSAT

* RedPort Aurora
* Iridium Pilot

+  Thuraya IP

+ IsatHub iSavi

The RedPort Optimizer CrewComm allows unlimited SIP extensions with free local calling and text messaging
within your local area network using the XGate Phone app™.

*XGate Phone app is available for free in the Apple iTunes App Store and in the Google Play store.

9.7.1. Setup Extensions
Requires ‘superadmin’ login.

By default, there are 4 extensions enabled. Extension 201 is enabled for inbound and outbound calling. The
remaining extensions are enabled but are configured for outbound calling only.

Incoming calls will ring on those extensions with Ring enabled.

To enable Ring (or SMS) on an extension simply check the box for the service you want enabled.

Home I Services I Status I System I Matwork I Statistics

Crew Internet Access  Web Compression and Filtering  RedPort Email  WiFi Extender  GPS Tracking  Remote Access  5M5  GPS/NMEA Repeater | Voice PBX | Metwork Shares

Settings | Extensions | Logs  Sat SIF Trunk  RedPort ValP

Extensions

- SIP Ext

Ring 5MS Extension Password Caller ID Description
Walue larger than 200 SIP extension password Free text ou may enter a deseription here far your reference
¥ W B Jiz3a Jeot ] [Eaptain line X |Dalete
oz Jhzaa Jeoz ] [Erew line 1 X |Dalete
[0z Jhzaa Jeoz ] [Erew line 2 X |Dalete
koa Jhzaa Jeo4 ] [Erew line 3 X |Dalete

FJbdd

EReset Asave) |glsave & Apply

When Ring is checked, the smartphone configured with the corresponding Extension will Ring with every incoming
call.

When SMS is checked, that smartphone will receive every incoming SMS message.
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To use a smartphone to send/receive phone calls requires the XGate Phone app installed on the smartphone. The
XGate Phone app can be found in Apple iTunes App Store for iOS devices and the Google Play store for Android
devices.

The smartphone user configures the XGate Phone app with their corresponding SIP Extension.

On this page, you can also:

+  Change the SIP extension password.

+  Change the outgoing Caller ID display.
+  Enter a description for your reference.

9.7.1.1. How to Make/Receive Voice Calls

Using the smartphone or tablet Settings, connect to the Optimizer CrewComm wireless network
‘CrewCommWifi-XXX’ where ‘XXXX is the last four digits of the CrewComm Mac address.

Open the XGate Phone App to make and receive calls.
NOTE: Standard voice calling rates apply.

Only one phone call can be active at a time. (Multi-user Voice and SMS is possible -- up to four consecutive
sessions -- with the optional RedPort VoIP service. Contact your service provider for details. (See Chapter 9.8.4).

NOTE: Inmarsat IsatHub (iSavi) users. Please see Appendix C for the iSavi Quick Start Guide containing

information and instructions for setup and use of the Optimizer CrewComm with the iSavi terminal for voice calls
and SMS messaging.

9.7.2. CDR (Call Data Records)
Requires ‘superadmin’ login.
It is possible to view and download the Call Data Records. The Call Data Records stored on the RedPort Optimizer

CrewComm are approximate values and should not be used to resolve billing disputes. They are presented here for
your convenience.

Home I Services I Status I System I Netwark I Statistics . Logout

Web Compression and Filtering  RedPort Emall  Remote Access  GPS Tracking SMS  GPS/NMEA Repeater | Voice PBX  Network Shares

Settings  Extensions | CDR | Logs SatSIP Trunk  RedPort VoIP

CDR

Generate CCR (Call Data Records).

Disclaimer: CCR call duration and billing seconds may differ from the actual billed units. These records are approximate values and should not be used to resolve billing disputes.

Reporting Period (24 hours D]
1) Current Date/Time through selected interval

Submit [Dsubmit

Enter Filename fedr-20718-10-18.csv

Download CSV = Download

Trim COR  |Delete
la Delete CDRs from system older than the reporting interval,

Purge CDR @rurge
1) Remove all CORs from system,
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On active systems, the call data records can quickly use up memory. It is recommended that you periodically Trim
CDR or Purge CDR records from the system.

9.7.3. Logs
Requires ‘superadmin’ login.
This screen provides PBX status information and some management.

Home | Services || Status l| Systen W Metwork | Statistics
Crew Internet Access  Web Compression and Filtering  RedPort Email  WiFi Extender  GPS Tracking  Remote Access  SM5  GPS/NMEA Repeater | Voice PBX | Network Shares
Settings  Extensions | Logs | Sat SIP Trunk  RedPort VolP

Logs and Status

- Active Calls

Hangup all calls ¥ |Hangup

- Vobal Decoder

[tecoder is disabled. Please contact your provider for an activation code should you wish ta enable the service.

- PBX Status

Rastart PBX [DlRastart

SIP Status

- Log
Clear log entry [Dciear

Download log [Dloownlozd

« Active Calls: Displays all active channels in use. Click <Hangup> to immediately hang up all active calls.

+  Vobal Decoder: Displays the VolIP Activation Key when RedPort VoIP service is enabled. (See Chapter 9.7.5).

+  PBX Status: Displays the current status of all SIP extensions. Click <Restart> to reboot the PBX service.

+ Log: Displays the current Log of PBX usage. Click <Clear> to remove the log content. Click <Download> to
Open or Save the PBX Log.

9.7.4. Sat SIP Trunk (for Sailor FBB terminal only)
Requires ‘superadmin’ login.

Use this screen to enable and configure SIP calling when using a Sailor FBB terminal.
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Status

Crew Internet Access  Web Compression and Filtering  RedPort Email  WiFi Extender  GPS Tracking  Remote Access  SMS  GPS/NMEA Repsater | Woice PBX | Network Shares

Settings  Extensions  Logs | Sat 5IP Trunk | RedPort VoIP

Sailor FBB and iSavi VOIP Configuration

Attention Sailor users. Refer to the IP Handset configuration section in the Sailor FBB users guide

Note: IP Handset compatability under "Settings->IP Handsets->Server settings” on the Sailor FBE needs to be set to "version 1.8 or newer”,

Enable v

Force Terminal Selection B Do not auto-detect satellite terminal

IP Address of Tarminal [Eystem default ]
@ Leave blank for system default.

SIP Extension [ese ]
@ value must be 501 through 504,

SIP Password 561 ]

B Reset (Dsave |[Olsave & Apply

NOTE: You may need to edit the IP Handset configuration in the Sailor FBB user interface. Settings > IP Handsets
> Server Settings on the Sailor FBB must be set to version 1.8 or newer. (Refer to the Sailor FBB users guide for
how to access the Sailor FBB Settings).

9.7.5. RedPort VoIP Activation
Requires ‘superadmin’ login.
With optional RedPort VolIP service, up to four users can send/receive phone calls and/or text messages
simultaneously. Outbound calls are typically less expensive VoIP calls than standard circuit switch (PSTN) calls at

regular satellite airtime rates. Contact your satellite service provider to purchase the RedPort VoIP service.

When the service is activated, you will be given a “Key”. This key is a long alpha-numeric string that must be
entered into the RedPort Optimizer CrewComm user interface.

Enter the Key and click <Save & Apply>.

Home I Services I Status I System I Metwork I Statistics
Crew Internet Access  Web Compression and Filtering  RedPort Email  WiFi Extender  GPS Tracking  Remote Access  SMS  GPS/NMEA Repeater | Vieice PBX | Network Shares

Seftings  Extensions Logs  Sat SIP Trunk | RedPort VeIP

Vobal Decoder

Mac Address
@ oooas2044688

Mode (ax 1)
1) 1AX uses one socket for all communication. SIP uses a sockat for contral and a differant socket for RTP media.

Activation Key

@ A valid activation key must be entered to use this service. Additional charges will apply. Please contact your provider for a key.

save |[lsave & Apply

With RedPort VoIP service activated, the new RedPort VoIP telephone number is displayed.

Configure the SIP extensions for Ring and/or SMS by clicking the checkbox next to the SIP extension. (See
Chapter 9.7.1).
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Home I Services I Status I System I Netwark I Statlstics Logout

Web Compression and Filtering  RedPort Email  Remote Access  GPS Tracking SMS  GPS/NMEA Repeater  Voice PBX  Network Shares

Settings  Extensions CDR  Llogs  Sat SIP Trunk  RedPort VoIP

Extensions

- Analog RJ-11 Telept

Payment Mode (prepaid

- SIP Extensions

Ring SMS

Extension
Value larger than 200

Password

SIP extension password

Caller ID

Free text

You may enter a description here for your reference

@4 @ (prepaid

* 201

| D

|[captain line

7] ((prepaid

+ 202

| D

|[crew line 1

@ @ [prepaid

% 203

|

[Crewline 2

4| (prepaid

* 204

| D

J[crew line 3

ladd

% |Delete
% |Delete
% |Delete
% |Delete

(DReset

(2 Save| |[)Save & Apply

Click the payment method of each SIP extension (prepaid or postpaid). There must be at least one postpaid line.
By default, Line 1 always Postpaid.

On this page, you can also:

«  Change the SIP extension password.
«  Change the outgoing CallerID display.
+  Enter a description for your reference.

In the example above, when an incoming call arrives, only the phones with extensions 201, 202, and 203 will ring.
Incoming SMS messages will appear on the phones of the Captain Line, Crew Line 2, and Crew Line 3.

When the configuration of the SIP extensions is complete, click <Save & Apply>.

9.8. Network Shares

Available to both ‘admin’ and ‘superadmin’ login.

Network Shares allows the sharing of files without the requirement of a wired local network of computers. The
Optimizer CrewComm router can be configured with one or more Shared Directories that are available, with or
without password protection, to any Windows or Mac PC that has access to the Optimizer CrewComm

Wi-Fi Hotspot.

Network Shares also allows the ability to automatically transfer files via inbound and outbound email (see Optimizer
RedPort Email Guide > Appendix: File Transfer for details).

9.8.1. Create a Shared Directory
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Services

Crew Internet Access  Web Compression and Filtering  RedPort Email  WiFi Extender

Network Shares

GPS Tracking  Remote Access  SMS  GPS/NMEA Repeater  Voice PEX | Network Shares

- Samba

General Sattings

Hostname
Description
Warkgroup

Listen interfaces

(Optimizer
RedPort Optimizer Shares

[kedPart ]

[F)ean - 192.168.10.1
WAN - 192.168.0.77
10151

1 Bind sharas to the fallowing interfaces.

- Shared Directories

Name Path

Shara name Relative directory path

Allowed users Read-only

A comma separated list

This section contains no values yet

Allow guests

Jadd

Password

This section contains no values yet

DIReset

Click <Add> to create a new Shared Directory:

Services || Status Statistics

Crew Internet Access  Web Compression and Filtering  RedPart Email  WiFi Extender

Network Shares

GPS Tracking  Remote Access  SMS  GPS/NMEA Repeater  Voice PEX | Network Shares

D5ave| |[Dsave & Apply

- Samba

General Settings

Hostname
Description
Workgroup

Listen interfaces

[optimizer

[RedPort Optimizer Shares

[kedport

# LAN - 192.168.10.1
# WAN - 192.168.0.77
10.1.5.1

18 Bind shares to the fallowing interfaces

- Shared Directories

Name Path
Share name

Relative directory path

Allowed users Read-only

A comma separated list

Transferin

| Transferin

Fransferout

|Transferout

[ ladd

Allow guests

&

# |Delete
# |Delete

- Users

lndd

This section contains no values yet

Dreset

(Dsave| |[Dlsave & Apply

Name: This is the Share Name that is visible on the network. It is the ‘volume’ name that you will use when
connecting to the shared directory.

Path: This is the name of the Folder that appears on the Optimizer CrewComm that will be used to store files.
Allowed users: You can limit the users that have access to the files in the Path Folder by assigning usernames

and passwords to selected individuals (see Add Users below). Enter the usernames here, separated by a
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comma if more than one user will have access to the files.

* Read-only: Use this check box to protect the files in the Path Folder from being changed.

+  Allow guests: Use this check box to make the files available to anyone with network access. With this box
checked, users will not be prompted to enter a username and password when accessing the Path Folder.

* Delete: Use this to delete the Shared Directory.

Click <Save & Apply>.

9.8.2. Add Users

If you want to password protect access to the Shared Directories, you can assign usernames and passwords to
each directory.

- Users

Username Password

This section contains no values yet

AT

Dreser (Gsava| | Dsave & Apply

Click <Add> to add a new username and password.

- Users

Username Password

i [aDtest |[123858 3 |Delata

i |[Fladd

B Reset Gsave| |[Msave & Apply

9.8.3. How to Access the Shared Directory and Path Folders:

9.8.3.1. From a Mac PC

Go to Finder > Go > Connect to Server.
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Sm:

Connect to Server
Server Address: /
smb://192.168.10.1/transferin I[+) 0O

Favarite Servers:

& https:f
E vne:f/
& vne:ff
B afp:y
B yneyy
& smb:/f
E vne:f/
& smbyy

? Remove Browse

5GLOBALY

Enter the Server Address as the LAN address for the Optimizer CrewComm / plus the Path Folder.

Click <Connect>.

Enter your name and password for the server
. ﬂ H h . "192.168.10.1".

\ " Connect As: (| Guest
O Registered User

Name: “ [

Password:

| Remember this password in my keychain

Cancel

If the Shared Directory is restricted (i.e. does not Allow Guests) you must enter a username and password to

access the files.

CC Dealer v1.0

Enter your name and password for the server
"192.168.10.1".

.| ConnectAs: °Guest
|| Registered User
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A Finder window opens to the selected Folder for access to the transferred file(s).

9.8.3.2. From a Windows PC

SMSGLOBAL”

If the Shared Directory is not restricted (i.e. Allow Guests is checked in Network Shares) you can connect as a
Guest without entering a username and password.

[ NoN ] & transferin

IBNE] = [nEE # »
Narme A Date Modifisd Siza  Kird

| Atlantic_precipitation.grb Yesterday, 65:23 AM 24KB  griofile

& transferin

1 item, 3.36 GB available

Map a Network drive to the appropriate location.

Go to Start Menu > Computer > Map Network Drive.

In the Folder box, following the Example, enter \\the LAN address for the Optimizer CrewComm\the Path Folder.

Click <Finish>.

CC Dealer v1.0
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What network folder would you like to map?

Specify the drive letter for the connection and the folder that you wanit to connect to:

Drive: |"'E /
192.166.10. \ransferin A

Folder: Browse..

Ecample: \iserverishare
"I Reconnect at logon
] Connect using different credentials

Connect to a Web site that you can use to store vour documents and pictures,

e
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Si

Enter Netwark Password
Enter your password 1o connect 10: 182.168.10.1

— [USEr name ]
I { Password J
Domain: WINTX 04

|| Remember my cradentials

[ ok || concel |

If the Shared Directory is restricted (i.e. does not Allow Guests) you must enter a username and password to
access the files.

If the Shared Directory is not restricted (i.e. Allow Guests is checked in Network Shares) you can connect as a
Guest without entering a username and password.

An Explorer window opens to the selected Folder for access to the transferred file(s).

C}.ll-il ] :I:Implil!r ] 1|un:r¢ﬂ'n|.'ﬂ192,1ﬂﬁ1l:l1|.-:'\'_;

Orgersze *  Bum hlews folder

4 Eavorite: Hame [iste modified Type Size
M Deskinp + Atlsntic_peecipitstion S/ 6633 A giib ile
& Domnloads

| Becent Places

7 Librarks
¥ Doouments
o Music
i Picturas

B videos

'H; Homegmup

& Computer
&L Local Disk (T
g Transbaile 6192 168.10.15(\}

10. Status

Available to both ‘admin’ and ‘superadmin’ login.

Use the Status tab to display current information of the router’s performance.

Some of the information provided here includes:
+  How much memory the router is currently using.
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+  Who is currently connected via Wi-Fi.
+  Error messages reported in the System Log and can be useful when troubleshooting connection issues.
+ Realtime Graphs report how much data is being used by the different interfaces.

All Status information is READ ONLY.

11. System
Requires ‘superadmin’ login.
This section contains some of the router’s basic settings for you to configure plus a few maintenance functions.

11.1. System Settings

Use this section to configure the basic aspects of your device (i.e. hosthame and/or time zone).

Home I Services I Status I System I Metwiork I Statistics

System  Router Password  Profiles  Backup / Flash Firmware  Reboot

System Settings

Here you can configure the basic aspects of your device like its hostname or the timezone.

- System Properties

General Settings
Local Time Wed Nov 28 15:53:09 2018 |[@lSyne with browser

Hestname Optimizer

Timezone [ ute #]

Disable anti-lockout rule @ The ani-lockout rule prevents creating firewall rules that biock access to the web admin and ssh ports. Note that this could cause security
issues since these ports will remain open on all interfaces. The rule is enabled when option is unchecked.

- Time Synchronization

Enable NTP dient

(@ Reset (d5aval [l save & Apply

Disable anti-lockout rule: The anti-lock rule prevents you from creating a firewall rule that will lock you out of the
router. The rule is Enabled when the box is Unchecked. Best Practice is to complete the router configuration, test it
thoroughly to make sure everything works as intended, then disable the anti-lock role.

For example, if you want to be able to log in to the router from your office, once the router has been installed on a
vessel; if you have WAN blocked and the Anti-Lock Rule is enabled, you will not be able to log in. First you want to
create a firewall rule to allow the office IP into the router, then “Disable anti-lock rule” by checking the check box
and now you can Block WAN in the Firewall Rules, if desired.

NOTE: If you lock yourself out of the router, you must perform a factory reset. This will eliminate your custom
configuration requiring you to start a new configuration.

11.2. Router Password

The default password to access the Optimizer CrewComm User Interface for both the “superadmin” login and the
“admin” login are set to: “webxaccess”. The onsite administrator using the “admin” login can change the password
for the “admin” login only, from the Home Page. Anyone using the ‘superadmin” login can change the password for
both “admin” and “superadmin” login.
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Home J Services || Status | System J§ Wetwork | Statistics

System | Router Password | Profiles  Backup / Flash Firmware  Reboot

Router Password

- Change Password
Change password for the superadmin user,

Password

Confirmaticn

- Change Password
Change the password for the admin user. This password does not apply to the superadmin account.

Password

Confirmation

BReset save/ [Qlsave & Apply

Use the top section to change the password for the ‘superadmin’ user; the bottom section to change the password
for the ‘admin’ user.

Step 1. Enter the new password in the password text box.
Step 2. Enter the same password again in the Confirmation text box.
Step 3. Click <Save & Apply>.

This procedure changes the password for the Superadmin or the Admin login ONLY. When connecting a computer,
iOS or Android device to the wireless network, do NOT use either of these login passwords. These passwords are
used only to access the Optimizer CrewComm User Interface.

11.3. Profiles

Requires ‘superadmin’ login.
Profiles is designed for users of multiple satellite devices and integrators of custom installations.

Home [ Services J| Status § System J Metwork J| Statistics
System  Router Password | Profiles | Backup / Flash Firmware  Reboot

Profiles | Tools

Profile Manager

To create predefined router configurations first adjust router settings then save them by selecting Add, giving the profile a name and description, followed by Save & Apply. The Add function memorizes the current router configuration and stores it in the
named profile,

- Manage Profiles

Profile Description

Factory [actory default settings | (Blinstall % |oelete
¢ e

Breset Gsave [Dlsave & Apply

You can configure the Optimizer CrewComm for a specific satellite device and save the profile. This is good for
failover situations when using multiple devices. An extreme example would be that you might have the firewall
wide open on a VSAT device but in an emergency must use an Iridium handheld device where you want the full
protection of the Optimizer CrewComm firewall. Have a profile for each configuration and select the appropriate
one for the satellite device being used.

Once a profile is saved it can be exported for use in another RedPort Optimizer CrewComm router.

11.3.1. Add a Profile
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Before adding a Profile, complete the router configuration.
Then access the Profile Manager.
To create and use the new Profile:

1. Click <Add>.

Home I Services I Status I System I Hetwark I Statistics
System  Router Password | Profiles  Backup / Flash Firmware  Reboot

Profiles | Tools

Profile Manager

To create predefined router configurations first adjust router settings then save them by selecting Add, giving the profile a name and description, followed by Save & Apply. The Add function memorizes the current router configuration and stores it in the
named profile,

ge Profiles

Profile Description

Factory [actory default settings | @install % pelete
¢ Prafilet [rofile1 Description | @install % pelete
¢ |[Fladd

16 freset dsave [3lSave & Apply

2. Enter a Name of the new profile and a description.
3. Click <Save & Apply>.

The Add function memorized the current router configuration and stores it in the named profile.

11.3.2. Change to Another Saved Profile

To change from using one profile to different profile, click <Install> for the desired profile, then click
<Save & Apply>.

11.3.3. Export a Profile

You can export the profiles from the router and use the exported file to ‘clone’ another RedPort Optimizer
CrewComm router in System > Profiles > Tools.

Services System Statistics
System  Router Password | Profiles | Backup / Flash Firmware  Reboot

Profiles | Tools

Tools

Select and Install Profiles

Profiles [ Factory Defaults. =]
@ select profile to install and then Apply

@l apply

Import/Export Profiles

Expaort Filename profilec-3018-11-28.102

Ef_mon
(7] Export all profiles and download

Import Filename Choose File | Ma file chosen

import
(7] Import previously exported profiles
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1. Enter a filename or use the default name.
2. Click <Export> and save the file.

11.3.4. Import a Profile
You can import profiles from another Optimizer CrewComm router in System > Profiles > Tools.

Home J Services | Status
System  Router Password | Profiles | Backup / Flash Firmware  Reboot
FProfies | Tools

Tools

Select and Install Profiles

Profiles [ Factory Defaults. =]
@ select profile to install and then Apply

[ apply

Import/Export Profiles

Expaort Filename profilec-3018-11-28.102

ﬂf_lpm‘[
(7] Export all profiles and download

Import Filename Choose File | Ma file chosen

import
(7] Import previously exported profiles

1. Click <Browse> to locate the saved profiles .tgz file.
2. Click <Import>.

11.4. Backup/Flash Firmware
Requires ‘superadmin’ login.

Use this screen to generate backups of current configuration files, resets, restores, and firmware upgrades.
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Servicas System J Metwork || Statistics Logout.

System  Router Password — Profiles | Backup / Flash Firmware  Reboot

Flash operations

Actions

- Backup / Restore

Click "Generate archive" to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” (only possible with squashfs images)
Download backup: |BlGenerate archive

Reset to defaults: Ehperiorm reset

Ta restore configuration files, you can upload a pravicusly generated backup archive here.

Restore backup: Choosa File Mo file chosen [Dlupload archive...

- Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keap settings” to retain the current configuration {requires an Optimizer compatible firmware image). It is usually best to leave "Keep sattings" unchecked.

Keep settings:

Image: Choose File | Mo file chosen [EFlash image..

- Flash 5D drive image

Restore S0 drive configuration files factory defaults.
SO imager version 1.33.
Reset to defaults: @Perform S0 reset
Upload an S0 imaga here to replace the current disk image. Check "Download from Internat” to download image over tha Internet (Mote that this requires a fast Internet connaction).

Reformat 5D drive before updating image:

Download from Intarmat:

5D image: Choosa File Mo file chosen [DFiash D imaga...

11.4.1. Backup/Restore

i~ Backup / Restore

Click "Generate archive" to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” {only possible with squashfs images).
Download backup: [BlGenerate archive

Reset to defaults {EParform reset

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: Choose File | Ma file chosen [Dlupload archiva...

+ Download backup: Create and save a Backup archive of the current configuration.

+ Restore backup: Restore the router to a previously saved configuration.

*  Reset to defaults: Reset the router to the default configuration.

To apply the same configuration among several Optimizer CrewComm routers (for example in a fleet situation)

create and save a Profile of the configuration that can be applied to other Optimizer CrewComm routers. (See
Chapter 11.3).

11.4.2. Flash New Firmware Image
Get the latest RedPort Optimizer CrewComm firmware version from:

redportglobal.com/support/technical-downloads/.

Save the .bin file to your computer (pc or mac).

BEST PRACTICE: If you have created any Profiles you may want to Export them before flashing new firmware and

Import them when done.
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;- Flash new firmware image
Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current configuration {requires an Optimizer compatible firmware image). It is usually best to leave "Keep settings" unchecked.

Keep settings:

Image: Choose File | Mo file chosen Jkla;nimage..

1. Keep Settings: check this box to maintain current settings if you have made changes to the configuration.
Failure to check this box will revert the Optimizer CrewComm back to the default settings.

2. <Browse> to where you saved the .bin file and click that file.

CAUTION: Loading incorrect firmware on your device could render it useless. Be sure to click the appropriate
firmware for your device.

3. <Flash Image>.

4. Wait for the lights on the front of the Optimizer CrewComm to begin flashing. When the flashing lights stop, the
firmware update is complete. This typically takes several minutes.

To confirm the firmware upgrade, log in to the Optimizer CrewComm Home Page again. The firmware version
displays in the top banner of the User Interface.

Optimizer | wXa-153 v2.31 | Load: 1.66

11.4.3. Flash SD Drive Image

- Flash 5D drive Image
Restore S0 drive canfiguration files factory defaults,

5D imager version 1.33.

Reset to defaults: @perform 50 reset
Upload an 5D image hera to replace the current disk image. Check "Downlaad from Internat” to download image over the Internet (Note that this requires a fast Internet connection]).
Reformat 5D drive before updating image:

Download frem Internet:

S0 image: Choose File Mo file chosen [DFiash 5D imaga...

+ Reset to defaults: Restores the SD drive configuration to its default state.

+ Reformat SD drive before updating image: If the SD drive goes bad, use this to reformat the drive before
updating the image.

+ Download from Internet: Use this only if you have a fast Internet connection to obtain the file. Alternately, you
can obtain the file from our website and save it for use: redportglobal.com/support/technical-downloads/.

+ 8D image: Click <Browse> if you have the file saved to your computer. Click <Flash SD Image> to start the
flash process.

11.4.4. Wi-Fi Extender

Requires ‘superadmin’ login.
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WiFi Extender
Click to peform flash operations such as firmware update factory factory default restore on WiFi Extender.

Caution: Note that this method is used to update firmware on the WiFi extender and not your Optimizer. Be sure to select the
appropriate firmware for your device. Make certain you know what you are doing. Loading the incorrect firmware on your device could
render it useless,

Flash operations: (3] Backup / Flash Firmware

Use this to back up the configuration settings and/or update the firmware for the RedPort Wi-Fi Extender ONLY!

Click <Backup/Flash Firmware> to open the Flash operations screen.

11.4.4.1. Backup/Restore

- Backup / Restore
Click "Generate archive" to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” {only possible with squashfs images).

Download backup: |BlGanarate archiva

Reset to defaults: ) Perform reset

¢ To restore configuration files, you can upload a previously generated backup archive here.

Restore backup Choose File | Mo file chosen [Dlupload archiva...

+ Download Backup: Click <Generate archive> to create a backup of the current configuration of the Wi-Fi
Extender. A backup file (.tar) will be generated and saved to your computer.

+ Reset to defaults: Click <Perform reset> to reset the Wi-Fi Extender to the factory defaults.

+ Restore backup: Click <Choose File> to browse and click the .tar backup file. Click <Upload archive> to
restore.

11.4.4.2. Flash New Firmware Image

Actions

- Backup / Restore
Click "Generate archive" to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” {only possible with squashfs images).

Download backup: |@lGanerate archive

Reset to defaults: EhPerform reset

To restore configuration files, you can upload a praviously generated backup archive here.

Restora backup: Choose File | No file chosen [Blupload archive...

- Flash new firmware image
Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current configuration (requires an Optimizer compatible firmware image). It is usually best to leave "Keep settings” unchecked.

Keep settings

Imaga: Choose File Mo file chosen [EFlash image...

+  Keep Settings: Click this only if you want to retain the current configuration.
+ Image: you must have the new firmware image saved to your computer. You can obtain the latest Wi-Fi
Extender Firmware image from our website: redportglobal.com/support/technical-downloads/.

Click <Choose File> to browse and click the .bin firmware image file. Click <Flash Image> to start the flash
operation.
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Home I Services I Status I System I Metwark I Statistics . Logaut
System  Router Password  Profiles | Backup / Flash Firmware | Reboot

Flash Firmware - Verify

The flash image was uploaded. Below is the checksum and file size listed, compare them with the coriginal file to ensure data integrity.
Click "Proceed” below to start the flash procedure.

* Checksum: 327aaB526eB230627 3147 acle idaadal
* Size: 13.25 MB (15.69 MB available)
* Note: Configuration files will be erased.

@ cancel| [@lProceed

Click <Proceed> to complete the process.

11.5. Reboot

You can reboot the Optimizer CrewComm from within the user interface in lieu of using the reset button on the
router itself.

Home I Services I Status I System I Metwork I Statistics . Logout
System  Router Password  Profiles  Backup / Flash Firmware | Reboot

System

Reboot

Rebaots the operating system of your device

Warning: There are unsaved changes that will be lost while rebooting!

Perform reboot

If you have made changes to the configuration without clicking <Save & Apply> you will receive a Warning
message:

L = =T T
I Warning: There are unsaved changes that will be lost while rebooting!

12. Network

Requires ‘superadmin’ login.
Use this section to configure network interfaces, run diagnostics, or modify the firewall.
CAUTION: This gives you complete control over the router behavior.

BEST PRACTICE: Modifications to the default configuration is best left to those with a full understanding of router/
network behavior, firewall rules, etc. Creating conflicts in the configuration may render the router useless.

12.1. Interfaces Overview

This screen is an at-a-glance view of the current status of each network interface and provides easy access to edit
the interface. Each interface can have its own firewall rules (see Chapter 8.8).
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Home I Services I Status I Systam I Network I Statistics . Logout
Interfaces | Wifi DHCPand DNS  Hostnames  Static Routes  Diagnostics  Firewall

Interfaces

- Interface Overview

Network Status

WANG Uptime: Oh Om 0s
3 MAC-Address:
= RX: 4.92 M8 {54303 Pkts.)
@wan TX: 93.61 KB (740 Pkts.)

Uptime: 1h 33m 305
L MAC-Address: 00:00:00:00:00:00
E RX: 6.94 MB (7741 Pkts.)
tund TX: 1.48 MB (7531 Pits.)

IPva: 10.1.5.1/24

Uptime: 1h 34m 31s
LAN MAC-Address: 00:04:52:04:46:88
RX: 14.80 MB (13711 Pkts.)
TX: 163 MB (7779 Pits.)
IPv4: 192.168.10.1/24
IPv6: FDEE: ABACEQF41:1/60

MAC-Address: -
RX: 0.00 B (0 Pts.) & Connect Delete
TX: 0.00 B (0 Pkts.)

Uptime: 1h 34m 2685

MAC-Address: 00:04:52:04:46:08 .

RX: 4.92 MB (54303 Pkts.) & Conmect Dalete
TX: 93.61 KB (7490 Pkts.)

IPva: 192.168.0.77/24

[ Jadd new interface..

- Global network

IPv6 ULA-Prefix [fdBe:abacedfa /a8

Dreset Gisave [Dsave & Apply

« CAP: This is reserved for the Captive Portal. If the Captive Portal is enabled, all traffic that comes through the
Captive Portal will be subject to this interface configuration. This allows you to create rules that apply to the
Captive Portal only.

+ BIZ: This is the business port. By default, it is completely blocked.

+  BEST PRACTICE: Restrict access to this port, protect the router under lock and key OR disable the BIZ
interface.

+ LAN: This is reserved for the local area network.

«  PPP: This is reserved for USB connected satellite phones and GSM or LTE modems.

+ WAN: This is typically used for the primary satellite system.

+  WAN2: This is typically used for the secondary satellite system.

+  WEXT: This is reserved for the RedPort Wi-Fi Extender.

If you have a different Wi-Fi extender you may be able to use it by plugging it into a wan port (Sat1 or Sat2) on the
Optimizer CrewComm. It will not work if plugged into the Wi-Fi port on the Optimizer CrewComm. Best Practice
would be to disable the Wi-Fi extender (unplug) when outside the Wi-Fi broadcast area.

12.1.1. Interface Actions

= Connect

Enable an Interface.

@  Stop

Disable an Interface.
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& Edit

Edit an Interface.

% Delete

Delete an Interface.

12.1.2. Add a New Interface

To add a new interface, click the <Add new interface> button on the Interface Overview page.

Home I Services I Status I Systam I Network I Statistics

Hostnames  Static Routes  Diagnostics  Firewall ~ PPP

Interfaces  Wifi  DHCP and DNS

Create Interface

Name of the new interface Test]
(B The allowed characters are: a-1, a=z, t=3 and _

DHCP client :
(

Protocal of the new interface

Create a bridge over multiple interfaces
Cover the following interfaca 4 Ethernet Adapter: "@wan" (wané)
3" Ethernet Switch: "eth("
® 2 LAN Interface: "eth0.1" (Testl, lan)

i
L‘:‘ VLAN Interface: "eth0.2" (wan, wané)

4 Ethernet Adapter: "tun0" (cap)

# Wireless Network: Master "CrewCommWiFi-4688" (lan)

* Customn Interface:

(& submit

_ﬂBack to Overview

The name of the new interface must not match the name of a current interface, member, policy or rule.

Complete the Create Interface screen and click <Submit> to apply the change. Once configured, the new interface
will show on the Interface Overview screen and it will have its own Tab at the top of the Interface Overview page.
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Home I Services I Status I System I Network I Statistics . Logout
Interfaces | Wifi DHCPand DNS  Hostnames  Static Routes  Diagnostics  Firewall  PPP
TEST1 | WAN CAP LAN PPP  WANE

Interfaces - TEST1

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use YLAN notation INTERFACE. VLANNR
(8,9, =th0.1)

-~ Common Configuration
General Setup

Status Uptime: Oh 0m 235
& MAC-Address: 00:0A:52:04:46:88
atho.1 RX: 0.00 B (0 Pkts.)
TX: 116,27 KB (732 Pkts.)

Pratocal [ Static address =]

IPv4 address

IPvd gateway

[

IPv4 netmask [ :]
[
[

IPv4 broadcast

Use custom DNS servers [ 2]

IPvE assignment length [ dizabled =]

(@ Assign a part of given length of every public [Pvé-prefix to this interface

IPvE address [ |

IPVE gateway [ ]

IPE rauted prefix [ ]
@ Public prefis routed to this device for distribution to clients.

- DHCP Server

Mo DHCP Server configured for this interface [ setup DHCP Server

(= |Back ta Overview @ Reset I5ave |0l 5ave & Apply

If adding a new WAN Interface (or as desired), be sure to Edit the Interface to complete the configuration.
Click <Save & Apply>.

12.1.3. Select Interfaces Tabs
Use these tabs to select an interface for configuration and/or modification.

Services Network || Statistics

Interfaces | Wifi OHCPand DMS  Hostnames  Static Routes  Diagnostics  Firewall  PRP

TESTL WAN CAP LAN PPP WANS

Use these pages to configure the network interfaces.

;~ Commen Configuration

i Ganeral Satup

i Status Uptima: Oh 2m 22z

The information and selections available will depend upon the Protocol selection for that interface.

12.1.3.1. General Setup

Use General Setup to switch the protocol for the interface and configure the setup for that protocol including Static
IP Addresses, DHCP Server Setup, etc.

© 2018 RedPort Global
CC Dealer v1.0 Powered by Global Marine Networks. LLC. Page 157 of 184



RedPort  smsciom”

Home I Servicas I Status I Systam I Network I Statistics

Wifi DHCPand DNS  t Static Routes  Diagnostics  Firewall  PPP
TEST1I  WAN CAP | LAN | PPP  WANG

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use YLAN notation INTERFACE. VLANNR
{89! eth.1).

- Cl Configuration

General Setup
Status Uptime: 1h 42m 225
MAC-Address: 00:04:52:04:46:88
@ RX: 14.95 MB (15213 Pkts.)
brlan TX: 2.59 MB (9414 Phts.)
IPv4: 192.168.10.1/24
IPv6: FDBE:ABAC:ESF4::1/60

Protocal [ Static addrass

IPv4 address [le2.168.00.0

IPv4 netmask 256.255.265.0

IPv4 gataway [

IPv4 broadcast [

Use custom DNS servers [

IPv6 assignment length [ B0 #]

@ Assign a part of given length of every public IPvé-prefix to this interface

IPv6 assignment hint [ |

7] Assign prefix parts using this hexadecimal subprefix ID for this interface.

- DHCP Server

General Setup
Ignore interface D@ Disable DHCP for this interface.

Start hon

D Lowest leased address as offset from the network address.

Limit 150

@ Maximum number of leased addresses

Leasetime ||2h |

(7] Expiry time of leased addressas, minimum is 2 minutes (im}

|~ |Back to Overview EiResat (dsave | [/5ave & Apply

12.1.3.2. Advanced Settings

Use Advanced Settings if you want to bring up the interface automatically on boot up of the router and to configure
the DHCP Server Settings.
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Homa I Sarvices I Status I System I Network I Statistics . Logout
Wifi  DHCPand DNS  Hostnames  Static Routes  Diagnostics  Firewall  PPP
TEST1  WAM CAP  LAN | PPP  WANGE

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use YLAN notation INTERFACE . VLANNR
{g.0;: eth. 1),

- Commeon Conflguration

Advanced Settings
Bring up on baot It

Use builtin IPv6=management It

Override MAC address [p0:0A52:00 0688 ]

Override MTU 1500

Use gateway metric [ ]

- DHCP Server

General Setup

Ignare interface [ 1B Disable DHEP for this interface,

Start 100

() Lowest lased address as offset from the network address.

150

B Maximum number of leased addresses

Leasetima [izn ]

(7] Expiry time of leased addresses, minimum is 2 minutes (2m).

+|Back to Overview! (&) Raset sava [Olsave & Appl
pply

NOTE: Each WAN interface must be assigned a unique number in the “Use gateway metric” field. This number is
required for configuring Failover/Load Balancing.

12.1.3.3. Physical Settings

Use this page to bridge interfaces and configure the DHCP Server Settings.
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PPP

WAN CAP | LAN | PPP  WANG

Interfaces - LAN

On this page you can configure the netwark interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use YLAN notation INTERFACE. VLANNR
{g.g;: etht.1).

-+ Common Conflguration

Physical Settings
Bridge interfaces ¥ 1D creates 3 bridge over spacified intarface(s)

Enable 5TF () 1 Enables the Spanning Tras Pratacol on this bridge
Interface 4 Ethernet Adapter: "@wan” (wanb)

¥ Ethernet Switch: "athD"

3% VLAN Interface: "eth0.1” (Testl, lan)

31 VLAN Interface: "eth0.2" (wan, wané)

4~ Ethernet Adapter: "tun0" (cap)

# _Wireless Network: Master "CrewCommWiFi-4688" (lan)

* Custom Interface: I:l

- DHCP Server

General Setup

Ignore interface [ @ pisabla DHCE for this interface

Start 0@ |
1 Lowest lsased address as offset from the network address.

150
1@ Maximum number of leased addresses.

Leasetime [i2n ]

1) Expiry time of leased addresses, minimum is 2 minutes {2n).

,ﬂBack to Overview| @ Resat Disave| |[Dsave & Apply

12.1.3.4. Firewall Settings

Use this to select the Firewall Zone you want to assign to the Interface. (See Chapter 12.6) for Firewall Zone
details. You can also configure the DHCP Server Settings from this page.
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Home I Services I Status I Systam I Network I Statistics . Logout

Interfaces | Wifi DHCPand DNS  Hostnames  Static Routes  Diagnostics  Firewall  PPP

TESTL WAN CAP | LAN | PPP  WANGE

Interfaces - LAN

(8.0, ethd. 1)

-~ Common Configuration

Firewall Settings

Create  Assign firewall-zone
cap: cap: [t

PRP: pRp:

wan: wan: :._‘f'
unspecified -or- create: l:l

@ choose the firewall zone you want to assign to this interface. Select unspecified to remove the interface from the associated zone or fill out the
create field to define a new zone and attach the interface to it.

- DHCP Server

General Setup

Ignore intarface @ Disable DHCE for this interface.

Start 100

B Lowest Ieased address as offset from the network address.

150

B Maximum number of leased addresses

Leasetime |12h |

1) Expiry time of leased addresses, minimum is 2 minutes (2m).

_ﬂBack to Overview| B Reset Dsave [Dsave & Apply

12.2. Wi-Fi
Requires “superadmin” login.

This screen shows the current status of the wireless hotspot created by the Optimizer CrewComm.

Home I Services I Status I System I Network I Statistics
Interfaces | Wifi | DHCPand DNS  Hostnames  Static Routes  Diagnostics  Firewall  FPR

radio0; Master "CrewCommWiFi-4668"

Wireless Overview

| Generic MAC80211 802.11bgn (radio0) = ¥
% Channel: 11 [2.462 GHz) | Bitrate: 104 Mbit/s | Scan El Add

W SSID: CrewCommWFi-4668 | Mode: Master Disabl Edit [
85% BSSID: 00:0A:52:04:46:84 | Encryption: None @ Isable 4 %| Remove

Associated Stations

SsID MAC-Address IPv4-Address Signal Noise RX Rate
CrewCommWiFi-4688 EC:35:86:3B:80:84 ? =50 dBm 0 dBm 24.0 Mbit/s, MCS 0, 20MHz

TX Rate
104.0 Mbit/s, MCS 13, 20MHz

+ Scan: Scans for other wireless hotspot signals available in the area.
* Add: Adds a new Wi-Fi interface.

+ Disable: Disables the selected Wi-Fi interface but it remains on the list.
» Edit: Edits the selected Wi-Fi interface.
«  Remove: Removes the selected Wi-Fi interface.
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12.2.1. Rename the Wireless Network

The default name of the Optimizer CrewComm’s wireless network is ‘CrewCommWifi-XXX’ where ‘XXXX’ is the
last four digits of the CCP Mac address. This is the name of the wireless network that you connect to using your
computer or iOS or Android device. It is possible to change the name of your wireless network.

Wireless Overview

| Generic MACB0211 802.11bgn (radio0) . .
% Channel: 11 (2.452 GHz) | Bitrate: 104 Mbit/s [ Seen [E add
i S8ID: CrewCommWiFi-4688 | Mode: Master @ Disable 4 Edit %] Remove

25% BSSID: 00:0A:52:04:45:8A | Encryption: None

Locate the CrewCommWifi network and click <Edit>.

Home I Servicas I Status I Systam I Network I Statistics . Logout
Interfaces | Wifi | DHCPand DMS  Hostnames  Static Routes  Diagnostics  Firewall  PPP

radio0: Master "CrewCommWiFi-4688"

Wireless Network: Master "CrewCommWiFi-4688" (wlan0)

The Device Configuration section covers physical settings of the radio hardware such as channel, transmit power or antanna selection which are shared among all defined wiraless natworks (if the radio hardware is multi-S51D capable). Per natwork
settings like encryption or operation mode are grouped in the Interface Configuration.

- Device Configuration

Ganeral Setup

Status Mode: Master | SSID: CrewCommWiFi-4688
BSSID: 00:0A:52:04:46:84 | Encryption: Mone
Channel: 11 {2,462 GHz) | Tx-Power: 20 dBm
& Signal: -50 dBm | Noise: 0 dBm
Bitrate: 72.2 Mbit/s | Country: 00

Wireless network is enabled @ oisavie

Mode Channel Width

1 #)( 11 (2462 MHz) #)[ 20 MHz &

Transmit Power (20 dBm (100 mw) D
@ dem

Operating frequency

- Interface Configuration

Ganeral Setup

CrewCommWiFi-4688

[ Access Point #]

Network Testl: 3
cap:
lan: §* &
ppp:

;e
wan: §#*

@ choose the network(s) you want to attach to this wireless interface or fill out the create field to define a new natwork.

Hide ESSID

WMM Mode

|~ |Back to Overview [ Resat Id5ave| |3 Save & Apply

1. Enter the new wireless network name in ESSID field.

2. Click <Save & Apply>.

This procedure changes the name for the Wi-Fi hotspot only. When connecting your computer, iOS or Android
device to the wireless network, this is the network name that will appear in the wireless network list. This name
does not change the router superadmin or admin name when logging in to access the Optimizer CrewComm user

interface.
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12.2.2. Restrict Wireless Network Access

When in public locations, for example, a busy port, you may want to restrict access to the Wi-Fi hotspot created by
your satellite device and the Optimizer CrewComm. You can password protect the Wi-Fi hotspot, so others cannot

use it.

Wireless Overview

m_ Generic MAC80211 802.11bgn (radio0) | Scan 7] Add

J== Channel: 11 (2.462 GHz) | Bitrate: 104 Mbit/s

il SSID: CrewCommWiFi-4688 | Mode: Master ) Disable | Edit #| Remove

85% BSSID: 00:0A:52:04:45:8A | Encryption: None

Locate the CrewCommWifi network and click <Edit>.

Home I Services I Status I Systam I Network I Statistics . Logout
Interfaces | Wifi | DHCPand DNS  Hostnames  Static Routes  Diagnostics  Firewall  PPP

radio0: Master "CrewCommWiFi-4688"

Wireless Network: Master "CrewCommWiFi-4688" (wlan0)

The Device Configuration section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared among all defined wireless networks (if the radio hardware is multi-551D0 capable). Per network
settings like encryption or operation mode are grouped in the Interface Configuration.

- Device Configuration

Ganeral Setup

Status Mode: Master | SSID: CrawCommWiFi-4688
BSSID: 00:0A:52:04:46:84 | Encryption: None
Channal: 11 {2.462 GHz) | Tx-Power: 20 dBm
85% gignal: -50 dBm | Noise: 0 dBm
Bitrate: 72.2 Mbit/s | Country: 00

Wirgless natwork is enabled B oisavle

Moda Channel Width
(b #)(11 (2462 MHz) ¥)[ 20 MHz ¥)

Operating frequancy

Transmit Power [ 20 dBm (100 mw) ﬂ

@ dem

« Interface Configuration

Ganeral Setup

CrewCommiViFi-4688

Access Point :
(

Network Test1: 3
cap:
lan: §H* &
ppR:

;
wan; §#

@ choose the network(s) you want to attach to this wireless interface or fill out the create field to define a new network.

Hide ESSID

WMM Made

|=|Back to Overview| i) Resat (Gsave| |0lSave & Apply

1. Click the Encryption mode from the drop-down menu.
2. Enter your desired password in the Key field.
3. Click <Save & Apply>.

This procedure adds/changes the password for the Wi-Fi hotspot only. When connecting your computer, iOS, or
Android device to the wireless network, this is the password you will use. This password does not change the
router superadmin or admin password when logging in to access the Optimizer CrewComm user interface.

© 2018 RedPort Global

CC Dealer v1.0 Powered by Global Marine Networks. LLC. Page 163 of 184



12.3. DHCP and DNS

Requires “superadmin” login.

The Optimizer CrewComm is a DNS server.

Home I Services I Status I System I Network I Statistics . Logout

Interfaces  Wifi | DHCP and DNS | Hostnames  Static Routes  Diagnostics  Firewall  PPR

DHCP and DNS

- Server Settings

Ganeral Settings

Domain required ¢ @ pon't forward [DNS-Requests without DS-Name

Authoritative ¢ @ This is the only DHCP in the local netwerk

Local server [ ]
@ Local domain specification. Names matching this domain are never forwarded and are resolved from DHCP or hosts files only

Local domain [ |
(@ Local domain suffix appended to DHCP names and hasts file entries

Log querizs 18 Write received DNS requests to syslog

DNS forwardings 5288

6.8.4.4
support.orewcommeenter.net/8.8.8.8
support crewcommeenternet/B 844 [ x]
redporigobalcomBEEE k)

redportglobal.com/.8.4.4
wobal.net/8.8.8.5

wobal.net/8.8.4.4
globalmarinenet.com/8.5.6.
0.0penwrt.pocl.ntp.org/8.8.8.
|0.openwrt pool.ntp.org/d.8.4.4
1.openrt.pool.ntp.org/6.6.4.4
2.0penwrt.pool.ntp.org/8.8.8.8
2.openwrt.pool.ntp.org/d.8.4.4
3.openwrt pool.ntp.org/8.8.8.6
3.openwrt.pool.ntp.org/d.8.4.4
@ ust of DNS servers to forward requests to

Rebind protection 7 @ piscard upstream RFC1918 responses

Allow localhost 7 B Alow upstream responses in the 127.0.0.0/8 range, e.9. for RBL sarvices

Domain whitelist [inost.netflix.com |j
1 List of domains to allow RFC1918 responses for

- Active DHCP Leases
Hostname MAC-Addrass Leasetime remaining

There are no active leases,

- Active DHCPvE Leases
Hostname 1PvE-Address DUID Leasetime remaining

There are no active leases,

- Static Leases

Static leases are used to assign fixed IP addresses and symbalic hostnames te DHCP clients, They are also required for nan-dynamic interface configurations where anly hosts with a comesponding lease are served.
Use the Add Button to add a new lease entry. The MAC-Address i ifies the host, the IPv4-Address spedfies te the fixed address to use and the Hostname is assigned as symbelic name to the requesting host.

Hostname ddress 1Pv4-Address 1Py6-Suffix (hex)

[WiFiExtender | (00:c0:caTe:85:85 ¥ (1016880077  |elete
1 |add

1D Rezat (@save |[Isave & Apply

12.4. Hostnames
Requires “superadmin” login.

Use this page to associate a hosthame with an IP address.
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Home I Servicas I Status I Systam I Network I Statistics . Logout

Interfaces  Wifi DHCP and DNS | Hostnames | Static Routes  Diagnostics  Firewall  PPP

Hostnames

;~ Host entries

IP address

[ptimizer ] (127001 ®Delete
i Hladd

D Reset (D5ave| [0l save & Apply

12.4.1. Add Hostname

Home I Services I Status I System I Network I Statistics
Interfaces  Wifi DHCP and DNS | Hostnames = Static Routes  Diagnostics  Firewall  PPP

Hostnames

¢ Host entries
] Hostname 1P address

Dotimizer ] (270.01 %|Dalete

| Eadd 192.168.0.55 (80:85:90:04:94:ee)
E 1 192.168.0.254 (00:0d:b9:24:5a:34)
192.168.0.1 (00:0d:bS:20:68:10)
B heset 192.188.0.114 (10:dd:b1:a2:ad:6c) Esave [Dlsave & Apply
192.168.0.116 (34:29:6:80:9e:73)
192.168.0.53 (cB:e0:eh:29:4£:7)
-- custom --

1. Click <Add>.

2. Enter the new Hostname.

3. Click the IP address from the drop-down list or click custom to enter the IP address.
4. Click Save & Apply.

12.5. Static Routes
Requires “superadmin” login.

This Static Routes table is available for those with a complex network that may include multiple routers. Use this
page to specify how a certain host or network can be reached.

Home I Services I Status I System I Network I Statistics . Logout
Interfaces  Wifi DHCP and DNS  Hostnames | Static Routes | Diagnostics  Firewall  BPP

Routes

Routes specify over which interface and gateway a certain host or network can be reached.

- Static IPv4 Routes

Interface | Target 1Pya-Netmask 1Py4-Gateway
Haost-1E or Network if target is a network

This section contains no values yet
Jadd

- Statie IPv6 Routes

Interface =] Target IPvG-Gateway
IPvé-Address or Netwark (CIDR)

This section contains no values yet

[ ladd

EReset Asave |0lsave & Apply

Static routes take precedent over MWAN Traffic Rules.
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12.6. Firewall

Requires “superadmin” login.

The Firewall allows you to control network traffic flow over each interface. Most installations do not require any
firewall modifications due to the flexibility of the Failover/Load Balancing configuration (See Chapter 12.9).

CAUTION: It is important to have an in-depth understanding of network administration including management
and maintenance of routers, firewalls, etc. before attempting to modify the firewall settings of the Optimizer
CrewComm. USE WITH CAUTION AND AT YOUR OWN RISK!

12.6.1. General Settings

Use this screen to create and edit Firewall zones. Each Firewall Zone can have its own firewall rules. Each Interface
must be assigned a Firewall Zone (see Chapter 8.6).

Home I Sarvices I Status I Systam I Network I Statistics

Interfaces.

Wifi ~DHCPand DNS  Hostnames  Static Routes  Diagnestics | Firewall | PPP

General Sattings | Port Forwards  Firewall Rules  IPset P Proxy

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.

Input
Output

Forward

- General Settings

Enable SYN-flood protection

Drop invalid packets

[[reject

[(accept

[ reject

ladd

Zone = Forwardings Output Forward Masquerading MSS clamping

T

ppp: pop: = 3 [accent #][ raject 3 ‘ LEdit x|Delete

T

)

cap: cap: b = -][accent #][accent 3 Zedit |k |Delete
)
)

T

lan: fan: 3 & | = ppp wan 3 [accent #][ raject 3 Ledit x|Delete

Wan: wan: ;“ =] 0 [acceDt #][ reject jEd\t Qne\me

DReset

@save| |[Dsave & Apply

It is important to understand the following before considering modifications:

Input: This is accessing the router itself.

Output: This is the router accessing the “LAN”. DO NOT MODIFY.

Forward: This is traffic through the router via an interface and out of the router. If Forward is allowed, you must
configure the Inter-Zone Forwarding. (See Chapter 12.6.1.1).

Accept: This setting allows traffic unless there is a Rule to block it. (See Chapter 12.9.2).

Reject: This setting blocks traffic unless there is a Rule to allow it. (See Chapter 12.9.2) An error is displayed
to the end user.

Drop: This setting drops the traffic with no indication to the end user.

The router is shipped to you with several Firewall Zones configured and interfaces assigned to them:

ppp: opp: 0 = [rejer_'t =][ accept #][ raject #] s L edit | ]| Delete

The “ppp” firewall zone has only the ppp interface assigned to it. This is the zone for dial-up connections. In this
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default configuration, only Output traffic is allowed. Input and Forwarded traffic is rejected.

eap: cap: )b = [accept 5][ accept =][ accept =] L edit | =] Delete

The “cap” firewall zone has only the cap interface assigned to it. This is the zone for the Captive Portal. In this
default configuration, all traffic is allowed but subject to the Captive Portal settings.

lam: lzn: 8 biz 5 = ppp | wan [reject  #)[ecoept  #)[reject ¥ JEedit %] Delete

The “lan” firewall zone has the lan and biz interfaces assigned to it. This is the zone for the internal local network.
In this default configuration, only Output traffic is allowed.

wan: wan: 3% wext: §* | wan2: {4 = [accept 5][ accept #][ raject #] ’ ZEdit | %] Dalete

The “wan” firewall zone has the wan, wan2 and wext interfaces assigned to it. This is the zone for satellite
connections and Wi-Fi extenders. In this default configuration, only Output traffic is allowed.

CAUTION: While it is possible to edit these zones and add new zones, Best Practice is to leave these zones alone
and create MWAN Traffic Rules instead, assigning the new rules to a Zone. (See Chapter 12.9).

FOR EXAMPLE: If a system administrator wants to create firewall zones that are different for each device, such
as firewall rules for Wi-Fi to allow all, rules for vsat to allow dns and http but nothing else, for fbb do not allow
anything but email. You could create three new zones; one for each wan interface, then create firewall rules that
pertain to each of the new zones. You then edit the LAN interface to add the three new zones. OR, do not create
zones but use IP addresses added to the MWAN traffic rules (not the firewall rules). Leave the zones the same,
use MWAN traffic rules, assigning the rule to a zone and use IP source address or a specific IP address. The
destination can be any address and apply to any zone. (See Chapter 12.9).

12.6.1.1. Add a Firewall Zone

To create a new Firewall Zone, click the Add icon on the General Settings page.

© 2018 RedPort Global
CC Dealer v1.0 Powered by Global Marine Networks. LLC. Page 167 of 184



Home I Services I Status I System I Network I Statistics

Interfaces  Wifi  DHCP and DNS  Hostnames  Static Routss  Diagnostics | Firewall | PRP

General Settings = Port Forwards  Firewall Rules  IPset  IP Proxy

Firewall - Zone Settings - Zone "newzone"

-~ Zone "newzone"

This section defines commen properties of "newzone”. The input and output options set the default policies for traffic entering and leaving this zone while the forward option describes the policy for forwarded traffic between different networks within the zone.
Covered networks specifies which available netwaorks are members of this zone.

General Settings

Name [nawzone

Input [[reject

Output [ accept

Forward [ rajact

Masquerading
M55 clamping

Covered networks

- Inter-Zone Forwarding

The options below control the forwarding policies between this zone (newzone) and other zones, Destination zones cover forwarded traffic originating from "newzone”. Source zones match forwarded traffic from other zones targeted at "newzone". The
forwarding rule is unidirectional, e.g. a forward from lan to wan does not imply a permission to forward from wan to lan as well.

Mlow forward to destination zones:
cap: cap: '

lan: Ian:;_‘:‘g
ppp: ppp:
wan: wan: ;'

Mllow forward from source zones:
. . I®
cap: cap: '

lan: Ian:;_‘:‘g
PRp: ppo: °

. -
wan: wan:

|=|Back to Overview I Reset Isave| | [lsave & Apply

Enter the desired General and Advanced Settings. Click <Save & Apply>.

12.6.1.2. Delete A Firewall Zone

To permanently remove a firewall zone, click the Delete icon.

dit x| Delete

CAUTION: This action CANNOT be undone.

12.6.2. Port Forwards

To allow remote access to a specific computer or service within the private LAN requires Port forwarding.
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CAUTION: It is important to understand networking before making changes to Port Forwards.

Home I Services I Status I Systam I Network I Statistics
Interfaces  Wifi DHCP and ONS  Hostnames  Static Routes  Diagnostics | Firewall | PPP

General Settings | Port Forwards | Firewall Rules  [Psst 1P Proxy

Firewall - Port Forwards

Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.

i Port Forwards

Name Forward to Enable Sort

This section contains no values yet

New port forward:

Protocol External zone  Extzrmalport  Internal zone Internal IP address  Internal port

TEP+UDP #] [ can 3 cap 3 3 ladd

DReset save| [0l save & Apply

This page shows a list of the enabled port forwards configured. To add a new port forward, enter the desired
parameters and click <Add>. To save the configuration, click <Save & Apply>. The new port forward will appear in
the list.

General Settings | Port Forwards | Firewall Rules  IPset [P Proxy

Firewall - Port Forwards

Port forwarding allows remate computers on the Internet to connect to a specific computer or service within the private LAN.

i~ Port Forwards

Mame Match Forward to Enable Sort

This section contains no valves yet

New port forward:
Mame Protacol External zone External port Internal zone Intzrnal IP address Internal port

[Hew part farward TCR+UDP %] [ cap g cap B B ladd

You can now enable/disable them, change the sort order, and edit the parameters.
CAUTION: The Delete function cannot be undone.
12.6.3. Firewall - Traffic Rules

This page is the firewall traffic rules table. The table includes all the firewall rules on the router that will allow you to
enable and disable ports and IP address, etc.
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Services Statistics
Interfaces  Wifi DHCP and DNS =~ Hostnames  Static Routes  Diagnostics | Firewall | PRP

General Settings  Port Forwards | Firewall Rules | IPset  IP Proxy

Firewall - Traffic Rules

Traffic rules define policies for packets traveling batween different zones, for example to reject traffic between certain hosts or to open WAN ports on the router.

- Traffic Rules
Name Mateh Action Enable Sort

Any traffic
DOBI’T‘OO(.:I.K':‘N;[:F‘, From any host in wan Discard input #| ¥ | fedit | x]pelats

To any router IP on this device
AL Any tra_f\‘ic . :
DO NOT MODIFY Fram any host in any zone Accept forward ¥ || Ledit! |p]nelete
To any host in any zonz
Any UDP
0o PNAOSE a’é?)]ﬁ Fram any host in any zone Accept forward * || Ledit | x]elate
Ta any host, port 53 in any zone
bHs F ":y i Accept i 4 ([ edit (xlo
ram any host in any zone \ccept input b it | XDelats
DO_NOT_MODIFY To any router IP at port 53 on this device
HTTP Ay TCP -
DO NOT MODIFY Fram any host in any zone Accept forward * || Ledit | x]0elate
To any host, port 80 in any zone
Ay TCP
0o Ng'lljr:SODIFr From any host in any zone Accept forward # || Zedit | x]0elate
To any host, port 443 in any zone
e Any TCP -
DO NOT MODIFY From any host in any zone Accept forward ¥ || Zeditl | e Delete
To any host, ports 20-21 in any zone

Open ports on router:
Protocol External port

TCR+UDP 3 ladd

New forward rule:

Source zone Destination zone

3] [wan %) [ladd and edit...

- Source NAT
Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgoeing traffic, for example to map multiple WAN addresses to internal subnets.

Name Match Enable Sort

Thiz section contains no values yet

New source NAT:

Name Source zone Destination zone To source IP To source port

#] [wan #] [-- Pleaza cnnus#] Pernotrewrite | [[€lAdd and edit...

Dreset (D5ava| [0 save & Apply

While you can add rules, delete rules and each interface can have its own set of rules, BEST PRACTICE is to
manage router traffic via the Failover/Load Balancing MWAN Traffic Rules (See Chapter 12.9).

By default, the router is shipped to you with six rules that all say DO NOT MODIFY. They are: ALL, Pass DNS,
DNS, HTTP, HTTPS and FTP. These are the rules that the Proxy Server automatically enable and disable so the
components work without you having to make modifications to the Firewall Traffic Rules Table. When enabled,
these rules Allow that particular traffic to pass through the firewall. This means that the Firewall is totally OPEN by
default. When you configure the Failover/Load Balancing you can restrict the traffic allowed through an interface.

All the firewall rules can easily be enabled (checked) or disabled (unchecked).

The first rule name “ALL”, when enabled, means the firewall is totally open and all traffic goes straight through the
firewall. To disable the rule, uncheck it, scroll to the bottom of the page and hit <Save & Apply>. With the ALL rule
disabled, the remaining rules spring into action.

Rules are evaluated from top to bottom. As soon as traffic hits a rule that matches, it will stop.

For example, if you want to allow all traffic except http traffic:

+ Disable (uncheck) the first rule “ALL-DO NOT MODIFY”. This forces the remaining rules to take precedent.
+ Disable (uncheck) the rule “HTTP-DO NOT MODIFY”. This blocks http traffic from passing through the firewall.

With the ALL rule disabled (unchecked) you can enable/disable the others very quickly. The next one is DNS. Do
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you want DNS? Yes (checked), No (unchecked). Do you want http? Yes (checked), No (unchecked), etc.
You can also create a custom rule.

12.6.3.1. Create a Custom Rule

Scroll down to the bottom of the page to the section “New forward rule”. Click <Add and edit>.

New forward rule:
Name Source zone Destination zone
[Hew forward male [l ¥ [wan ¥) |[]Add and edit..

Here you can give the new rule a name, specify the protocol, restrict the rule to a certain zone, identify the source
IP address, the destination IP address, port numbers, etc.

This is standard firewall convention. Once the rule is created, click <Save & Apply>. Place the rule where you want
it on the traffic rule list using the Sort column arrows for up and down. This is a full-featured firewall that you can

customize to meet your needs.
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Home I Services I Status I System I Network I Statistics . Logout
Interfaces  Wifi  DHCP and DNS Static Routss  Diagnostics | Firewall | PPP
General Settings  Port Forwards | Firewall Rules | IPset  IP Proxy

Firewall - Traffic Rules - (Unnamed Rule)

This page allows you to change advanced properties of the traffic rule entry, such as matched source and destination hosts.

Rule is enabled @ oisavle

Name E

Restrict ko address family [ |Pwd and IPvE

Protocol [Tcpsupe

Match ICHMP type [ any

Source zone
Any zona

cap: cap: .t

© lan: lan: it

Source MAC address

Source address

Source port

Destination zone
Device (input)

Any zone [forward)
cap: cap: &:

lan: lan: 3@
PPP: ppp:

& wan: 3

Destination address [ any ;]

Destination port [eny |

Action [ accept =]

Extra arguments [ ]
& Passes additional arguments to iptables. Use with care!

*|Back ta Overview EResat I Saval |0l Save & Appl,
pply

See IP Sets (Chapter 12.6.4) for creating block and allow rules by domain name instead of IP address.

12.6.4. IP Sets

Use IP sets for cloud-based services where standard firewall rules will not work. This allows block and allow rules
by domain name instead of by IP address. IP sets rules take priority over anything in the firewall.
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Home I Sarvices I Status I Systam I Network I Statistics . Logout
Interfaces  Wifi DHCPand DNS  Hostnames  Static Routes  Diagnestics | Firewall | PRP

General Settings  Port Forwards  Firewall Rules | IPset | [P Proxy

IP Sets

Block, Allow, or Define groups of domains to be used by the firewall and/or the load balancer.
High priority rules apply before user defined firewall rules while low priority rules apply after.

IPset Name Action Priority Domains
Unique Mame  Filkering Action Filter Priority Domain(s) to Filtar

This section contains no values yet

T Jbdd

Dreser Dsave| |[Dsave & Apply

Click <Add> to create a new IP set rule.

Action Definitions:

« Block: Rejects the domain.

+ Pass: Allows the domain.

+ Define: Defines the domain only. It neither blocks nor allows. You can specify how routing occurs for that
domain in the Failover/Load Balancing Rules. (See Chapter 12.9).

You can group multiple domain names into one IP set rule.

Each IP set rule must be assigned to a Policy (See Chapter 12.9).
12.7. Diagnostics
Requires “superadmin” login.

There are several Diagnostic tools available:

Home I Services I Status I System I Network I Statistics
Interfaces  Wifi DHCP and DMS  Hostnames  Static Routes | Diagnostics | Firewall  PPP

Diagnostics

- Network Utilities

[ev.openwrt.org [ev.opanwrt.org [fev.openwrt.org

[Blping [0 Tracerouta [Dmslookup

Install iputils-traceroute6 for IPv traceroute

» Ping: Tells you if you have IP connectivity.
« Traceroute: Gives you all the IP addresses in a hop to the final destination.
* Nslookup: Gives you the IP address of whatever you enter into the text box.

12.8. PPP
Requires “superadmin” login.

It is possible to use a USB connected satellite phone or LTE/GSM modem that does PPP to connect for email and
web browsing (for example: IsatPhone Pro or Iridium handheld).

NOTE: Web browsing is not recommended when using a low bandwidth device.

© 2018 RedPort Global
CC Dealer v1.0 Powered by Global Marine Networks. LLC. Page 173 of 184



Home || Services [| status [ system | Metworie | statistics - Logout

Interfaces  Wifi DHCP and DNS Hostnames  Static Routes  Diagnostics Firewall

Status | Settings  Log

PPP Status and Tools

Connection Status No PPP network selected
@ connect

@ pisconnect

With PPP configured, you can bring up the connection manually; it will stay connected until you disconnect, or the
idle timeout is reached. If not using the Demand feature, you must bring up the PPP connection manually.

12.8.1. PPP Settings Configuration for USB Connected Satellite Device
Requires “superadmin” login.

Use the following to configure the PPP interface for use with a USB connected satellite phone.

tome || Services || status || system | Network | statistics
Interfaces  Wifi DHCP and DNS  Hostnames  Static Routes  Diagnostics  Firewall =~ PPP
Status Settings Log

PPP and Modem Settings

Sattings which control the dialup behavior of USB connacted satellite phones.

Netwark

Ketwark [[None Selected 3]

7] GSM, satellite, or dialup network to connect to. Note that for GSM the APN under PPP parameters must be set.

Enable 1@ Enable on router sta rtup. Implies demand option.

EhReset save [QlSave & Apply

1. Using the drop-down menu, click the appropriate satellite network.

None Selected
I
Iridium
Globalstar
Isatphone
Thuraya

2. Click the Enable checkbox to maintain this setting during router startup. Otherwise, you must re-configure for
PPP use with each router startup.

3. Click <Save & Apply> to apply the change.

Move to the Settings > PPP Tab:
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Home || services [| status [ system | Metworke | statistics - Logout

Interfaces  Wifi DHCP and DNS Hostnames  Static Routes  Diagnostics Firewall PPP

Status | Settings | Log

PPP and Modem Settings

Settings which control the dialup behavior of USBE connected satellite phones.

PP

Modem Interfaca ((system Default D)

*

1) Select COM port assigned to modem

Modem Speed [(System Default D

© Baud rate for modem serial interface.

Username [ |
& Leave blank if nona required.

Passward I ]
@ Leave blank if none required.

Phone Number [

1) Phone number to dial. Leave blank for system default.

Idle Timeout | ]

1 Drop connection after X s=cands if no netwark traffic is detected. Note it is not advisable to use this aption with the persist option without the
demand option. Set to 0 to disable.

Persist 1@ Enable persistent connections. Persistent connections forces the modem to reconnect if connection drops.

Extra Init [ ]
& Extra modem initialization. Leave blank if not required. Enter full AT command (including AT) to send to the modem before dialing.

© Set the MTU [Maximum Transmit Unit] value in bytes. Leave blank far system default.

1) writz PPP connection debugging information to the system log.

EReset ASave| [l Save & Apply

Configure the PPP Settings as necessary.

+  Modem Interface: Do not modify from “System Default” unless you have trouble connecting. If required, use
the drop-down list, select the COM port assigned to the USB connected satphone.

+  Modem Speed: Do not modify from “System Default” unless you have trouble connecting. If required, use the
drop-down list, select the baud rate for the USB connected satphone.

+ Username: If the satellite network provider requires a username in order to connect to their network, enter it
here. (If you use the APN Wizard, this will be completed automatically).

« Password: If the satellite network provider requires a password in order to connect to their network, enter it
here. (If you use the APN Wizard, this will be completed automatically).

+  Phone number: The Optimizer is pre-configured with the standard number to dial for the different satellite
networks. Unless your satellite airtime provider requires an alternate phone number, this field can be left blank
in order to use the default dialup number.

+ Idle Timeout: The default is set to 60 seconds. If no network traffic is detected during this Idle Timeout period,
the connection will drop. To disable the Idle Timeout feature, set to 0.

NOTE: If Persist is enabled with Demand disabled, the Idle Timeout is ignored.

+  Persist: Check this box to enable persistent connections. If the connection drops the modem will attempt to
reconnect. With Persist selected, three additional settings appear:

i | Persist [#]@ enable persistent connections. Persistent cannections forces the modem to reconnect if connection drops.

{ | Demand @ Initiate the link anly on demand, i.e. when data traffic is present. Implies Persist.

|| Hold OFf Timeout [Em ]
H 18 Time in seconds betwaen reconnaction attempts.

i | Maximum Fail o ]
E 18 Maximum reconnection fail attemtps before giving up. Leave blank for infinite retries.

+ Demand: Check this box to bring up the link only on demand, such as when data traffic is present. The
satphone or LTE/GSM modem that does PPP, the link remains down until it detects network traffic. It will
bring up the link automatically and stay up when there is traffic or until the Idle Timeout setting reached. With
Demand selected, Persist is implied. See Persist above.

+ Hold Off Timeout: The default is 30 seconds. If the link is dropped, this is the time it will wait to try connection
again.
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+  Maximum Fail: The default is never. This is the number of times it will try to re- connect. If re-connection does
not happen within this number, it will stop trying.

+  Extra Init: If required, enter the full AT command to send to the modem before dialing.

+  MTU (Maximum Transmit Unit): This should be blank to use the system default; or, you can set the limit here,
in bytes. Only change this setting if required to do so by your satellite provider.

+ Debug: If you are having trouble with the PPP connection this debug log may help you diagnose the problem.

Click <Save & Apply>.

12.8.2. PPP Settings Configuration for LTE/GSM Modems

Requires “superadmin” login.

The LTE/GSM feature is offered for your convenience, but we are not able to support it. The information provided
here is general in nature but may not be sufficient to establish a connection. If you run into any difficulties, you
must contact your cellular network provider for support.

If you have an LTE/GSM-based cellular phone, it may be possible to use the LTE/GSM network, when available,
for Email and Web Browsing data over the Optimizer. You will get the benefits of compression and a faster data
transfer rate than over a satellite phone which typically equates to cost savings.

Only LTE/GSM-based service can be configured here. CDMA-based service will NOT work. If you are unsure of
which service you have, contact your cellular provider before attempting to configure for connection.

Use the following to configure the PPP interface for use with an LTE/GSM modem.

Home I Services I Status I Systam I Network I Statistics
Interfaces  Wifi DHCP and DNS  Hostnames  Static Routes  Diagnostics  Firewall | PPP

Status | Settings | Log

PPP and Modem Settings

Settings which control the dialup behavior of USE connected satellite phones.

Network

Netwark ((Hone Selected D)
19 GsM, satellite, or dialup network to connact to. Note that for GSM the APN under PPP parameters must be sat.

Enable 1@ Enable on router startup. Implies demand option.

EhReset (dsave [Qlsave & Apply

1. Using the drop-down menu, click GSM.

None Selected
o
Iridium
Globalstar
|satphone
Thuraya

2. Click the Enable checkbox to maintain this setting during router startup. Otherwise, you must re-configure for
PPP use with each router startup.

3. Click <Save & Apply> to apply the change.
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Move to the Settings > GSM Tab:

tiome || services [| status [ system | wetwork | scatistics

Interfaces  Wifi  DHCPand DNS _ Hostnames _ Static Routes  Diagnostics _ Firzwall | PPP
Status | settings | Log

PPP and Modem Settings

Settings which control the dialup behavior of USB connected satallite phones.

GSM

| APN Wizard
1@ Select APN by Country, Provider, and Plan.

APN [ ]
@ Access Point Name.

APN Dalay [
& Some modems (such as the sierra wireless me7455) require a delay (in seconds) between setting the APN and dialing.

Username Blank Entry
1) Value set under PPP settings and displayed here for convenience.

Password Blank Entry
18 Value set undar PPP settings and displayed hera far convenience.

Fincode [ |
& 51M card pin. Leave blank if none required.

EReset JSave| [QSave & Apply

Before you can configure the Optimizer for LTE/GSM, you must:

+  Obtain a USB data dongle from your cellular provider. Your provider may require you to purchase a data plan.

« Activate the USB data dongle with your cellular carrier and test it to make sure it works. Typically, testing
requires only that you plug the USB Data Dongle into your computer and see if you can get on the Internet. If
testing fails, contact your cellular carrier for support.

The APN Wizard contains many providers and plans. Using it will automatically set the configuration for you. Click
<APN Wizard> to start the configuration:

tome | Services || status || system | Metworke | statistics - Logaut
Interfaces  Wifi DHCP and DNS Hostnames  Static Routes  Diagnostics Firewall PPP

Status  Settings  Log

APN Wizard

This assistant helps you easily set up a mobile broadband connection to a cellular network. Select your country or region and hit Next.

Cauntry
| Afghanistan |

Albania

Algeria

Andorra

Angola

Argenting

Armenia

Select the appropriate country from the drop-down list and then, click <Next>.

Home || services [| status [ system | Metwork | statistics - Logout
Interfaces  Wifi DHCP and DNS = Hostnames  Static Routes  Diagnostics

Firewall | PPP

Status  Settings  Log

APN Wizard

This assistant helps you easily set up a mobile broadband connection to a cellular network. Select your provider and hit Next.

Pravidar
ATAT !

BendEroadband

Cincinnati Ball Wirelass

Ly

MTEES (Eellular One)

Straight Talk

T-Mabile

Verizan

Select your Cell Provider from the drop-down list and then, click <Next>.
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Home || sarvices || status || system | Metwork | statistics - Logout
Interfaces  Wifi DHCP and DNS Hostnames  Static Routes  Diagnostics Firewall PPP
Status _ Seftings  Log

APN Wizard

This assistant helps you easily set up a mobile broadband connection to a cellular network. Select your plan and hit Next.
Warning: Selecting an incorrect plan may result in billing issues for your broadband account or may prevent connectivity. If you are unsure of your plan please ask your provier for your plan's APN.

Plan
Data Connect (old) -
LTE
LaptopConnect (data cards)
MEdia Net [phones)

Select your Plan from the drop-down list and then, click <Next>.

tome | services || status || system | Wetworte || statistics
Interfaces  Wifi _DHCPand ONS _ Hostrames  Static Routes  Disgnestics Firswall | PP

Status | Settings | Log

PPP and Modem Settings

Settings which control the dialup behavior of USB connected satellite phones.

G5M

@ You must hit Save & Apply to record new APN.

(B 4PN Wizard
1) Salact APN by Country, Provider, and Plan.

APN [tz ]
(@ Access Paint Name.

APN Delay [ ]
& same modems (such as the sierra wireless mc7455) require a delay (in seconds) between setting the APN and dialing.

Username Blank Entry
(@ Value set under PPP settings and displayed here for convenience.

Password Blank Entry
@ value set undar PPP settings and displayed hers for convenience.

Pincode [ |
1) 5IM card pin. Leave blank If none required.

BReset i@ sava| [ save & Apply

If you have protected your cellular SIM card with a PIN-Code, enter the PIN-Code in the Pincode text box.

Click <Save & Apply> to complete the configuration.

NOTE: If the APN Wizard does not contain the information for your provider or plan, contact your cellular provider

to obtain the information required to connect to their LTE/GSM network.
The information may include:

+ Access Point Name (APN).

«  Username required for access to the APN.

« Password required for access to the APN .

Enter the required information in the PPP Settings pages.

See Chapter 9.13 for additional PPP Settings.

12.8.2.1. Using LTE/GSM

When you want to use LTE/GSM service instead of satellite service we recommend that you disconnect the
satellite terminal from the Optimizer before attempting an LTE/GSM connection.

Plug the USB data dongle you obtained from your cellular provider into the USB/LTE/GSM port of the Optimizer.

With the LTE/GSM interface properly configured, it becomes an important component of the Failover sequence.
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12.8.2.2. Changing from LTE/GSM service to satellite service

When you travel beyond LTE/GSM range you must:
+  Remove the LTE/GSM data dongle from the Optimizer's USB/LTE/GSM port.
+ Reconnect your satellite phone/terminal to the Optimizer.

NOTE: We are not able to support the LTE/GSM feature. If you experience any connection difficulties when using
this feature, you must contact your LTE/GSM network provider for support.

12.8.3. Signal Monitor
Requires “superadmin” login.
Signal monitor queries your satellite device or GSM modem to determine if the signal strength is sufficient to
make a successful data connection. Typically, a minimum of 60% signal is required; however, 100% is ideal for the

fastest possible data transfer rate.

NOTE: Some older satellite phones (for example, the Iridium 9505a) do not support the signal monitor feature. For
these older satellite phones, the signal monitor MUST be DISABLED for a successful data connection.

Home I Services I Status I System I Network I Statistics - Logout

Interfaces  Wifi DHCP and DNS  Hostnames  Static Routes  Diagnostics  Firewall | PPP

Status | Settings | Log

PPP and Modem Settings

Sattings which control the dialup behavior of USB connected satellite phones.

Signal Monitor

Enable # 1B Enable/Disable signal manitering during connactians.

Level B ]
@ Allow satellite or G5M connections only if signal strength is larger than this value

B reser Eisave |[Disave & Apply)

From this screen you can enable or disable signal monitor using the “Enable/Disable signal monitoring during
connections.” checkbox.

You can change the level of the Signal Monitor. Keep in mind that 60% is typically the minimum required for a
successful data connection. If you must change the Signal Monitor, we recommend lowering the Level vs. disabling
it. Many IsatPhonePro users have had success by lowering the level to 40 or 30.

CAUTION: Reducing the signal strength to less than 60% or disabling it altogether may cause lengthy data
connections due to poor signal.

When you are done making changes, click <Save & Apply>.

13. Statistics

Requires “superadmin” login.
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Services Statistics

Graphs  Setup

Statistics

The statistics package uses Collectd to gather data and RRDtool to render diagram images.

You can install additional collectd-mod-* plugins to enable more statistics,

13.1. Graphs
Similar to the Realtime Graphs in the Status tab, Statistics Graphs shows usage over a specific timespan.

Services Statistics
Graphs = Setup

Interfaces = Wireless  System Load  Memory  Processes

Statistics

((optimizer %) [pisplay Host » [ Thour %] [pisplay timespan »

Optimizer: Transfer on ethd.1

0,0

hue e ara it e,

13:00 1310

O Bytes (T} #Avg: 76,8 (ca, 272,0k Total)
W Bytes (R¥) Avg: 2881 (ca. 1.0M Total)

Optimizer: Packets on ethi.1

Packetsss

1320
O Processed () : 1k Totald
W Processed (rx) ; ; . 8Bk Totald
HEErrors (tx) ' 0.0 Total)
WErrors (Fx) E 0.0 Total)

To modify the timespan, use the down arrow next to <Display timespan>, then click <Display timespan> to view
the graph.

13.2. Setup

The Optimizer CrewComm uses several tools for collecting data statistics.

Use Setup to change general settings for the collectd daemon.
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Services Statistics
Graphs | Setup
General plugins  Network plugins  Output plugins

Collectd Settings

Collectd is a small daemon for collecting data from various sources through different plugins. On this page you can change general settings for the collectd daemen.

Base Directory [varjrunfeollectd

Directory for sub-configurations [etejeollectd/eont.d

Directory for collectd plugins [ustfib/callectd

Used PID file [varfrunjcollectd.pid

Datasets definition file [usrishare/collectd/types.db

Data collection interval %
Seconds

Mumber of threads for data collection k

Try to lookup fully qualified hostname

(== additional Feld -- T add

(DReset (5ave [1)Save & Apply

14. Remote Support

NOTE: Do not set your remote Access Port to the presented port in this document’s screen shots. The router
will present a port to you. Do not attempt to log in with the example remote login, it is just presented for your
knowledge.

Remote Support Access can be granted from two locations, each with some differences.

+  Temporary Remote Support Access - The first remote support login access is located from the homepage and
permits a one-time temporary access. Once the router is rebooted, this access will no longer be available.

To enable Temporary Remote Support Access, click <Home> tab, scroll down to the “Remote Access” section.
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Home || Services Metwork W Statistics Logout
Tasks

Welcome

Email Access

Email access settings and parameters:

* WEB - http://10.1.5.1 /webmail
* POP - 10.1.5.1:110
* SMTP - 10.1.5.1:25 with mo connection or authentication security

18 Go to webmail

Email Management

gl Create and manage crew email accounts
Ol retrieve, delete, o drop large emails (BigMail) quarantined on the server
[0l perform common email tasks

1Bl view email logs

System Status

|8l system status overview
|0l Realtime bandwidth usage over satellite link
[EHistoric bandwidth usage over satellite link

(B system maszage log

Local WiFi setup

551D and Security (Ol wiFi setup
[} Changs hotspot name andfor add security and set password

Remote Support

|4l Enable remate support
@ Allow remote personal access to your router via a broadband satellite, WiFi, or cell phone link

|0l Rawter paszward

|3l keboat router

Click <Enable remote support> under “Remote Support” section of the <Home> tab.

When remote support is enabled Remote Access URLs are displayed.

Remote Support

Remote access urls:
« hitp:/fremate.redportglobal.com: 56503
« sshy/fremote.redportglobal.com: 56502

12 Disable Remate Support
() Terminate remote support
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Disabling this Remote Support will not disable the persistent Remote Support. To disable this remote support

access, either:
* Reboot the router.
+  Click <Disable Remote Support>.

+ Persistent Remote Support Access - The second remote support login access is located from the Services tab
and permits persistent access. Even if the router is rebooted, this access will remain.

To enable Persistent Remote Support Access - Navigate to <Services> tab, then to <Remote Access>.

Services || Status Network || Statistics

Crew Internet Access  Web Compression and Filtering  RedPort Email  WiFi Extender  GPS Tracking | Remote Access | SMS  GPS/NMEA Repeater  Woice PBX  Network Shares

Remote Access

Options

Remote access urls:

Enable Remote Access © open up a tunnel to remote.redportglobalcom allowing remote access to the router and keep it running,

EiRezet 5ave| | [lSave & Apply

Click “Enable Remote Support” and then click “Save & Apply”.

When remote support is enabled Remote Access URLs are displayed.

Services | Status Network || Statistics

Crew Internet Access  Web Compression and Filtering  RedPort Email  WiFi Extender  GPS Tracking | Remote Access | SM5  GPS/WMEA Repesater  Woice FEX  Network Shares

Remote Access

Options

Remaote access urls:
* http://remote.redportglobal.com: 6772
+ sshi//remote.redportglobal. com: 6771

Enable Remaote Access ¥ &) Open up a tunnel to remote.redportglobal.com allowing remote access to the router and keep it running.

Access Port Erm |

B Resat @save [0 save & Apply

Disabling this Remote Support will not disable the one-time Remote Support. To disable remote support access:
«  Click <Services> tab, then click “Enable Remote Access”.
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15. Corporate Contact Information
For any questions, concerns, or recommendations, please contact us:

RedPort Company Information
For product orders, support or returns, please contact:
Phone: International: +1 865.379.8723
USA: 877.379.8723
Email: info@redportglobal
Sales: sales@redportglobal.com
Web: redportglobal.com

RedPort Corporate Address
RedPort Global

3224 Wrights Ferry Road
Louisville, TN 37777

SMSGlobal Company Information
Phone: International: +63 2 753 4143
Fax: International: +63 2 753 4145

Web: smsglobal.net

SMSGilobal Corporate Address
Unit 1602, Malaysia Building 50
Gloucester Road Wanchai, Hong Kong
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